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Abstract. Cognitive radio (CR) is a promising solution to
improve the spectrum efficiency in which some unlicensed
users are allowed to exploit frequency bands which are not
used by licensed network. However, CR technology imposes
some threats to the network. One of these threats is primary
user emulation attack where some malicious users try to send
fake signals similar to the primary user (PU) and prevent
secondary users from accessing vacant bands. Moreover,
the presence of a primary user emulation attacker (PUEA)
leads to additional interference to the CR and consequently,
the efficiency of conventional power loading algorithms will
be degraded. In this paper, we propose a power alloca-
tion scheme in an orthogonal frequency-division multiplex-
ing (OFDM) based CR in the presence of PUEA. Power al-
location is performed with the aim of maximizing the down-
link transmission capacity achieved by the cognitive user,
while keeping the interference level at the PU below a pre-
defined threshold. Simulation results confirm the efficiency
of our proposed power loading scheme, compared to clas-
sical loading algorithms that do not consider the activity of
malicious users in the radio environment.
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1. Introduction

Cognitive radio (CR) has been introduced to the com-
munication society as a promising technology to alleviate the
spectrum shortage problem by enabling unlicensed users to
co-exist with licensed or primary users (PU) [1]. CR systems
are equipped with spectrum sensing to detect vacant bands
[2], [3] and to adapt their transmitter parameters according
to the environment [1]. After finding vacant bands in an op-
portunistic manner, CR devices transmit data in frequency
bands where the PU is not transmitting [3].

Orthogonal frequency-division multiplexing (OFDM)
is widely-used for CR transmission, due to its flexibility in

dynamically allocating vacant spectrum resources. Since
finding OFDM vacant subbands in CR is a dynamic pro-
cess based on the information gathered from environment,
the network is susceptible to some threats. In one of these
threats, some malicious users send signals identical to that of
primary transmitter, leading secondary users (SU)s to vacate
the spectrum [5], [6], [7]. This threat is commonly referred
to as primary user emulation attack which benefits from CR
responsibility to vacate bands used by PU signaling. It is
challenging for CR network to utilize available spectrum re-
sources in an efficient manner [8]. However, CR and primary
systems are usually operating in close and side-by-side fre-
quency bands, and this causes mutual interference on each
other, due to the non-orthogonality of transmitted signals. In
addition, the presence of a primary user emulation attacker
(PUEA) in the environment, not only increases the interfer-
ence resources introduced to the network, but also leads to an
improper power allocation in the CR network, due to send-
ing fake signals and subsequently, the spectral efficiency of
available resources will be degraded.

Although, there are lots of efforts to reduce CR and PU
mutual interference, to the best of our knowledge, the disrup-
tive effect of a PUEA on cognitive network resource alloca-
tion has not been considered in the literature so far. Conven-
tional power loading algorithms proposed for OFDM-based
CR networks [9], [10], assume a secure environment and al-
locate the power based on naive spectrum sensing. How-
ever, in the presence of a malicious user, an excessive in-
terference is imposed to the CR transmission which directly
affects power allocation process in the CR network. More-
over fake signals transmitted by PUEA make CR user not
use available vacant subbands and then causes degradation
in CR transmission rate.

Some methods are proposed in the literature to reduce
the effect of PUEA fake signals in spectrum sensing. For
instance, a location based scheme which performs received
signal strength (RSS) measurements is proposed in [11].
A new RSS-based defense strategy against the primary user
emulation attack in CR wireless networks, using belief prop-
agation of location information is proposed in [12]. A coop-
erative spectrum sensing that considers PUEA is proposed
in [6], in which the sensing information of different SUs is
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combined at a fusion center with the objective of maximiz-
ing the probability of available channels under the constraint
of a target false alarm probability. In [7], the authors investi-
gate countermeasures to combat PUEA by using estimation
techniques and learning methods to obtain the key informa-
tion of the environment.

Despite aforementioned solutions to combat fake sig-
nals, in practice, there are some inherent errors to distinguish
between PU and PUEA signals. In this paper, considering
these errors and extra interference introduced to the CR by
fake PUEA’s signals, we propose a robust resource alloca-
tion for OFDM-based CR network based on the calculated
interference imposed to CR user by PUEA and PU. Resource
allocation in our proposed method aims at maximizing CR
data rate. We will show that for a predefined interference
level prescribed by the PU and a predefined power constraint
at the CR, resource allocation in the CR network user will be
improved in such a way that the total transmission rate of the
CR network under a malicious user is increased, compared
to conventional power loading methods.

The rest of this paper is organized as follows. The sys-
tem model is presented in Section 2. Section 3 provides
a probabilistic framework for conventional spectrum sensing
methods under PUEA. Section 4 characterizes the possible
interferences imposed to our considered scenario. Section 5
presents the proposed power loading algorithm in the pres-
ence of PUEA. Simulation results and discussions about the
performance of the proposed power loading algorithm are
presented in Section 6 and finally, Section 7 concludes the

paper.

PU transmiter
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PU receiver

Fig. 1. System model of the considered network.

2. System Model and Main
Assumptions

As shown in Fig. 1, we consider a downlink trans-
mission scenario composed of a primary and a secondary
transceiver. In our scenario, a malicious user (PUEA) is
present in the environment that tries to send fake signals

with characteristics similar to the primary signal with the
aim of deceiving the CR user. We assume that CR employs
an OFDM scheme with N subcarriers. As shown in Fig. 2,
the total available bandwidth licensed to the PU is equal to
B which is divided into N subcarriers, each of width 8 f. The
CR user performs spectrum sensing and tries to detect vacant
subbands with an opportunistic access to each of the primary
subcarriers. We assume CR spectrum sensing can perfectly
recognize vacant subbands and differentiate them from oc-
cupied subbands. Also, we assume that the CR network is
aware of the presence of a PUEA in the radio environment
and applies a given spectrum sensing method (for instance
one of the methods discussed in Section 1) to distinguish
between the PU and the PUEA signals in occupied sub-
bands. However, in practice, there are errors in distinguish-
ing between primary and attacker signals and hence signals
in some subbands may be considered as PU/PUEA signal in-
correctly, while they are actually received from PUEA/PU.
Obviously, the occurrence of errors is inversely related to the
efficiency of the applied spectrum sensing method used for
separating the primary and attacker signal. So, CR network
resource allocation in vacant subbands would be performed
by improper knowledge of the PU activity in subbands.

Total Bandwidth =B
af i-th subband
k— ¢— Occupied
TR by PU
12 i N 4
D Vacant
frequency

Fig. 2. Total available bandwidth.

Let hfs , hISP , hf S be the fading channel gain between
the SU transmitter and SU receiver, the SU transmitter and
PU receiver, and the PU transmitter and SU receiver in the
subcarrier [, [ € {1,...,N}, respectively. Also, we define
hfs and hfP as fading channel gain between the PUEA and
the SU receiver and the PUEA and the PU receiver, respec-
tively. These instantaneous fading gains are assumed to fol-
low a Rayleigh distribution and known to the CR network.

3. Spectrum Sensing in the Presence of
PUEA

In this section, we derive a probabilistic framework
which characterizes the accuracy and efficiency of the spec-
trum sensing process in the presence of the PUEA. This
framework will be used in the interference analysis and pro-
posed power allocation scheme in subsequent sections. As
mentioned, frequency bandwidth licensed to the PU is equal
to B, which we divide into N subbands. Subbands are in-
dexed from 1 to N. All of these subbands are collected in
a set referred to as L, where L = {1,...,N}.
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We assume that spectrum sensing process is performed
and vacant subbands are exactly recognized. Note that re-
maining subbands which are occupied, may be used by ei-
ther the PU signal or the PUEA signal. Hence, after distin-
guishing between primary and attacker signals by one of the
available methods proposed in the literature, the set L will be
divided into three parts; the set of vacant subbands denoted
by v, the set of subbands occupied by the PU denoted by O”
and the set of subbands occupied by the PUEA denoted by
O°. We can then write:

L=VUoruor. (D

Let us denote p; to indicate that the PU is sending signals
over subcarrier /, and ¢; to indicate that the PUEA is sending
fake signals over subcarrier [. As mentioned, there would
be errors in assignment of the O and O° sets in spectrum
sensing, so, we define p; and é; as an estimate of p; and ¢,
estimated by CR spectrum sensing. Due to aforementioned
errors, information about the presence of the PU signal in
every subband is not available exactly, so the CR user may
transmit its data through vacant subbands without perfect
knowledge of imposed interference to the PU. In this regard,
we introduce a new definition for probability of detection
and probability of false alarm in spectrum sensing process
due to the presence of a PUEA. We define the detection prob-
ability of PU signal and PUEA signal as:

P} =Pr(pi|pi) 2
and .
P =Pr(éler), 3)

respectively. In addition, we define the false alarm probabil-
ity of PU and PUEA as:

P{ =Pr(pile;) )

and .

Py =Pr(épi), (5)
respectively. We can now define the probability Pr(p;|p;),
which indicates the accuracy of applied spectrum sensing
method for detecting the PU signal over subcarrier /, as:

PjPr(pi)
P A P 5) — _d
al r(pl|pl) Pr(ﬁ]) (6)

where Pr(p;) is given by:

Pr(p1) = Pr(pi|p1) Pr(pr) +Pr(piler) Pr(e;)
= PPPr(p;) + PLPr(e)). %

In a similar way, we can define the probability
Pr(e;|é;), which indicates the accuracy of applied spectrum
sensing method for detecting the PUEA signal over subcar-
rier [, as:

PSPr(e;)

of £ Pr(e|é)) =
I r(e]é) Pr(2)

®)
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where Pr(¢é;) is given by
Pr (é[) =Pr(é ‘61) Pr(el) +Pr(é |p1) Pr(p;)
= P;Pr(e;) + PfPr(pi). )

In (7) and (9), Pr(p;) and Pr(e;) are probabilities of presence
of the PU and the PUEA in the subcarrier /, respectively,
which are assumed to be known to the CR network.

4. Interference Analysis in the
Presence of the PUEA

Based on our system model, there are two main factors,
imposing interference to the PU and the SU; i) out of band
emissions and ii) the presence of fake signals in subbands,
due to the presence of the PUEA. In what follows, we try to
formulate interferences introduced to the PU and the CR in
the presence of a PUEA and establish the main relations that
let us take into account the errors, occurring in differentiat-
ing between PU and PUEA. Achieved results will be used to
prevent the harmful interference from the CR to the PU with
the aim of increasing data rates achieved by the CR network
in the presence of a PUEA.

4.1 Interference Introduced by the PU Signal
to the CR Signal

The power spectrum density (PSD) of the PU signal
after M-fast Fourier transform (FFT), can be given by [13]:

I ‘o sin[(@—y)M /2]
E{ll(0)} = —— / IO (————5)dvy (10
{M( )} M 7R¢P(e )( Sln[((D—\If)/Z] ) 4 ( )
where 1}, (®) is periodogram of PU signal after M-FFT and
E{.} denotes expectation. ® represents the normalized fre-
quency to the sampling frequency and ¢, (e/®) is the PSD of
the PU signal.

The interference introduced by the PU subcarrier / to
the CR subcarrier 7, denoted Jj;, can be expressed as [9]:

psp [UTA
=P E @) Ay
li—

where dj; is the frequency distance between subcarrier i and
subcarrier /.

The average interference introduced by the set of PU
subbands that are correctly detected as occupied through
spectrum sensing, imposed to the CR subcarrier i, can be

written as:
=Y oy, iev. (12)
leor
Similarly, the average interference introduced by PU sub-

carriers which are incorrectly denoted as occupied by the
PUEA, imposed to the CR subcarrier i, can be written as:

=Y (1—af)J;, ieV. (13)
leo®



1088 M. HAGHIGHAT, H. FATHI, S. M.-S. SADOUGH, ROBUST RESOURCE ALLOCATION FOR OFDM-BASED COGNITIVE RADIO ...

So, the average interference introduced by PU subbands to
the CR subcarrier i, is given by:

Li=J'+JE, ieV. (14)

4.2 Interference Introduced by the PUEA
Signal to the CR Signal

As the PUEA tries to send signals with characteristics
similar to that of the PU signal, the interference introduced
by the PUEA subcarrier / to the CR subcarrier 7, denoted Kj;,
can be written as:

/2
Ki= ISP [ B () dw
dii—Af/2

dii+Af

where E{I§(w)} is the PSD of the PUEA signal. Then, the
average interference introduced by PUEA subbands which
are correctly detected to be occupied by PUEA, on the CR
subcarrier i, can be written as:

Kf=Y) ofK; ieV.
leo¢

Similarly, the average interference introduced by the PUEA
subcarrier /, which is incorrectly detected to be occupied by
PU, on all CR subbands can be written as:

K'=Y (1-a))K; ieV.
leor

So, the average interference introduced by PU subbands to
the CR subcarrier i is given by:

Ki=K'+Kf ieV. (15)

4.3 Interference Introduced by the CR Signal
to the PU Signal

CR transmission is limited to work in a way that the
interference imposed to primary signal remains below a pre-
defined threshold. So, the CR network needs to calculate its
imposed interference to the PU, constantly.

We assume that the CR transmission is performed by
ideal Nyquist pulse and with the power of ¢; in subcarrier i,
so, the PSD of the transmitted signal in CR subcarrier i, can
be written as [13]:

sin7tf T
nf Ty

0i(f) = aiT( )?
where T is the symbol duration.

Let I;; be the interference introduced by the CR subcar-
rier i to the PU subcarrier [, so we can write:

dii+Af/2
I = |52 /d oi(f)df

1i—Af/2
di+Af/2 GinmfT.
:qlT;‘hfPF/ s f S)zdf
di-af/2 - Ty
= gi0y; (16)

dii+Af)2 / sinnfT,
where 8 = T3 2 [0 (25T 2a .

Now, the average interference introduced by CR to all
PU subbands can be expressed as:

=Y Y &Ii+), Y (1—o) (17)

icVieor icVieoe

2y aili (18)

19

where I; £ ¥ cor 076y + X0 (1 — af)6;. Obviously, the
CR network is allowed to transmit while I < I,;,, where I, is
the total tolerable interference at the PU.

5. Proposed Power Allocation Scheme

In this section, we propose a power allocation method
for each subcarrier of the OFDM-based CR with the aim of
maximizing the achievable CR network rate in the presence
of a PUEA, provided that the instantaneous interference in-
troduced to the PU remains below a predefined threshold.

We define the signal to interference plus noise ratio
(SINR) for CR subcarrier i as:

(>
o; +Ji+Ki

(1>

Yi(qi) (19)
where 67 denotes the variance of additive white Gaus-
sian noise in CR subcarrier i. Considering an ideal coding
scheme and using the Shannon capacity formula, the cogni-
tive achievable data rate on subcarrier i is given by:

Ri(qi) = Aflogy [1+7i(q:)] - (20)

Using (20), the optimization problem for CR power alloca-
tion in the presence of a PUEA can be expressed as:

maxR;(q;)) i€V
gi

subject to:

Z%’I_i < I,

iev

Zqi < Qv

iev

>0 VieV Q1)

where Q is the total maximum power constraint at the CR
network. The optimization problem (21) is a standard con-
vex problem that can be solved in a straightforward manner
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by using the Lagrange multiplier method [14]. We can easily
show that:

1 o; +Ji+K;
(A+ul)in2 |45

q?‘=maX{0, } Viev (22)

where A > 0 and u > 0 are the Lagrange multipliers and ¢; is
the optimized power allocated to the CR subcarrier i, in the
presence of the PUEA.

Proof: The proof is provided in the Appendix.

6. Simulation Results and Discussion

Throughout simulations, CR transmission is assumed
to be performed by using ideal Nyquist pulse. The total
available bandwidth (B) is assumed equal to 12 MHz. We
assume that 24 OFDM subbands are available for cognitive
transmission with a bandwidth equal to 0.5 MHz for each
subcarrier. We also assume that spectrum sensing is per-
formed and the sets V, O¢ and OP are defined as, V = [5,
6,7,8,9,16, 17, 18, 19, 22, 23, 24], O =[1, 2, 3, 10, 11,
14, 15] and O° = [4, 12, 13, 20, 21].

The a priori probabilities for the presence of the PU
and the PUEA in subbands are assumed to be known to the
CR network. The probability of PU activity in O” subbands
and in O° subbands are assumed to be equal to [0.7, 0.85,
0.65, 0.8, 0.9, 0.75, 0.6] and [0.55, 0.6, 0.75, 0.7, 0.8], re-
spectively. The PUEA activity in subbands is considered to
be equal to 1 —Pr(p;).

It is well known that different spectrum sensing tech-
niques available in the literature have different performance
and accuracy. To analyze the importance of taking into ac-
count the presence of PUEA in spectrum sensing process and
its relation to the spectrum sensing accuracy, we consider
two different spectrum sensing methods with different per-
formances. More precisely, we consider two given methods,
denoted to as methods A and B, where method A has a better
detection probability for a given false alarm than method B.
For a target PJIZ =0.06, PL’; is assumed to be equal to [0.99,
0.98,0.97, 0.99, 0.98, 0.96, 0.99] and [0.89, 0.88, 0.87, 0.89,
0.88, 0.86, 0.89] over subcarriers in set O” for method A
and method B, respectively. In addition, it is considered that
Pf; for O¢ subcarriers are [0.98, 0.97, 0.99, 0.96, 0.98] and
[0.88, 0.87, 0.89, 0.86, 0.88] for method A and method B, re-
spectively. Moreover, the noise variance is set to 0 dBm and
the fading coefficients for all channels are assumed to follow
a Rayleigh distribution with an average channel power gain
of 0 dBm.

Fig. 3 depicts the maximum CR network achieved data
rate versus the average interference introduced to the PU un-
der PUEA. It is displayed for the proposed scheme, applying
method A and method B in spectrum sensing, compared to
conventional power allocation which does not take the pres-
ence of the PUEA into account. The total transmit power
budget of CR network is fixed and set to Q =7 Watt.

16
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11f

101

—v— Proposed scheme, method A
Proposed scheme, method B
—=o— Conventional method

Maximum transmitted data rate of CR users (Mbps)

6 i i i i i i i
0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
Interference introduced to the primary user band (Watt)

Fig. 3. Maximum CR achieved data rate versus the average in-
terference introduced to the PU.
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Fig. 4. Maximum CR achieved data rate versus total power bud-
get in CR network.

This figure illustrates the efficiency of the proposed scheme
which leads to higher CR data rates for a given interfer-
ence level introduced to PU, compared to the conventional
method. Note that the conventional power loading scheme
considers all occupied subbands as PU subbands and per-
forms power allocation in a way that the imposed interfer-
ence to these subbands remains below a predefined thresh-
old. In addition, we can see that using method A, which
outperforms method B, can improve the maximum CR data
rate for a given interference level introduced to the PU.

Fig. 4 illustrates the maximum CR network data rate
versus total power budget in CR network for proposed
scheme, applying method A and method B in spectrum sens-
ing, compared to conventional power loading that does not
take into account the presence of the PUEA in the environ-
ment. The maximum interference introduced to PU (i.e., I;,)
is set to 0.1. We observe the superiority of our proposed
method for power loading in the presence of the PUEA,
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Fig. 5. The average interference introduced to the PU versus to-
tal power budget in CR network.

compared to the conventional method. In addition, for given
power budget, method A leads to higher achievable rates for
the CR network.

Fig. 5 illustrates the average interference introduced to
the PU versus total power budget in CR network for pro-
posed scheme, applying method A and method B in spec-
trum sensing, compared to conventional power allocation.
The maximum interference introduced to PU is set this time
to 0.1. It is observed that for a given CR power budget in the
presence of the PUEA, our proposed power loading leads to
less interference imposed on primary network and then out-
performs the conventional scheme. Moreover, we observe
that the efficiency of spectrum sensing method to differenti-
ate between PU and PUEA signals, affects directly the per-
formance of the power loading process.

7. Conclusion

Assuming the presence of a PUEA, we proposed an
appropriate power allocation scheme for an OFDM-based
CR system. We formulated the interference introduced to
the CR and the PU network, considering the presence of an
attacker and by taking into account possible errors occurring
due to the presence of fake signals in the environment. Yet,
the necessary QoS of the primary network is satisfied by
considering the interference imposed from the CR to the PU
below a tolerable threshold. Besides, we have considered the
interference from the PU and PUEA to the CR network to
formulate the CR downlink rate in an appropriate manner. To
maximize the CR data rate under PUEA, the corresponding
optimization problem was solved to find the optimal trans-
mission power of CR in every subband. Numerical results
confirmed that using the proposed method under PUEA im-
proves the achieved data rate in the CR network compared to
classical method which does not consider security aspects in
dynamic spectrum access, where a malicious user is present
in the radio environment. In addition, we showed that the

accuracy of spectrum sensing in distinguishing between PU
and PUEA signals directly affects the performance of the
power loading process.

Appendix

Derivation of g} in (22)

We start by converting the optimization problem in (21)
to the standard form [14]. To this end, we write the problem
as:

min (—Rl(q,)) ieV (23)

qi

subject to:
Y ali -1, <0, (24)
iev

Y ai—0<0, (25)

eV
—qi <0 VieV. (26)

The problem in (23) is a nonlinear convex problem, in
other words, the objective function is nonlinear and concave
with respect to g;, so, the optimal solution can be obtained
by the Karush-Kuhn-Tucker (KKT) conditions [14].

Considering Lagrange multipliers A, ,u/ and v;- for the
inequality constraints in (24), (25) and (26), respectively, we
can define the Lagrangian L associated with (23), (24), (25)
and (26) as:

L(QD}\',nulav;') = _Rl(ql) +7\'/(Z CIII_Z _Ith)

9%

+4 (Y gi—0) —Vvigi. @7

eV

Now we express the gradient of L(q,»,?u/,,ul,v;») with respect
to g; as:

Af

A VT ad =Y (08
2 gty e Ve (28)

! ! i
Vq,-L(CIiak M 7vi) =
where
SS|2
. i

= or +Ji+K;

To solve the problem, we can write the KKT conditions as:
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Z qTI_t _Ith S 07
iev
Y q-0<0,
iev
—q; <0 VieV,
X >0,
1 >0,
Vi >0,
N (Y T —1y) =0,
iev
p(Y ai—0)=0,
iev
—Vigi =0 Vi€V,
1 -
*ﬁ+7w1i+.ufvz':0 (29)
q; + 1/%:
ln2 / ln2 / ln2 /
where A = rfk s U= Tfﬂ and V; = vai‘

Considering the condition V;q;‘ = 0, we can remove V;
from (29) and rewrite it as:

gi >0 VieV, (30)
Y aili=1u, 31
1S
Ya=0, 32)
i€V
q; +1/% H

Substituting g; from (33) into (31) and (32), we get the
Lagrange multipliers, u and A. Considering that (30) should
be equal or greater than zero, we derive ¢; as:

1 1
mado Ll ey s
d { (ot al) yl-} ’ G4

and this ends the proof.
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