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Abstract. A true random number generator (TRNG) with
time multiplexed metastability-based sources of randomness,
presented in this paper, is capable of generating random bit
sequences formed from noise present in the electronic circuit. An incorporated time multiplexer interleaves digitized
random signals coming from sources of randomness and increases output data rate. The proposed TRNG was fabricated
in a STMicroelectronics 130 nm bulk CMOS technology on an
area of 0.029 mm2 . The quality of all random bit sequences
has been verified by the FIPS and NIST statistical test suites.
The fabricated TRNG generates random bit sequences up to
the data rate of 20 Mb/s without any corrective mechanisms
at power consumption of 72.48 µW. The changing environmental conditions do not influence the quality of random bit
sequences.
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1. Introduction
Cryptographic devices and secure communication systems use random numbers for their operations [1]. Random
numbers are also basis for simulations of natural phenomena,
are used in statistic science, and appear in commercial applications such as various lottery games. Random numbers
can only be considered in case when the number is a part
of a sequence of several other numbers which were generated independently within each other of a defined set or an
interval with a probability distribution. Moreover, future values of random numbers are not possible to predict based on
knowledge of present or past values of a number sequence.
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Random numbers are usually generated by mathematical computational algorithms known as pseudorandom number generators (PRNGs). Number sequences generated by
PRNGs only approximate to properties of true random number sequences and are not appropriate for use in cryptographic
devices and communication systems because they are generated by an algorithm using present and past values. Thus,
under certain conditions, future values could be theoretically
predictable [2]. In these important systems and devices, there
is essential to use true random number sequences, which are
generated on the basis of a physical phenomenon random
behavior in devices commonly called true random number
generators (TRNGs). A fundamental parameter of these
TRNGs used in the systems above-mentioned is sufficient
output random data rate.
True random number sequences can be extracted from
the chaos, which occurs in semiconductor lasers [3], from
randomness occurring in Josephson junctions in superconductive integrated circuits [4]. Other TRNGs are based on
radioactive decay [5] or magnetic tunnel junctions [6]. However, these principles are not suitable for TRNGs, which are
parts of systems on chip (SoC), usually fabricated in standard complementary metal-oxide-semiconductor (CMOS)
processes on silicon substrates. Thus TRNGs integrated
into these SoCs are based on more principles appropriate
such as thermal noise generated by resistors [7], oscillator jitter [8], [9] or circuits operating in a metastable state [10], [11].
In already published works [12], [13], devices combining
above mentioned principles had been presented. Another
type of TRNGs uses a chaotic based non-linear dynamic system. A TRNG described in [14] operates with a current
mode skew tent map circuit and is suitable for low power
mobile applications. The Sundarapandian-Pehlivan chaotic
system is implemented in a high-speed TRNG, which is designed for embedded cryptographic applications [15]. Some
published TRNGs [16], [17] use correctors such as the von
Neumann corrector, the XOR corrector, or corrector based
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on a linear feedback shift register. These correctors improve
the properties of biased random sequences.
TRNGs provide unpredictable random number sequences but at a cost of lower data rate than the data rate
of PRNGs. Rising level of system security increases demands on the amount of high-quality random numbers generated in the shortest possible time. Amount of generated
random data is highly dependent on the used manufacturing
process of TRNGs. For increasing generated random data at
a given time, modern technologies such as superconductive
circuits [4] or semiconductor lasers [3] can be used. However, TRNGs implemented in complex SoCs are proposed in
technologies, which are suitable for these systems. It allows
true random data generation directly in modern hand-held
devices. Contemporary SoCs are usually designed in standard submicron CMOS technologies, in which the random
data rate is limited. Therefore for these systems, the random
data rate is increased by a transition from serial approach to
the parallel use of more independent sources of randomness.
A TRNG working on the basis of electrical and thermal noises present in CMOS structures has been proposed
and manufactured. Concretely for generation of random bits,
metastability-based sources of randomness are used. Randomness is extracted from thermal noise and flicker noise,
which are generated in metal-oxide-semiconductor field effect transistor (MOSFET) channels. For a random data rate
increase, the parallelism of more sources of randomness is
implemented. The designed TRNG is able to generate typically tens of random megabits per second, which is several
times more than a conventional TRNG.
It is not possible to prove that an arbitrarily long sequence of random numbers is really random. So for assessment of random number properties, statistical tests are used.
In this case, sequences of random numbers are evaluated by
standard acclaimed suites of statistical tests called FIPS [18]
and NIST [19].
The paper is organized as follows. The principle of
the TRNG with time multiplexed sources of randomness is
introduced in Sec. 2. Implementation of the proposed circuit
in a 130 nm bulk CMOS technology is described in Sec. 3.
The results obtained are presented in Sec. 4 and discussed in
Sec. 5. Finally, the conclusion follows in Sec. 6.

2. Principle
TRNG

of

Time

Multiplexed

While increasing amount of random data at any defined
time, technological limits of random data generation can be
reached. Then while maintaining the same technology, the
same way of random number generation and the same operating conditions of a TRNG - a further increase in the amount
of random data in the defined time is impossible. Therefore
it is necessary to find new options in TRNG architecture that
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Fig. 1. Principle illustration of the TRNG with time multiplexed
sources of randomness.

allows increasing rate of random data whereas strict criteria of random sequences for cryptographic devices will be
satisfied [19].
In this proposal, the parallelism of several sources of
randomness is introduced. A composition of generated random data in parallel into a serial random data stream is defined on the hardware level. For the above composition,
the pipeline principle is used. Thus, individual raw random
data streams are generated synchronously with a phase shift
and with a proportionally lower clock frequency rather than
a clock frequency of an output random data stream. The
output random data are created by sequential mixing of raw
random data streams according to



1
∞
{r(l)}l=0 = s1 (k) , s2 k +
,
n
(1)


 ∞

2
n−1
s3 k +
, . . . , sn k +
n
n
k=0
where n is number of independent serial random data streams,
s1, s2, . . . , sn are random data streams, r is the output random data, k is a normalized period of the random data stream
while k = t/Tc , t is time, and Tc is a period of a clock signal, l is a normalized period of the output data stream while
l = nk. Values of l and k are non-negative integers because
random data is generated after the system starts at t = 0.
The equation (1) may only be used under condition when the
raw random data streams are generated in digitized sources
of randomness independently. A bit rate of the raw random
data stream is given by a clock frequency where fc = 1/Tc .
Naturally from the above-defined output random data, their
bit rate can be derived according to
t
l = nk = n = n fc t
(2)
Tc
where fc is a frequency of the clock signal. Thus the result
of mixing is that the data rate of the output random data is
n times higher than the bit rate of one digitized source of
randomness. The used principle is depicted in Fig. 1 where
CLK denotes a clock signal with the period Tc .
During mixing the randomness of generated data must
be preserved. TRNGs do not generate a continuous analog
signal but usually produce a digital signal with two voltage
levels, which are represented by logic one and logic zero.

V. KOTE, P. VACULA, V. MOLATA, ET AL., A TRUE RANDOM NUMBER GENERATOR WITH TIME MULTIPLEXED . . .

798

Reference
current
generator

IREF1
VCLK1

IREF2
VCLK2

Source of
randomness
1

Vs1

Source of
randomness
2

Vs2

Vs1
time
Vs2
time
Time
multiplexer

IREF3
VCLK3

Source of
randomness
3

VCLK4

Source of
randomness
4

4
Vs4

Output
buffer
VOSC

VOSC

Vs3

IREF4

Vr,i

External pin
Vr

Vs3
time
Vs4
time

Clock
signal
generator

Vr
time

Fig. 2. Block diagram of the designed TRNG with time multiplexed sources of randomness.

Random data sequences composed of logic ones and zeros
have significant properties, which must not be changed by
data mixing. The most important one is the mean value of
a bit sequence, which has to be close to 1/2 in case of a random bit sequence. Thus, the mean value of output random
data r has to be close 1/2 after sequential mixing of single data streams s1, s2, . . . , sn , which are generated by fully
functional and independent sources of randomness. One data
stream can be described as


q
q
q
q
sq = s1 , s2 , s3 , . . . , sm
(3)
q

where m is length of the data stream, si is a random value
of the data stream, i = 1, 2, 3, . . . , m, and q is an identifier
of the source of randomness, q = 1, 2, 3, . . . , n. In general,
a random signal u with the mean value ū is composed of
consecutive data streams s1, s2, . . . , sn so that


n
u = (s1, s2, s3, . . . , sn ) = s11, s21, s31, . . . , sm
.
(4)
A random signal uσ is formed by any permutation without
q
repetition of values si of the random signal u and has the
mean value ūσ . At this point the distributive property of
summation is used and then
!
n
m
n m
1 ÕÕ q
1Õ 1 Õ q
si =
s .
(5)
ū =
n q=1 m i=1
nm q=1 i=1 i
q

Because the random signal uσ is composed of values si and
summation has the commutative property it can be shown
that
n m
1 ÕÕ q
ū =
s = ūσ .
(6)
nm q=1 i=1 i

Output random data r is a permutation of the random signal u, which means that the mean value of output random
data is not changed during mixing.

3. Circuit Implementation
The introduced TRNG with time multiplexed sources
of randomness has been designed and fabricated in the
130 nm CMOS technology from STMicroelectronics known
as HCMOS9GP in a standard variant with power supply voltage 1.2 V. This design is based on four independent sources
of randomness. Therefore output random data r are composed of four independent raw random data streams while
equation (1) changes into the form



1
∞
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,
4
(7)


 ∞

3
2
, s4 k +
s3 k +
4
4 k=0
because n is a number of independent random data streams
and is equal to 4 in this case. Thus the normalized period l
of output random data stream r is four times higher than the
normalized period k of each raw random data stream sn . And
according to (2) the bit rate of output random data r is four
times higher than the bit rate of used sources of randomness.
If a source of randomness works with a maximal bit rate
the bit rate of output random numbers can be increased by
implementation of above-described principle.
A block diagram of the proposed TRNG is shown in
Fig. 2. In presented design, four independent sources of
randomness based on metastable states of electronic circuits
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3.1 Noise Source
A noise source is a part of the presented circuit, which is
able to extract randomness from a physical phenomenon appearing in silicon semiconductors. In this case the proposed
noise source structure shown in Fig. 3 is based on a fast comparator, whose inputs are connected to the same voltage VIN
created on the transistor MN3 . Thus a noise present in circuit
decides on an output value. The noise source has to work
periodically. Therefore the circuit is extended by a reset
transistor MN6 , which resets the proposed noise source and
allows to generate a new random value each period. This is
shown in Fig. 4 where a random value of the output signal
VO,M1 is generated when the clock signal VCLK1 is in logic
zero. The noise source is reset by the transistor MN6 when
the clock signal VCLK1 is in logic one. Decision phase arises
at the beginning of generating each random value when the
circuit is in a metastable state. The noise present in the circuit
causes a transition to a stable state. The final random value
of the output signal VO,M1 is given by the noise in the circuit
during decision phase.
Systematic errors can cause malfunction of the manufactured device. The noise source structure is proposed
with maximum regard to symmetry, whose breach would
adversely affect output random data, which would result in
a deviation of the random data mean value. Therefore the
important assumption is the conformity of dimensions of
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are integrated and they generate digitized random signals Vsq
where q is the identifier of the source of randomness and
q = 1, 2, 3, 4. The source of randomness is composed of the
noise source and the digitizer. Proposed noise sources use
fine reference currents IREFq , which are generated in a reference current generator. All digitized random signals Vsq
are mixed in a time multiplexer, which is together with all
sources of randomness controlled by a clock signal generator
where control signals are derived from the reference signal
of external oscillator VOSC . Output buffer processes output of
time multiplexer and is able to drive external digital circuits
or inputs of measuring instruments.
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Fig. 3. Schematic diagram of the proposed metastability-based
noise source.
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Fig. 4. Waveforms of signals inside the TRNG simulated by the
Mentor Eldo simulator at the transistor level.

transistors MP8 and MP9 and also transistors MN4 and MN5 .
Not only the same dimensions of transistor pairs but also
totally symmetric topology design including metal interconnections and well-matched elements are prerequisites for the
properly functioning noise source. Hence the proposed noise
source is composed of two equal branches, which differ only
in small details namely vias among metal layers. To reduce appreciable mismatches among parameters of paired
transistors, a common-centroid configuration is used so that
first-order gradients are canceled [20], [21].
The noise source is designed to minimize the offset voltage, which is able to cause an undesirable distortion of output
random data, such as a deviation of the mean value of output random data or even circuit locking in one logical value.
Contribution to the offset voltage created by any difference
between output voltages VO,Pq and VO,Mq is eliminated by
proper circuit design and layout. Thus the offset voltage can
be caused by a mismatch of MOSFET parameters such as
a threshold voltage VTH or a β parameter which is defined as
β = µCox

W
L

(8)

where µ is mobility of charge carriers in MOSFET, Cox is the
gate oxide capacitance per unit area, W is the gate width and
L the gate length. The total offset voltage VOS of the used
circuit can be described by a sum of individual contributors
and can be expressed as

V. KOTE, P. VACULA, V. MOLATA, ET AL., A TRUE RANDOM NUMBER GENERATOR WITH TIME MULTIPLEXED . . .

800

Influence

VOS = ∆VTH,P8,9 + ∆VTH,N4,5
+

v
t

v
u
u
tµ

WN4,5
N LN4,5
WP8,9
µP LP8,9



ID
W

P8,9
2µP Cox LP8,9

Offset voltage ↓
Thermal noise ↑
Flicker noise ↑

+

∆βP8,9 ∆βN4,5
+
βP8,9
βN4,5

(9)

However, the proposed circuit has to be able to use
non-deterministic noise as much as possible. In the CMOS
technologies used for applications above-mentioned, thermal
noise and flicker noise occur mainly [22]. Thermal noise is
a noise with flat frequency spectrum so-called white noise,
which can be modeled as an equivalent input noise voltage
source of MOSFET [22] with the noise density

df

= 4kT γ

1
gm

(10)

where k is the Boltzmann constant, T is ambient temperature,
gm is MOSFET transconductance, and γ is a technology dependent coefficient, whose value depends on technology, often used value is 2/3, but increases for submicron CMOS technologies [20]. MOSFETs also exhibit flicker noise, which is
noise with 1/ f frequency spectrum and can be modeled as
the equivalent input noise voltage source of MOSFET [22]
with the noise density
2
dVn,f

df

=

Kf 1
2 f
W LCox

(11)

where Kf is a coefficient with low technology dependence.
Using above mentioned descriptions (10) and (11), the effect
of noise in the circuit can be defined. Thus, the input-referred
noise density is given by
2
dVn,in
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v
u W

u
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1 ©

®+
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2 f
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WN4,5 /LN4,5 ↓
WN4,5 /LN4,5 ↑
LP8,9 /LN4,5 ↑

Tab. 1. Summary of found recommendations for the noise
source proposal.



where ∆VTH,P8,9 is a threshold voltage error between paired
transistors MP8 and MP9 with the same widths WP8,9 and
the same lengths LP8,9 , ∆VTH,N4,5 is the threshold voltage error between paired transistors MN4 and MN5 with the same
widths WN4,5 and the same lengths LN4,5 , µN is mobility
of charge carriers in N-channel MOSFETs, µP is mobility of
∆βP8,9
is a normalized
charge carriers in P-channel MOSFETs, βP8,9
error of β parameter between paired transistors MP8 and MP9 ,
∆βN4,5
βN4,5 is the normalized error of β parameter between paired
transistors MN4 and MN5 , and ID is current flowing transistors
MP8 , MN4 or MP9 , MN5 . Thus according to the equation (9)
for offset voltage minimization, the ratio WP8,9 /LP8,9 should
be maximized, the ratio WN4,5 /LN4,5 minimized, and the bias
current also minimized.

2
dVn,th

Recommendation
WP8,9 /LP8,9 ↑
WP8,9 /LP8,9 ↓
WP8,9 LP8,9 ↓

(12)

where Kf,P is the flicker noise coefficient for P-channel MOSFETs and Kf,N for N-channel MOSFETs. The first part of (12)
represents thermal noise influence, which can be maximized
by the ratio WP8,9 /LP8,9 decreasing and the ratio WN4,5 /LN4,5
increasing. Similarly, the second part of (12) describes flicker
noise influence, which can be maximized by the product
WP8,9 LP8,9 decreasing and the ratio LP8,9 /LN4,5 increasing.
Transistor dimensions of this most sensitive part are
proposed in the light of the above considerations, which are
summarized in Tab. 1. Naturally, dimensions of all used
components are chosen to fit the designed circuit into a predefined area on a die. Recommendations for minimizing the
offset voltage and prerequisites for maximizing thermal noise
are contradictory. Therefore MOSFETs MP8 , MP9 , MN4 , and
MN5 have been proposed with the same dimensions. In order
to maximize flicker noise influence, channel areas of transistors MP8 and MP9 have been minimized by shortening their
lengths LP8 and LP9 . The proposed MOSFET dimensions
have been fine-tuned by numerical simulations of the whole
circuit, especially by a noise transient simulation in the Mentor Eldo simulator [23]. Thus the final transistors dimensions
are WP8,9 = WN4,5 = 5 µm and LP8,9 = LN4,5 = 0.5 µm.
The operating conditions of the circuit depicted in Fig. 3
are set by a reference current IREFq of 1 µA. Current distribution inside the circuit is made by current mirrors. The
current mirror composed of P-channel MOSFETs MP1 , MP2 ,
and MP3 is used in a cascode variant, which is created from
transistors MP4 , MP5 , and MP6 . A current branch generating
the voltage VIN for inputs of the differential pair copies the
reference current in a ratio of 1 : 1. A ratio of the differential pair bias current created by MOSFET MP3 is proposed
with regard to offset voltage minimization when according
to (9) currents flowing transistors MP8 and MP9 should be decreased. The total current consumption of the whole circuit
has to be also minimized due to minimization of the power
consumption of the whole proposed TRNG. However, this
bias current also has to be set with regard to a random data
rate because higher data rate requires the higher bias current.
The presented TRNG is designed for the output random data
rate of 20 Mb/s. Therefore after verification by simulations,
the current for the differential pair is set in the ratio 4 : 1 to
the reference current IREFq .
The described TRNG is designed for use in complex
ICs where a number of different parts work at the same time.
In these ICs, deterministic disturbance arises and spreads
across the chip, especially via the substrate and the power
supply. This deterministic disturbance can occur in the output

RADIOENGINEERING, VOL. 27, NO. 3, SEPTEMBER 2018

VASUP

Analog part

VO,Mq

I1

Vs1

Digital part
M1

801

VDSUP

Vs2

M2

MSN2

I2

MSP2

MSN1

VDGND
I3

M3

VDSUP

M4

S

Q

VSETM

R

I4
S

Q

VQM

D

Q

Vsq

VOSC

CLK

R

VRESET

I5

VDSUP

MSP1

VDGND

Clock
signal
generator

Vr,i

VCLKq

VAGND

MSN3

VDGND

VDSUP
VDGND

Fig. 5. Schematic diagram of the designed digitizer.

MSP3

MSN4

VDSUP

MSP4

VDGND

Vs3
Vs4

Fig. 6. Schematic diagram of the time multiplexer.

random data stream as a deterministic component. In other
words, the output random data stream can be deliberately influenced and a system using some TRNG can be attacked in
this way. Therefore systems with TRNGs must be resistant
to this type of attack.
In presented design, the power supply and ground are
divided into two separated parts. The first part is intended to
supplying sensitive analog blocks, that is all noise sources.
Moreover, the power supply and ground of each noise source
are star-routed due to prevention of mutual distortion. Digital blocks of the proposed TRNG are supplied with the other
part of the power supply and ground. These blocks operate
with digital signals and cannot be easily affected by the described non-invasive attack. The presented generator does
not show any deterministic components in the output random
data stream during simulations of the power supply distortion as well as during on-chip verification. Nevertheless, to
increase security, a low drop out regulator without any external capacitor integrated into the same die is suitable to use
because there is no possibility to attack via external supply
pin.

3.2 Digitizer
A block transferring random values from the analog
part of the proposed TRNG to the digital part is marked as
the digitizer and is shown in Fig. 5. The random signal VO,Mq
in analog supply domain is transformed into the digital signal Vsq in digital supply domain. The random values have
to be transferred without any damage and synchronized with
rest of the system. This block separates both power supply
domains as well. The sources of randomness shown in Fig. 2
are created by connection of the digitizer to the noise source.
The random values are transferred between both supply
domains by differential signals, which are created by inverters I1 and I2 . These standard cells also suitably shape the
input signal VO,Mq . A structure consisting of transistors M1 ,
M2 , M3 , M4 and commonly used in level shifters perform
the transmission itself and drives an RS latch I3 composed
of standard CMOS NOR gates. The large digital circuits
in complex ICs usually create supply voltage distortion in
form of voltage glitches, which can cause malfunctions of
other circuits connected to the same supply voltage.

The incorporated RS latch I3 is able to hold a logic value
during supply voltage fluctuations and thus increase system
reliability.
The output signal VSETM of the RS latch I3 is still not
suitable for further processing in the time multiplexor because a logic value of the signal cannot be reliably read in
the next rising edge of the clock signal VCLKq as it is shown
in Fig. 4. Therefore the signal VRESET is formed in the clock
generator. Using this, a part of the signal VSETM containing
the random logic value is extended in the RS latch I4 so that
it can be synchronized with VCLKq in the D latch I5 , which
produces a further usable signal Vsq .
Slightly asymmetric or too large parasitic capacitances
at the noise source outputs can cause the TRNG failure. The
noise source can be locked in one logic value. Therefore
from the layout point of view to maintain symmetry, the digitizer is connected to each noise source output but only one of
them is used for next signal processing. The digitizer is also
placed as near as possible to the noise source outputs due
to parasitic capacitance reduction of interconnections VO,Mq
and VO,Pq . For the same reason, inverters with the smallest
possible MOSFETs are used at the digitizer input.

3.3 Time Multiplexer
Each source of randomness is designed to generate the
digital random signal Vsq with clock frequency 5 MHz. The
time multiplexer depicted in Fig. 6 combines all four generated signals Vsq shown in Fig. 7 and forms the internal raw
random signal Vr,i with four times higher clock frequency.
Transmission gates are opened consecutively by signals VSNq
controlling N-channel MOSFETs MSNq and their negations
controlling P-channel MOSFETs MSPq . All control signals
are generated in the clock generator and derived from the fast
clock signal VOSC .
More circuits switch on at the same time then peaks
on the power supply can appear. The sources of randomness generate the digital random signals Vsq with a shift of
one quarter the period VCLKq among them. It reduces peak
current consumption and thereby power supply distortion.
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V. KOTE, P. VACULA, V. MOLATA, ET AL., A TRUE RANDOM NUMBER GENERATOR WITH TIME MULTIPLEXED . . .

VOSC
VSN1
VSN2
VSN3
VSN4
Vs1
Vs2
Vs3
Vs4
Vr,i
time

Fig. 7. Waveforms illustrating the function of the time multiplexer.

The internal raw random signal Vr,i does not have sufficient capability to drive external circuits or measuring instruments. Hence an output buffer increasing load-driving
capability is incorporated into the proposed TRNG structure
and produces the raw random signal Vr , which is accessible
from a pin on the manufactured chip. The die photo is shown
in Fig. 8. The designed device occupies an area of 0.029 mm2
including all described parts - the noise sources, the digitizer,
the time multiplexer, and the output buffer.

4. Measurement Results
The designed TRNG integrated on the fabricated chip
has been characterized and validated both from the perspective of quality of generated random number sequences and
from the perspective of integration into a system. All random
sequences have been tested by statistical tests defined in the
FIPS 140-2 standard [18] and by the stricter National Institute of Standards and Technology (NIST) tests [19]. These
statistical test suites can reveal a bias, repeating patterns, or
unbalanced distribution of random data.
The generator presented has been optimized for the random data rate of 20 Mb/s. However, the theoretical limit is
slightly more than 60 Mb/s because the duration of the decision phase of the noise source output signal VO,Mq described
in Sec. 3.1 does not depend on the clock frequency. While
increasing the clock frequency, the duration of the stable
state shortens but the duration of the decision phase does not
change. For this reason, when increasing the clock frequency
above the limit, the noise source is not able to move to the
stable state and generate any random bits. In other words,
when the output random data rate rises above the theoretical
limit, there is not enough time after the decision phase for
generation of a new random bit. Faultless FIPS and NIST
tests have confirmed functionality of the designed TRNG at
the output random data rate of 20 Mb/s and at the ambient

Fig. 8. Photo of the fabricated die. The proposed TRNG containing all described parts - the noise sources, the digitizer,
the time multiplexer, and the output buffer - occupies the
marked area.

temperature of 25 ◦ C. Further at this temperature, the TRNG
generated the output random data without failure even with
the rate 60 Mb/s, which coincides with the assumed theoretical limit. These random data passed the FIPS tests but failed
in some NIST tests as can be seen in Tab. 2.
As described above, deterministic disturbance of the
power supply can affect the quality of generated random sequences. Hence the random sequences were generated with
artificially created power supply distortion, which simulated
power supply distortion with the voltage spike frequency in
the range of 10 MHz to 100 MHz coming from digital circuits. Results of the FIPS and NIST tests are consistent with
the results obtained from the output random data generated
at the undistorted power supply. Of this comparison, it can
be assumed that the above-described distortion of the power
supply does not affect the output random data.
All 15 statistical NIST tests have been performed with
a significance level α equal to 0.01. Thus each test has
passed, if the computed P-value would have been equal or
greater than 0.01. For NIST tests, 1 Mb long random sequences have been generated by the output random data rate
from 10 Mb/s to 60 Mb/s in the temperature range of −35 ◦ C
to 85 ◦ C. For FIPS tests, the random sequences have been
shortened to the desired 20 kb.
From the results obtained, it is obvious that the proposed TRNG has worked well at the output random data
rates 10 Mb/s and 20 Mb/s at all measured temperatures.
However, at maximum data rates, the NIST tests have revealed periodic features in the output sequences, which has
been caused by deterministic noise present in the circuit. At
the highest measured temperatures and the highest data rates,
an imbalance between zeros and ones has been observed,
which has been demonstrated by unmet Frequency tests from
both NIST and FIPS test suites. This bias has been caused
by the occasional locking of the generator in one logic value.
All results of NIST and FIPS tests at the ambient temperature 25 ◦ C are listed in Tab. 2.
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NIST test

FIPS test
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10 Mb/s

Results at output random data rates
20 Mb/s
30 Mb/s
40 Mb/s
50 Mb/s

60 Mb/s

Monobit
Frequency
Runs
Longest runs
Binary matrix rank
Spectral DFT
Non-overlapping template
Overlapping template
Universal statistical
Linear complexity
Serial
Approximate entropy
Cumulative sums
Random excursions
Random excursions variant

PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
FAILED
PASSED
FAILED
PASSED
PASSED
PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED
PASSED
PASSED
FAILED
PASSED
FAILED
PASSED
PASSED
PASSED
FAILED
FAILED
FAILED

PASSED
PASSED
FAILED
PASSED
PASSED
FAILED
FAILED
PASSED
FAILED
PASSED
FAILED
PASSED
PASSED
FAILED
FAILED

PASSED
PASSED
FAILED
PASSED
PASSED
FAILED
FAILED
FAILED
FAILED
PASSED
PASSED
PASSED
PASSED
FAILED
FAILED

Monobit
Poker
Runs
Long run

PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED

PASSED
PASSED
PASSED
PASSED

Tab. 2. Results of the NIST and FIPS tests at the ambient temperature 25 ◦ C.

130
0.692

120
110

0.688

-35y°C
-20y°C
-5y°C
10y°C
25y°C
40y°C
55y°C
70y°C
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Fig. 9. The approximate entropy of output random number sequences generated in the temperature range of −35 ◦ C to
85 ◦ C.

The approximate entropy (ApEn) defined in [24] is used
to determine the amount of regularity and the unpredictability of fluctuations in random bit streams. Thus small values
of ApEn imply strong regularity or persistence, and large
values of ApEn imply substantial fluctuation or irregularity [24]. The ApEn calculation is a part of the NIST test
suite. The ApEn values of all sequences are shown in Fig. 9.
The approximate entropy of sequences generated with the
lower data rates is high and close to the maximum value of
the natural logarithm of 2. However, the ApEn values of sequences generated with the higher data rates are lower. Even
the ApEn values at high temperatures and data rates are very
low, which proves the presence of the already mentioned bias
in these data sequences.
This TRNG is designed for use within complex SoCs.
From the point of view of the whole system therefore, it is necessary to know the consumption in defined operation points.

40
10

20

30

40

50

60

Output/random/data/rate/(Mb/s)

Fig. 10. The current consumption of the designed circuit measured in the temperature range of −35 ◦ C to 85 ◦ C.

Thus the current consumption was also measured in the temperature range of −35 ◦ C to 85 ◦ C for the output random data
rate from 10 Mb/s to 60 Mb/s and results are in Fig. 10. At
the ambient temperature of 25 ◦ C and at the output random
data rate of 20 Mb/s, the current consumption is 60.4 µA.

5. Discussion
Based on measurements and statistical test results, it
might be said that the fabricated TRNG can be integrated
inside SoCs for generation of random bit sequences with
the bit rate up to 20 Mb/s at above-mentioned temperatures
without incorporating any corrector. When used at higher
random data rates, the TRNG should be supplemented with
any above-mentioned corrector to improve the properties of
random sequences. However, use of the generator at the
highest random data rate is not appropriate because the results of both statistical test suites at the highest temperatures
show failures.

804

V. KOTE, P. VACULA, V. MOLATA, ET AL., A TRUE RANDOM NUMBER GENERATOR WITH TIME MULTIPLEXED . . .

The designed TRNG has been fabricated in the 130 nm
bulk CMOS technology as a part of a multi-project test
chip where occupies the area of 0.029 mm2 and consumes
72.48 µW at the ambient temperature of 25 ◦ C and the output random data rate of 20 Mb/s. A direct comparison can be
done with the TRNG published in [10] and fabricated by the
similar 130 nm bulk CMOS process. This generator occupies
a larger area of 0.145 mm2 , has a higher power consumption
of 1 mW, and a lower random data rate of 200 kb/s. Both
TRNGs resist temperature and power supply variations.
Very high random data rates have been achieved by
TRNGs published in [16], [11] which have been fabricated in
advanced node CMOS processes optimized for higher clock
frequencies of digital circuits. They have a much higher
power consumption and that can be an obstacle for use in
some applications such as hand-held devices due to energy
saving.

6. Conclusion
This paper presents the true random number generator
with time multiplexed metastability-based sources of randomness. Based on the principle described, the TRNG has
been designed and fabricated in the 130 nm HCMOS9GP
bulk CMOS technology from STMicroelectronics. All four
noise sources extracting randomness from thermal and flicker
noise present in CMOS circuits have been proposed to operate
in changing environmental conditions. The time multiplexer
expanding structure of the TRNG combines all digitized random signals and increases the output random data rate. Properties of random bit sequences have been verified by the FIPS
and NIST statistical test suites. Their results have shown that
the mentioned generator can operate without any correctors at
the output data rate up to 20 Mb/s in temperature and power
supply variations. With these achieved parameters, the presented TRNG is suitable for being integrated into noisy and
low power environment of SoC. Because the TRNG does not
contain passive analog devices it simplifies its migration to
advanced process nodes to increase TRNG random data rate
and decrease the power consumption even more.
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