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Abstract. In this paper, we consider an unmanned aerial 
vehicle (UAV)-enabled mobile relaying system consists of 
a ground control station (GCS), a high-mobility UAV for 
relaying, a destination, and an eavesdropper. To improve 
the security of the three-dimension (3D) mobile relaying 
system with delayed channel state information (CSI), we 
propose a destination-specific (DS) 3D beamforming 
scheme and an eavesdropper-null (EN) 3D beamforming 
scheme, in both the horizontal angle and the vertical angle 
of antenna pattern are adapted instantaneously. In particu-
lar, we study the secrecy rate maximization problem via 
trajectory planning. However, this problem with mobility 
constraint and location constraint is a non-convex optimi-
zation problem. To solve it, we propose a successive trajec-
tory planning algorithm by optimizing the incremental in 
each time-slot. Simulation results verify that the 3D beam-
forming schemes can greatly improve the security of UAV-
enabled mobile relaying system and the proposed trajec-
tory planning algorithm is also proven become effective. 
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1. Introduction 
In recent years, unmanned aerial vehicles (UAVs) at-

tract much attention in civic area as well as military appli-
cation, for UAVs are cost-effective and operate easily now 
[1–3]. In some scenarios, such as search-and-rescue in 
disaster, emergency inspection, and high risk tactical com-
munication, it is effective to deploy UAV as a relay [4], 
[5]. Due to involved data of these missions are sensitive, 
the relay UAV is an interesting target for cyber attack. On 
the other hand, the channels in UAV communication sys-
tem, UAV-UAV links or UAV-ground control station 
(GCS) links, are wireless communication channel, which is 
vulnerable to eavesdroppers. It is necessary to develop 
an efficient secure communication infrastructure to protect 
signals between UAVs and equipment on the ground, and 

physical layer security is a good option [6], [7]. 

Pioneered by Wyner [8], physical layer security ex-
ploits characters of wireless channel to achieve secure 
communication without secret key encryption. Beamform-
ing, as a signal processing approach, has become an im-
portant aspect in research of physical layer security. Prior 
researches on beamforming for improving security are 
mainly two-dimension (2D) beamforming [9–12], which is 
beamforming in horizontal plane. However, due to the 
three-dimension (3D) nature of wireless channel between 
UAVs and GCS/destination, with 3D directional antennas 
in UAVs, 3D beamforming [13–15] can fully exploit the 
secrecy degrees of freedom in signal transmission. 

Motivated by this, we propose two secrecy schemes 
based on 3D beamforming, destination-specific to maxim-
ize the receive power at the destination, and eavesdropper-
null to null out receive power at the eavesdropper. In both 
two schemes above, the horizontal angle and the vertical 
angle can be adapted instantaneously, thus increase the 
signal intensity in desired direction. When channel state 
information (CSI) of UAVs communication system is im-
perfect due to delay, the secrecy rate of proposed schemes 
is analyzed. Furthermore, trajectory planning is an im-
portant and challenging task in UAV system [16], [17]. 
Different from optimization objectives in prior works, we 
propose a successive trajectory planning algorithm to make 
secrecy rate maximization via optimizing the trajectory 
incremental in each time-slot, subject to mobility constraint 
and location constraint. 

2. System Model 
As shown in Fig. 1, we consider a 3D UAV-enabled 

mobile relaying communication model, which consists of 
a  source node S, a destination node D, a relay node R and 
an eavesdropper node E. In practical, S is a GCS equipped 
with Ns antennas, D may be a wireless sensor equipped 
with an antenna, and R is a UAV equipped with Nr anten-
nas. In this paper, there is no direct link between S and D/E 
due to distance or blockage such as terrain or buildings. 
This assumption is reasonable for military or rescue in 
earthquake. 
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Fig. 1. 3D beamforming in UAV-enabled mobile relaying 

system. 

To introduce the 3D beamforming at R, the 3GPP 3D 
directional antenna model is incorporated, in which the 
antenna gain between R and D is expressed in dBi as [18] 
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As depicted in Fig. 1, in (1), θr,d is the angle of the 
line connecting R and D away from x-axis in the horizontal 
direction, φr is the orientation angle of the array boresight 
at R away from x-axis, θ3dB is the half-power beamwidth in 
the horizontal plane, SLLaz is the side lobe level in the hori-
zontal plane of antenna pattern. Furthermore, ϕr,d, βr, ϕ3dB 
and SLLel are corresponding values in the vertical direction, 
while Gm is the peak antenna gain. According to commonly 
used Kathrein 742215 antenna, we set θ3dB = 65°, ϕ3dB = 6°, 
SLLaz = 30 dB, SLLel = 18 dB, Gm = 18 dBi. It is worth not-
ing that θr,d and ϕr,d in this paper are varying due to the 
mobility of the UAV. 

Likewise, the antenna gain between R and E can be 
expressed in dBi as [18] 
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We consider a Cartesian coordinate system model 
depicted in Fig. 1, in which S located at (0, 0, 0), D located 
at (xd, yd, 0), E located at (xe, ye, 0). Assuming the hovering 
height of UAV is fixed at H, thus, R has a time-varying 
coordinate, which can be expressed as (x(t), y(t), H), 
0  t  T, where x(t) and y(t) denoting the instantaneous x- 
and y-coordinates of R. T is the time for hovering and is 
discretized into N equal spaced time-slots, i.e., T = NTs, 
where Ts is small sufficiently so the location of UAV can 
be considered as approximately constant in each time-slot. 
Thus, the trajectory of UAV, i.e., {x(t), y(t)}, can be 
approximated by sequences {x(n), y(n)}N

n=1. 

There are two phases in the data transmission process 
from S to D. The GCS S sends source information to the 
relay UAV R in the first phase. In the second phase, the 
relay UAV R sends confidential message xr to D. To high-
light the effect of the relay, we focus on downlink trans-
mission from R to D, i.e., the second phase. Assuming 
narrow-band flat-fading channel model, the received com-
plex baseband discrete-time signal in time-slot n is 

 d
H

d r,d rr,d[ ] [ ] [ ] [ ] [ ].y n n n x n z n h ω  (3) 

In (3), hr,d[n] Nt×1  is the channel vector between R 

and D and has i.i.d  (0,1)  elements, ()H denotes 

complex conjugate transpose, ω[n] Nt×1 is the associated 

beamforming vector, zd[n] is the additive Gaussian white 
noise with zero mean and variance d

2 at D, r,d is given as 

 r,d r,d r,dPL G    (4) 

where PLr,d denotes the pathloss between R and D. 

Likewise, we can get the received complex baseband 
discrete-time signal at the eavesdropper as 

 H
e r,e r,e r e[ ] [ ] [ ] [ ] [ ]y n n n x n z n h ω   (5) 

where hr,e[n] Nt×1  is the channel vector between R and E 

and has i.i.d (0,1)  elements, ze[n] is the additive 

Gaussian white noise with zero mean and variance e
2 at E, 

r,e is given as 

 r,e r,e r,ePL G    (6) 

where PLr,e denotes the pathloss between R and E. 

3. Secrecy Rate with Delayed CSI 

3.1 Beamforming Scheme 

Beamforming strategy can be designed in two folds, 
beamforming vector design and beamforming angle design. 
We consider two beamforming vector design methods 
firstly, i.e., destination-specific and eavesdropper-null.  

1) Beamforming Vector Design 

Destination-specific (DS): In this strategy, the UAV 
attempts to maximize the received power at the destination 
by pointing the beamforming direction to the destination, in 
which the beamforming vector is expressed as 
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Eavesdropper-null (EN): In this strategy, by nulling 
out signals at the eavesdropper, the secrecy rate can be 
improved, then, hH

r,e[n]ωEN[n] = 0. Denoting P as the 
transmit power at the UAV, the optimal eavesdropper-null 
beamforming vector with the power constraint P is given 
by [19] 
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where H 1 H
r,e r,e r,e r,e r,e[ ] [ ]( [ ] [ ]) [ ]n n n n nP h h h h . 

2) Beamforming Angle Design 

In this scheme, we adjust the horizontal angle and 
vertical angle to the location of destination immediately. In 
UAVs communication system, location information is 
available through positioning system. Furthermore, the 
immediate angle adjustment electronically is feasible to 
feed identical signals having appropriate phase shift with 
multiple antenna elements [13]. Mathematically, this 
scheme can be expressed as 
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3.2 Secrecy Rate 

There have been much works about study on secrecy 
rate, for the case of one eavesdropper, the secrecy rate at 
destination in time-slot n is [20] 

 s d e[ ] [ ] [ ]R n R n R n      (10) 

where Rd is the achievable rate of the link between R and 
D, Re is the achievable rate of the link between R and E, 
furthermore, Rd and Re in time-slot n can be expressed as 

  d 2 d
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[ ] log 1 [ ]
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where γd and γe represent the signal-to-noise ratios of the 
links from R to D and E, the scalar factor 1/2 is due to the 
fact that two phases are needed in the data transmission 
from S to D. Then, γd and γe in time-slot n can be expressed 
as 
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where d
2 and e

2 mean the variances of terminal noise at 
the destination and the eavesdropper, ω[n] = ωDS[n] if 
destination-specific beamforming strategy is adopted, and 
ω[n] = ωEN[n] if eavesdropper-null beamforming strategy is 
adopted.  

With the delay in CSI acquisition, we consider Gauss-
Markov block-fading autoregressive model, then hr,d[n]  in 
(13) and hr,e[n] in (14) are expressed as [21]: 

 2
r,d r,d r,d d r,d r,d[ ] [ ] 1 [ ]n n D n    h h e ,   (15) 
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where Dd and De denote the CSI delays from R to D and E, 
2

r,d and 2
r,e are the CSI estimation error variances of links 

from R to D and E, er,d[n] and er,e[n] denote the error ver-
sion of channel vectors in time-slot n and have i.i.d 
(0,1)  elements. It is worth noting that er,d[n] and er,e[n]  

are uncorrelated with hr,d[n – Dd] or hr,e[n – De]. Further-
more, based on Clarker’s autocorrelation model [22], [23], 
r,d and r,e are determined as 

  r,d 0 d d s2 ,J D f T      (17) 
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where J0() means 0-th order Bessel function of the first 
kind, fd denotes the Doppler spread which is expressed as 
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where v denotes the velocity of UAV, fc denotes carrier 
frequency, c  means the speed of light. 

Then, we can get the expression of secrecy rate as 
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where P is the transmit power at the UAV, hr,d[n] and 
hr,e[n] can be obtained from (15)-(19). 

4. Trajectory Planning 
Notice that the UAV has mobility constraint as 

     2 2 2

s[ ] [ 1] [ ] [ 1] , 1,..., .x n x n y n y n vT n N        

  (21) 
Besides, the UAV has location constraint, i.e., the 

initial location and the final location. For simplicity, we 
suppose the initial location of the UAV is at the hovering 
height over the GCS, and the final location of UAV is 
{xd, y(N)}. Thus, the trajectory optimization problem is to 
maximize the secrecy rate in time-slot n with mobility 
constraint and location constraint, which can be formulated 
as follows. 
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We assume x[n] = x[n – 1] + ε[n], y[n] = y[n – 1] + δ[n], 
i.e., {ε[n], δ[n]} denote the trajectory incremental in time-
slot n. This assumption is helpful to solve (P1). Besides, 
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ε[n] is always positive in reality. Then (P1) can be written 
as 
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Due to the mobility constraint, the maximal secrecy 
rate at any location is subjected to the location of the 
previous time-slot, thus (P2) can be translated to the 
problem of secrecy rate difference value maximization of 
time-slot n  and time-slot 1n   as follows. 
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(P3) is a non-convex problem. For simplicity, we 
assume the UAV is hovering at constant speed v, then the 
hovering distances in each time-slot are same as vTs. As 
ε[n] > 0, the location of next time-slot is at a semicircle 
whose center is the location of current time-slot. In the 
following, we propose a successive trajectory optimization 
algorithm, in which the secrecy rate difference value of 
time-slot n and time-slot n – 1 is maximized by choosing 
appropriate heading angle λ in each time-slot. 

In Algorithm 1 and simulation in the next section, we 
define pathloss PLr,d in (4) and PLr,e in (6) as PLr,d(e) = 
–(128.1 + 37.6 log(Lr,d(e))) in dB [18], in which Lr,d denotes 
the distance between the UAV and the destination in km, 
Lr,e denotes the distance between the UAV and the 
eavesdropper in km. Lr,d(e) in time-slot n can be expressed 
as 

    2 22
r,d(e) d(e) d(e)[ ] [ ] [ ]L n h x x n y y n     . (25) 

5. Numerical Results and Discussion 
In this section, the performance of proposed schemes 

are evaluated through Monte Carlo simulation. 3D direc-
tional antennas are assumed at the unmanned aerial vehicle 
(UAV). Based on Fig. 1, we consider two typical UAV 
models with search-and-find mission, i.e., building search-
ing and low-altitude searching. In building searching 
model, the hovering altitude is 100 m, the maximum flying 
distance is 2000 m, and the maximum velocity is 40 km/h; 
whereas in low-altitude searching model, the hovering 
altitude is 400 m, the maximum flying distance is 5000 m, 
and the maximum velocity is 80 km/h. In practical, the 
ground control station (GCS) is always a vehicle below 
3 m, thus it is reasonable to neglect its height. The transmit 
power at the relay UAV is set as 10 dBm, while the noise 
power at destination and eavesdropper is assumed as  
–169 dBm equally.  In each simulation,  all channel vectors 
 

Algorithm 1 Successive trajectory planning algorithm 

Initialize 
[0] 0,  [0] 0, [0,0] 0,  [0,0] 0, 1,x y n       
Repeat 

[ ] [ 1] [ 1, ( 1)],  x n x n n index n      

[ ] [ 1] [ 1, ( 1)],y n y n n index n      

If [ ] dx n x  

Calculate [ -1],sR n  

for [1,...,179]k    

        s s[ , ] sin ( ),  [ ] cos ( ),n k vT n vT        

        
[ , ] [ 1] [ , ],  [ , ] [ 1] [ , ],x n k x n n k y n k y n n k        

        calculate [ , ],sR n k  

        get [ , ] [ -1],s sR n k R n  

        [ ( ), ( )] max( [ , ] [ -1]),s smaxr n index n R n k R n   

end for 

1,n n   

else 

    break 

end if 

Output  [ ], [ ]x n y n . 

are random and the results are obtained by averaging the 
instantaneous secrecy rate over 1000 fading realizations. 

5.1 Effect of 3D Beamforming for Secrecy 
Rate  

In this subsection, we compare the secrecy rates of 
proposed 3D beamforming schemes, destination-specific 
(DS) and eavesdropper-null (EN). There are four types of 
benchmark schemes, no-vector-design 3D beamforming 
(NV), no-beamforming (NB), maximal ratio transmission 
(MRT) with 2D beamforming (MRT-2D), zero forcing (ZF) 
with 2D beamforming(ZF-2D) [24]. In NV scheme, the 
UAV adjusts the beamforming angle in each time-slot, 
whereas the beamforming vector is not designed. The NB 
scheme is defined as the scheme that the UAV relays mes-
sage without beamforming. The trajectory of UAV is pre-
determined and fixed. As shown in Fig. 2, in NB scheme, 
secrecy rates always fall down below 0. When 3D beam-
forming is adopted, NV can get positive secrecy rate. We 
also observe that MRT-2D and ZF-2D show similar perfor-
mance compared with DS and EN, however, the secrecy 
rates of MRT-2D and ZF-2D fall down below 0 sometimes 
as the tilt cannot change with the flying of the UAV. As 
expected, DS and EN get higher secrecy rate than NV. The 
proposed schemes perform well even when the eavesdrop-
per is between GCS and destination as we can see from 
Fig. 2(b). 



308 Q.-S. YUAN, Y.-J. HU, C.-L. WANG, ET AL., 3D BEAMFORMING FOR IMPROVING THE SECURITY OF UAV-ENABLED … 

 

0 500 1000 1500 2000
-2

0

2

4

6

8

10

12

x (m)

S
ec

re
cy

 R
at

e 
(b

it/
s/

H
z)

 

 
DS

EN

MRT-2D

ZF-2D

NV

NB

 
(a) 

0 1000 2000 3000 4000 5000
-5

0

5

10

x (m)

S
ec

re
cy

 R
at

e 
(b

it/
s/

H
z)

 

 
DS

EN

MRT-2D

ZF-2D

NV

NB

 
(b) 

Fig. 2. Secrecy rate versus x-coordinate of relay among differ-
ent beamforming scheme. In (a), the destination loca-
tion is fixed at (2000,0,0), the eavesdropper location is 
fixed at (2000,–200,0). In (b), the destination location 
is fixed at (5000,0,0), the eavesdropper location is 
fixed at (2000,500,0). The UAV flying unidirectional 
from S to D. The number of relay antenna is Nr = 4. 

5.2 Effect of Antenna Number for Secrecy 
Rate  

As observed in Fig. 3, the secrecy rates increase along 
with the accretion of antenna number. We can see from 
Fig. 2 and Fig. 3 that the secrecy performances of DS and 
EN are comparative. 
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Fig. 3. Secrecy rate versus x-coordinate of relay among differ-
ent beamforming scheme of different antenna number. 
In (a), the destination location is fixed at (2000,0,0), 
the eavesdropper location is fixed at (2000,–200,0). In 
(b), the destination location is fixed at (5000,0,0), the 
eavesdropper location is fixed at (2000,500,0). The 
UAV flying unidirectional from S to D. The number of 
relay antenna is Nr = 4 in (a) and is Nr = 12 in (b). 

5.3 Effect of Delay for Secrecy Rate  

Figure 4 shows secrecy rates of different 3D beam-
forming schemes for different delays at the destination or 
the eavesdropper. There are three schemes in Fig. 4:  
1) DS-D1E7 or DS-D7E1, when DS scheme is adopted, the 
channel state information (CSI) delay from R to D, i.e., Dd, 
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is set as 1 time-slot or 7 time-slots, the CSI delay from R to 
E, i.e., De, is set as 7 time-slots or 1 time-slot; 2) EN-D1E7 
or EN-D7E1, when EN scheme is adopted, Dd is set as 1 
time-slot or 7 time-slots, De is set as 7 time-slots or 1 time-
slot; 3) NB-D0E0, NB scheme is adopted with perfect CSI. 
For DS-D7E1 and EN-D7E1, i.e., the CSI of relay-destina-
tion due to delay is worse than relay-eavesdropper, EN is 
the preferred scheme in two scenarios. It is because the 
signal of relay to eavesdropper is completely null out in 
EN. It can be easily concluded that EN is optimal scheme 
when the CSI of relay-eavesdropper is known at the relay 
UAV. It can be seen that with perfect CSI, the performance 
of NB scheme is still worse than DS or EN. 
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Fig. 4. Secrecy rate versus x-coordinate of relay among 
different beamforming scheme for different delay. In 
(a), the destination location is fixed at (2000,0,0), the 
eavesdropper location is fixed at (2000,–200,0). In (b), 
the destination location is fixed at (5000,0,0), the 
eavesdropper location is fixed at (2000,500,0). The 
UAV flying unidirectional from S to D. The number of 
relay antenna is Nr = 12. 

5.4 Effect of Trajectory for Secrecy Rate  

To illustrate the effects of trajectory planning on se-
crecy rate, Figure 5 shows three trajectories: 1) DS-1 or 
EN-1, the UAV flies unidirectional from GCS to destina-
tion; 2) DS-2 or EN-2, the UAV flies slantways; 3) DS-T 
or EN-T, the UAV flies under trajectory planning. In 
Fig. 5(a), the eavesdropper is closer to the destination, then 
the secrecy rates are always nearly 2 bits/s/Hz when the 
UAV flying from 0 to 1500 m away from the GCS. On the 
other hand, the secrecy performances of trajectory planning 
and unidirectional from GCS to destination are almost the 
same due to the heading angle of trajectory planning is 
nearly 90°. In Fig. 5(b), it is demonstrated that trajectory 
planning can enhance the secrecy rate effectively. 
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Fig. 5. Secrecy rate versus x-coordinate of relay among 
different beamforming scheme of different trajectory. 
In (a), the destination location is fixed at (2000,0,0), 
the eavesdropper location is fixed at (2000,–200,0). In 
(b), the destination location is fixed at (5000,0,0), the 
eavesdropper location is fixed at (2000,500,0). The 
number of relay antenna is Nr = 12. 
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6. Conclusions 
In this paper, we proposed two 3D beamforming 

schemes, DS and EN, to improve the security of UAV-
enabled relaying system with delayed CSI. Furthermore, 
a successive trajectory algorithm is proposed to maximize 
the secrecy rate with the mobility constraint and the loca-
tion constraint, via optimizing the incremental trajectory in 
each time-slot. The secrecy performance of different beam-
forming schemes and different system parameters are com-
pared through simulation respectively. Also, numerical 
results showed that the trajectory planning algorithm is 
effective. Research on 3D beamforming of multiple-UAV 
relaying system and multiple-destination UAV-enabled 
relaying system are interesting issues for future work. 
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