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Abstract. Using Tchebichef Moments, this study has intro-
duced a new method for imperceptible watermarking of the 
medical images with a high embedding capacity and ro-
bustness against the various attacks. The suggested method 
applies conditional quantization based on dither modula-
tion to minimize the number of the moment orders that need 
to be changed. Reduction of modified moments increases 
the watermark imperceptibility and hence decreases the 
attacks probability. The proposed method has been exam-
ined in the presence of such factors as quantization step 
and watermark size. Experimental results show that aver-
age PSNR is 53.91 dB for 16384 embedding watermark 
bits. Moreover, the introduced algorithm has been tested 
for known attacks like scaling, cropping, noise, etc. It has 
been shown that our proposed method has proper security 
and robustness against various attacks. In addition, zero 
false positive rate on non-watermarked images has been 
obtained. 
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1. Introduction 
In recent years, it has been common to transmit the 

patients’ medical information by the electronic communi-
cation. Information transmission from one point to another 
to enhance the patient health condition via electronic media 
is called telemedicine [1]. Information transmission is gen-
erally aimed for applications such as consultation, diagno-
sis among clinicians, teleconferences, and distance learning 
of medical personnel [2]. Medical images are among the 
data that are frequently transmitted from one place to an-
other and hence their security is of great importance. Modi-
fication and tampering with patients’ information during 
transmission can result in misdiagnosis and cause problems 
in patient healthcare trends. Therefore, it is essential to 
keep the medical data secure under telemedicine. 

Among the existing methods for securing medical im-
ages, digital watermarking is prevalent. Normally, medical 

images and electronic patient report, EPR, are sent sepa-
rately. When digital watermarking is employed and EPR is 
added to the medical images, besides securing the data 
transmitted, the EPR can be embedded into the images. 
This has the advantage of not only saving memory and 
bandwidth but also preventing erroneous attribution of EPR 
to an irrelevant image. 

Digital watermarking methods are generally divided 
into three groups: [2] 

Fragile watermarking: In this group, watermark is 
embedded in a way that with the least changes in the image 
the watermark is destroyed and the lack of watermark in 
a watermarked image is regarded as modification and alter-
ation of the image, and therefore this is used for authenti-
cation application. 

Semi fragile watermarking: In this group, the embed-
ded watermarks are destroyed when unauthorized modifi-
cations are applied; however, it remains unchanged towards 
unwanted and unintentional modifications like compress-
ing, scaling, etc.  

Robust watermarking: In this group of methods, the 
embedment watermarks are in a way that their removal or 
destruction is not easily accomplishable and they are robust 
to attacks like compressing, cutting, filtering, etc. These 
methods are intended for copyright protection. 

On the other hand, in recent years, image moments 
have been widely used in the field of watermarking [3]. 
The moments are divided into two classes of non-orthogo-
nal (e. g., central and geometrical moments) and orthogonal 
(e. g., Zernike, pseudo-Zernike, Legendre, and Tchebichef 
moments). The orthogonal moments, compared to the non-
orthogonal ones, are less sensitive to noise and are unaf-
fected by the scaling and translation. These moments are 
used as image descriptors, can reconstruct images, and are 
reversible. Due to the low error rate in image reconstruc-
tion, the moments can be used for the embedding of the 
watermarks. Having features such as being independent of 
translation, rotation, and scaling results in further robust-
ness of the watermarking method. On the other hand, for 
continuous moments like Zernike and pseudo-Zernike, 
error occurs in the coordinate transformations and numeri-
cal approximations in the computations from continuous to 
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discrete [4]. Besides, Tchebichef moments [5], [6] are of 
the type discrete orthogonal moments, which act on the 
image itself with no need to change the working space. 
Therefore, no computational complexities and approxima-
tion errors exist in these kinds of moments.  

Alghoniemy et al. [7] first used moments in water-
marking. Subsequently, moments were used in the existing 
methods in [8–11]. Xin [8] presented a watermarking 
method based on Zernike moments and pseudo-Zernike 
moments, which embeds the bit sequence based on the 
dither modulation (DM). The dither modulation is a partic-
ular form of quantization index modulation that was first 
introduced by Chen in 2001 [12]. In this method, in order 
to embed a bit sequence, each bit is quantized by a mo-
ment. The changed moments are added again to the image, 
and resultantly the watermark is embedded into the image. 
Here, in addition to the watermark itself, the auxiliary bits 
are used to give address for the unit disks in the destroyed 
images. Before extracting the watermark, the search for the 
unit disks is done and the watermark bits are rediscovered 
using minimum distance decoder. In this method, order p 
and iteration q = 4m are used, and so the applicable mo-
ments are reduced to about one fourth. To address this 
problem, the higher orders of moments must be used, 
which, in turn, results in the computational errors. Fur-
thermore, the use of higher orders of moments not only 
limits the watermark size but also reduces imperceptibility 
and robustness due to the inaccuracies. Therefore, in this 
work, the watermark length is considered to be 160, and 
results for watermarks with greater lengths are not taken 
into account. The average PSNR in this method is 42.5 dB. 

Cheng et al. [9] developed a method based on Tcheb-
ichef moments. In this method, by using Harris Laplace 
detector, the reliable feature point is determined and differ-
ent non-overlapped disks are recognized. The used mo-
ments are randomly chosen and are quantized and embed-
ded into each of these disks using the dither modulation. In 
the watermark extraction stage, the same steps are also 
taken for watermark discovery. The keys related to the 
parameters DM and the selected moments are needed in the 
time of extraction. Compared to the method existing in [8], 
this method has increased PSNR to about 60 dB, but it 
suffers from its low capacity of embedded watermark, in 
which the maximum length is assumed to be 224. Besides, 
its computations are highly complex.  

Wang proposed a method based on the wavelet mo-
ments [10]. In this method, compared to the other types of 
moments, a larger watermark can be embedded into the 
image using the lower orders of moment. Here, the center 
of patches is found through multi scale Harris detector. 
Then, to achieve robustness against rotation, scaling, and 
translation, the patches are normalized and the watermark 
is replaced in the chosen moments of each patch using DM. 
The watermark extraction process is similar to the steps in 
the watermark embedment. The main disadvantage of this 
method is the small length of the watermark (L = 32).  

Elshoura in [13] performed the watermarking based 
on Zernike, Legendre, and Tchebichef moments. In this 
method, for each image and watermark pattern, all the 
moments are calculated to the order of S and then embed-
ded with each other. In the watermark extraction stage, it is 
necessary to have the original image. Therefore, this 
method can only be used when the watermark is important. 
The large amount of computation is the main disadvantage 
of this method.  

The present study on the medical images has devel-
oped an innovative method that not only outperforms the 
previous methods in terms of simultaneously enhancing 
visual quality and robustness, but it also offers a watermark 
embedding capacity of 16384 bits and over. The average 
PSNR is about 54 dB and is also adequately robust against 
the common attacks. The mechanism is that, first the phy-
sician/hospital logo or the patient data is converted into 
a bit sequence. After that, a hidden key is employed to cal-
culate a certain number of Tchebichef moments that are 
equal to the watermark size. Through a conditional modu-
lation method inspired from the dither modulation and 
using minimum distance decoder, the watermark bits are 
embedded into the moment. In the watermark extraction 
stage, using the same dither values as used in the embed-
ding stage, the watermark bit sequence is extracted. The 
used modulation method is that, by reducing the values of 
the changed moments, the least possible change happens in 
the original image, hence increasing the visual impercepti-
bility. 

The remainder of this paper is organized as follows. 
Section 2 represents the Tchebichef moments and how to 
calculate them. Section 3 shows the watermark embedding 
algorithm and the extraction process using Tchebichef 
moments and conditional modulation. Experimental results, 
method efficiency and robustness against various attacks 
are discussed in Sec. 4. Concluding remarks are provided at 
the end of the paper. 

2. Tchebichef Moments 
These moments are discrete orthogonal moments, the 

core of which is comprised of Tchebichef polynomials. 
Tchebichef moment (TM) is directly applied onto the 
image coordinate space and is appropriate for square digital 
images. In this moment, as compared to many other mo-
ments, the image normalization is not needed and also the 
image reconstruction error is comparatively low. Tcheb-
ichef moment of order (p + q) for image f(x,y) can be de-
fined as follows [5]: 
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The Tchebichef polynomials tn(x) are given by the 
following formula 

 
2

1 1 22

1
2 1 1 1

,

2,3,..., 1

n

n n

t x

n
n t x t x n t x

N

n
n N

 (3) 

where 
 0 11,  2 1 / .t x t x x N N  (4) 

The use of the above relations for large image dimen-
sions, due to the large number of computational steps in-
volved, increases the approximation error and so the proce-
dure becomes inefficient. In order to solve this problem, 
the aforementioned relations are modified and rewritten as 
follows [14]: 
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The reverse of the Tchebichef moment transformation 
is calculable using the following relation: 
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Using corrected equations increases the computational 
speed and minimizes the propagation of numerical errors in 
calculations [14].  

3. The Proposed Watermarking 
Method 
This section introduces the suggested watermarking 

method applied through Tchebichef moments and condi-
tional quantization based on the dither modulation. In ad-
dition to providing visual imperceptibility and watermark 
robustness, the proposed method is also able to minimize 
the number of modified moments. To this end, first a num-
ber of Tchebichef moments, equal to the watermark size, 
are calculated. In the next stage, using the changed dither 
quantization method, their values are quantized and the bit 
sequence is generated. Comparison of moments bit se-
quence with watermark bit sequence shows that the mo-
ment changes if any of its related bits is different, and oth-
erwise it remains unchanged and keeps its original value. 
The suggested model is explained in the following subsec-
tions as watermark generation, embedding, and extraction.  

3.1 Watermark Generation 
For medical images, an embedded watermark can be 

generated by either of these two ways: 

The patient’s medical data is converted into a text in 
the form of ASCII code and each character is shown by 
8 bits. 

The physician/hospital logo is shown as a binary 
image with a size of 128 × 128. 

3.2 Watermark Embedding 
Watermark embedding block diagram is shown in 

Fig. 1. The embedding algorithm is as follows. 

Step 1 – Selection of the feature vector: In the 
suggested method, due to the Tchebichef moments 
capability for image reconstruction and use of the recursive 
method in their calculation that enhances the calculation 
precision, it is possible and permissible to apply all the 
moments. Therefore, based on the number of the embedded 
bits, L, and using a secret key, K, a series of Tchebichef 
moments are randomly selected to form feature vector 

1 1 2 2, , ,, , , .
L Lp q p q p qT T TT  

Step 2 – Quantization of the selected moments: here, 
an efficient quantization method leading to the secure and 
imperceptible watermarking is adopted [11]. A merit of this 
method, which is based on dither modulation, is that it 
reduces the number of the moments that needs changing. 
Using two dither functions, two quantized values T0

pi,qi  and 
T1

pi,qi  from the selected Tchebichef moment. Tpi,qi  are here 
calculated via the following formula: 
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Fig. 1.  Block diagram of watermark embedding. 

where  is quantization step and di(.) is the ith quantization 
function, so that 
 1 0 / 2.i id d  (13) 

Now, the values of vector A = {ai} are calculated based on 
the following relation: 
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The size of the bit vector A = {ai {0,1}, i = 1, 2,…, L} is 
equal to the embedded watermark bit vector B = {bi {0,1}, 
i = 1, 2,…, L}. For embedding the watermark bit, only the 
moments that meet ai  bi change; otherwise, the moment 
remains unchanged. In view of this, the new moments are 
changed as follows: 
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According to the above equation, if the embedded water-
mark bit is equal to bit sequence ai (ai = bi), no change 
happens in the values of moments and image. In the worst 
case, for all i's, ai  bi where it is required to change all the 
moment values. Due to the uniform distribution of function 
di at the interval [0, /2], half of the selected moments, on 
the average, remain unchanged, and resultantly fewer 
changes occur in the image and the embedded watermark 
has less perceptibility. 

Step 3 – Reconstruction of the embedded image: In 
the last step, the selected modified moments must be 
replaced in the image. To do so, assume that f(x,y) is the 
original image and fT(x,y) is the image that is exclusively 
generated from the selected moments. fRest is defined 
below:  
 

Rest Tf f f .) ,( , ,x yx y x y  (16) 

After changing the moments from T to T , the water-
marked image fwat is expressed as follows: 

 
wat Rest Tf f, f , .,x y x y x y  (17) 

3.3 Watermark Extraction 
The watermark extraction procedure is similar to the 

generation of bit sequence ai in the watermark embedding 
step. First, based on key K, the selected moments are cal-
culated and extracted from the watermarked image. Since it 
is possible to manipulate the watermarked image, the val-
ues of the extracted moments are not necessarily similar to 
those of the original watermarked image moments and can 
be represented by . Using 
the same functions di(0) and di(1), the values of and 

 are recomputed according to formula (12). Using 
formula (14), the minimum distance to  is calculated 
and bit sequence  is extracted as the em-
bedded watermark from the received image. 

4. Practical Results 
The suggested scheme was applied onto the medical 

images [15], a few samples of which are illustrated in 
Fig. 2. These images are of the types X-ray, MRI, CT scan, 
and US. The images in gray form and with the dimensions 
512 × 512 were used to examine the efficiency of the sug-
gested method in terms of two factors of watermark imper-
ceptibility and robustness against attacks. The used water-
mark images are also shown in Fig. 3. These were used as 
binary images with the dimensions 128 × 128. 

4.1 Performance Measures 
The greatness of the PSNR ratio between the original 

and the watermarked images indicates the amount of 
similarity between these two images and hence the 
imperceptibility of the watermark. PSNR is calculated 
below: 
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Fig. 2. Examples of the employed medical images. 

 

Fig. 3. The used watermark images. 

where f shows the original image pixels with the size X × Y 
and fwat signifies the watermarked image pixels with the 
same size X × Y. 

Watermark robustness is measured by normalized 
correlation (NC). Normalized correlation shows the amount 
of similarity between the original and the watermarked 
images. Relation (20) shows how NC is calculated. Water-
mark robustness is high in methods with NC close to 1. 

 1 1

2
1 1

w , w ,
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w ,

n m

i j
n m

i j

i j i j
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where w(i,j) is the embedded watermark bit and w'(i,j) is 
the extracted watermark bit at coordinates (i,j); n and m are 
watermark dimensions.  

4.2 Imperceptibility Test 
In any watermarking method, the watermarked image 

must look similar to the original image so that the embed-
ded watermark cannot be observed and discovered. For 
imperceptibility test, PSNR value is estimated. Two main 
factors in determining the PSNR value are quantization 
step  and length of the embedded watermark. An increase 
in  increases the watermark robustness but decreases 
PSNR. Besides, by increasing the length of watermark and 
fixing , PSNR decreases. Note that, in the suggested 
method, despite this relation, PSNR shows an acceptable 
value. 

On the other hand, the way the highest order of the 
moments for watermark embedding is selected is also a key 
factor. Due to the high precision of Tchebichef moments, 
the use of all the moment orders is possible. The low order 
moments contain more image data and their modification 
results in more changes in the watermarked image, but the 
changes in the higher order moments have fewer effects on 
the image. On the other hand, it takes a longer time to cal-
culate the high order moments as they involve a larger 
number of computational steps. Therefore, in this paper, 
the maximum moment order is set to be 130. The suggested 
method is tested with different values of  and L for three 
kinds of watermarks (i.e., random bit sequence, patient’s 
textual data, and watermark  images).  According to the ob- 

 
Fig. 4.  PSNR value of the suggested method for different 

values of  and L. 

tained results, in the absence of attacks, the embedded 
watermark is extracted completely correctly and with 
BER = 0 and NC = 1. That is to say, the reversibility of the 
suggested method is fully realized. Figure 4 shows the 
PSNR value with respect to different values of  and L for 
the images under study. Based on this figure, the selection 
of a smaller  results in an increase in PSNR. However, as 
it will be stated later, in case the watermark is attacked, the 
increase of  is helpful and enhances the NC ratio. Table 1 
represents the values of PSNR and NC for L = 16384 con-
cerning two test watermark images for different medical 
images. It is observed that the PSNR ranges from 60.96 dB 
to 49.54 dB with  = 1 to 12. The best value of PSNR is 
obtained with  = 1 and the lowest value is for  = 12. 

Table 2 compares the PSNR and NC of the suggested 
method with two methods in [16] and [17] at the best. The 
average value of PSNR in the suggested method with  = 1 
is 60.9 dB, as compared to 37.9 dB and 49.36 dB in [16] 
and [17], respectively. Moreover, the NC in the suggested 
method is 1 and equal to the complete extraction of all the 
watermark bits, as compared to 1 and 0.9618 in [16] and 
[17], respectively. These values show that the watermark 
extraction and imperceptibility in our suggested method is 
better than those in [16] and [17]. 

4.3 Robustness Test 
We have tested the robustness of the suggested 

method against attacks of median filter, salt and pepper 
noise, Gaussian noise, scaling and cropping and JPEG 
compression. Table 3 shows the results based on the NC 
value using  = 10 and compares it with two methods in 
[17] and [18]. According to the results, this method is more 
robust against JPEG compression, scaling, mean filter and 
cropping than the other kinds of attacks. The results show 
that the proposed method is performed better than existing 
method [18] under all kind of attacks. Also the proposed 
method is performed better than existing method [17] in 
some kind of attacks such as JPEG compression, scaling, 
mean filter and Gaussian noise. 

In Tab. 4 some features of the proposed method are 
compared with methods in [16–21] that use medical 
images. Regardless of attacks probability, by using  = 1, 
the average PSNR value of proposed method is 60.9 dB. In 
this case, the suggested method provides better impercepti- 
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Test Image PSNR(dB) NC 
Watermark1 Watermark2 Watermark1 Watermark2 

(a) For quantization step  = 1     
X-ray 60.81 60.69 1 1 

CT 60.89 60.74 1 1 
MRI 60.92 61.12 1 1 
US 60.96 61.10 1 1 

(b) For quantization step  = 4     
X-ray 59.36 59.16 1 1 

CT 59.38 59.14 1 1 
MRI 59.37 59.20 1 1 
US 59.40 59.21 1 1 

(c) For quantization step  = 8     
X-ray 55.61 55.32 1 1 

CT 55.70 55.34 1 1 
MRI 55.71 55.32 1 1 
US 55.62 55.39 1 1 

(d) For quantization step  = 12     
X-ray 49.64 49.54 1 1 

CT 49.65 49.91 1 1 
MRI 49.55 49.57 1 1 
US 49.62 49.82 1 1 

Tab. 1. PSNR and NC values of proposed method for different values of quantization step in the absence of attacks. 
 
 
 

Test Image Ref.[17] Ref.[16] Proposed method 
PSNR NC PSNR NC PSNR NC 

X-ray 55.06 0.9230 - - 60.81 1 
CT 47.18 0.9827 52.16 1 60.89 1 

MRI 48.99 0.9692 51.83 1 60.92 1 
US 50.27 0.9551 - - 60.96 1 

Tab. 2.  Comparison of PSNR of the suggested method with other methods in the absence of attacks. 
 
 
 

Attack type Ref.[18] Ref.[17] Proposed scheme 
JPEG compression QF=90 0.7394 0.9806 0.9768 
JPEG compression QF=70 0.7394 0.7114 0.7876 

Scaling (90%) Not mentioned Not mentioned 0.9843 
Scaling (150%) Not mentioned Not mentioned 0.9621 
Scaling (200%) 0.07394 Not mentioned 1 
Cropping (20%) Not mentioned 0.9687 0.8682 

Salt and pepper noise(d=0.005) 0.7391 0.9002 0.8468 
Gaussian Noise(m=0,v=0.01) 0.7335 0.6377 0.7912 

Speckle noise Not mentioned 0.9456 0.9017 
Mean Filter Not mentioned 0.8461 0.8863 

Median Filter 0.6736 0.9700 0.8413 

Tab. 3.  Comparison of NC values in the suggested method with other methods against different attacks. 

bility than all other methods. For having more robustness 
against various attacks, the quantization step  is set to 10 
which decreases the average PSNR to 53.91 dB. Maximum 
NC and minimum BER also perform better than all other 
methods. Furthermore, the proposed method is robust 
against various attacks. 

4.4 False Positive Test 
False positive detection (FPD) is used to differentiate 

authorized from unauthorized images. In case the water-
mark is extracted from an unauthorized image, then the 
FPD happens and therefore the system lacks security. In the 
suggested method, the extraction algorithm has been per-

formed on non-watermarked images. Some tested samples 
along with the values of NC and the extracted watermark 
images are given in Tab. 5. If we accept the NC values 
larger than 0.6 for the FPD occurrence, the obtained FPD 
ration in this method is zero. The acceptable ratio of FPD, 
for having security, is 10–6 [17] and thus the method proves 
to be adequately secure. 

5. Conclusion 
This study has presented an imperceptible water-

marking method for medical images using Tchebichef 
moments and conditional dither quantization technique. 
Tchebichef  moments  were  recursively  calculated  so  as to 
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Method Hiding 
Capacity 

Robustness 
Metric 

Average 
PSNR (dB) 

Maximum 
NC 

Minimum 
BER Attacks 

[16] High NC 
BER 37.9 1 0 

Compression 
Rotation 
Cropping 

Histogram equalization 
Gaussian-Salt & Pepper-Speckle noise 

[17] High NC 49.36 0.9918 - 

Compression 
Blurring 

Sharpening 
Mean, Median Filter 

Histogram equalization 
Gaussian-Salt & Pepper-Speckle noise 

[18] High NC 
BER 31.92 0.7544 0 

Compression 
Scaling 

Sharpening 
Median Filter 

Histogram equalization 
Gaussian-Salt & Pepper noise 

[19] High - 41.6 - - - 

[20] High BER 48 - 0 

Scaling 
Median Filter 
Average Filter 

Gaussian-Salt & Pepper noise 

[21] High BER 59.09 - 0 

Rotation 
Scaling 

Cropping 
Flipping 

Gaussian-Salt & Pepper-Speckle noise 

Proposed 
Method High NC 53.91 1 0 

Compression 
Scaling 

Cropping 
Median Filter 
Mean Filter 

Gaussian-Salt & Pepper-Speckle noise 

Tab. 4.  Performance comparison of proposed method with methods in [16–21]. 
 
 

Non-watermarked Image Extracted Watermark1 NC Extracted Watermark2 NC 

 
 

0.525 
 

0.484 

 
 

0.481 
 

0.494 

 
 

0.510 
 

0.484 

 
 

0.501 
 

0.482 

Tab. 5. Samples of false positive detection in the suggested method. 

 
decrease the calculation errors and increase the computation 
speed. In this method, the watermarked image or patient’s 
information was embedded in the binary form into the 
selected quantized moments. The results have been pro-
vided based on the quantization step, watermark size, and 
type of watermark. As the results show, this method is able 
to embed large-size watermarks without any significant 
changes in the image. Besides, compared to some previous 
approaches on moments that reported a maximum length of 

224, this method is efficient for watermarks with a length 
of 16384. The average of PSNR is 53.91 dB, which is 
higher than those in [16–20]. The results also indicate that 
the increase in the quantization step size has a positive 
effect on the watermark extraction. It is also resulted that 
the suggested method is effective enough against types of 
attacks. Therefore, this method, due to its good visual im-
perceptibility, robustness and zero ratio of FPD, is suitable 
for telemedicine applications. 
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