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Abstract. To verify the adaptability of unmanned aerial 
vehicle (UAV) datalinks to the electromagnetic environ-
ment comprising broad-spectrum high-power microwave 
radiation, strong electromagnetic pulse (EMP) tests were 
conducted using ultra wideband (UWB) radiation source at 
different radiation field strengths and repetition frequen-
cies. For UAV datalinks, interference, disturbance, degra-
dation and other effects were found in the tests. The 
electromagnetic energy coupling path of the broad-spec-
trum high-power microwave radiation was determined by 
adjusting the test status of UAV datalink as well as by 
protecting its key parts. The radio frequency front end, 
power cable and terminal interfaces on the housing surface 
were found to be weak electromagnetic links. The methods 
of the protection of radio frequency front end and power 
cable against strong EMPs were proposed. In addition, 
protection effects obtained by using different protection 
modules of radio frequency front end as well as by apply-
ing power spike pulse suppressors were compared and 
validated. 

Keywords 
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1. Introduction 
Unmanned aerial vehicles (UAVs) are high-quality 

combat force that is especially advantageous for tedious 
and dangerous task applications as well as for operations in 
complex environments. A UAV exchanges information 
with a ground control station (GCS) via the datalink. The 
GCS sends control commands to the UAV using uplink 
and then the UAV sends its own state parameters and col-
lected task information back to the GCS using downlink. 
Datalink is therefore the key device for the transmission of 
information by UAV. The datalink interference will cause 
blockage of the connection, failure of the execution of task 

instructions and data return error. In addition, excessive 
coupling of electromagnetic energy can burn the radio 
frequency front end and power supply, which can cause 
fatal accidents [1–3]. 

Broad-spectrum high-power microwave radiation is 
powerful electromagnetic pulse (EMP) weapon. These 
electromagnetic pulses are characterized by extremely fast 
rising edges, ultra wide spectral bands and ultrahigh radia-
tion field strengths. The combination of these three factors 
enables wide range of attacks to be made on the front- and 
back-doors of UAV electronic information system. Multi-
ple studies have revealed that UAV datalink is easily inter-
fered by strong EMPs [4] ,[5]. The survival and combat 
capability of UAV is directly influenced by the possibility 
to protect the UAV datalink against strong EMPs and to 
maintain a normal communication link. 

2. Broad-Spectrum High-Power 
Microwave Radiation Tests 

2.1 Broad-Spectrum High-Power Microwave 
Radiation Source and Radiation Field 

A gigawatt (GW) ultra wideband (UWB) EMP gener-
ation system was used as the source of broad-spectrum 
high-power microwave radiation. This source consisted of 
three parts, namely UWB parabolic reflector antenna, 
peaking-chopping high-power ultrabroad-spectrum sub-
nanosecond pulse generator, and Tesla primary pulsed 
power source. The schematic diagram of its composition 
and working principles are shown in Fig. 1. 

This UWB radiation source could not only generate 
single EMPs, but also UWB EMP trains at the repetition 
frequency of 1, 2 and 5 Hz. UWB EMP signal is a wide-
band ultra-short pulse of basically Gaussian form. In this 
study, the emission of the radiation source was Gaussian 
even pulse composed of two Gaussian pulses with equal 
amplitudes, opposite polarities and a certain time interval.  
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Fig. 1. Composition and principle of the UWB radiation 

source. 

   
(a) Test data and fitted data.            (b) Relative errors. 

Fig. 2.  Relation between central radiation field strength and 
distance of UWB radiation source. 

The radiation field of UWB radiation source is tested 
by the calibration equipment, and the test data is shown in 
Fig. 2(a). The strength of the central radiation field 
(E, kV/m) was inversely proportional to the distance (d, m), 
and the relation between these two quantities is expressed 
as follows: 
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E is the peak-to-peak value of Gaussian even pulse radia-
tion field strength. The relative errors between (1) and the 
test data is shown in Fig. 2(b). Moreover, the radiation 
field strength had a minimum critical value. At large 
enough distances the radiation field is submerged in the 
clutter. Therefore, the conformity of the waveform of ra-
diation field to the form of Gaussian even pulse should be 
monitored. 

2.2 Configuration of Broad-Spectrum High-
Power Microwave Test 

The tested UAV datalink is shown in Fig. 3. Although 
the internal circuit of the datalink was shielded with a metal 
shell, many connection ports were exposed outside concen-
trated on one side of the shielding shell. Moreover, the inter-
connection cables, which included signal line, power line 
and control line, were mostly unshielded. If a stabilized volt-
age supply is used in the strong EMP test, the EMP will very 
probably be coupled with the power cable, thus triggering 
the voltage pulses to damage the voltage supply. This phe-
nomenon was confirmed in at least three tests on three data-
links. Given this, a storage battery power supply was used in 
our tests. 

The airborne end and ground end of the datalink 
could be tested separately. According to the task settings, 
the airborne end is susceptible to harsh electromagnetic 
environment after the takeoff of the UAV, while the ground 

 
Fig. 3. Airborne end of the tested UAV datalink. 

 
Fig. 4.  UWB irradiation test system and configuration. 

end remains mostly in the controllable electromagnetic 
environment. Therefore, only the airborne end of the data-
link was tested. The test was carried out in an open field to 
simulate the real UAV flight state and apply the radiation 
field strength from a wider range. A receiving antenna was 
set to monitor the waveform of the radiation field. An ad-
justable attenuator was used to simulate the UAV flight 
state in the air according to reference [3]. An adjustable 
attenuator is needed because of the dynamic change of the 
jamming-to-signal ratio received by datalink, due to the 
change of the flight distance, altitude and other flight 
parameters. The test system and configuration is shown in 
Fig. 4. 

3. Electromagnetic Environmental 
Effect and Electromagnetic Energy 
Coupling Path 

3.1 Electromagnetic Environmental Effect 
Levels 

According to the impact of broad-spectrum high-
power microwave radiation on datalink functionality, four 
levels of the electromagnetic environmental effect are 
distinguished, namely: interference, disturbance, degrada-
tion and damage.  

Interference is defined as a short-term loss of the 
datalink lock that can be restored spontaneously. “Loss of 
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lock” and “locking” of the datalink are directly inferred by 
the monitoring indicator at the ground end. “Loss of lock” 
means that the airborne end of the datalink cannot interact 
with the ground end and no communication link can be 
established. “Locking” indicates that the interconnection 
link is enabled and the reception/transmission function can 
be normally completed. 

Disturbance means that the datalink cannot be self-re-
stored after loss of lock and the link can be reestablished 
only when a control command is sent by the ground end.  

At degradation the datalink subjected to loss of lock 
cannot be restored even if a control command is sent by the 
ground end. Instead, it can be restored only by re-electrify-
ing the airborne end of the datalink.  

Damage refers to any hardware damage of the 
datalink. 

3.2 Electromagnetic Energy Coupling Path 

The electromagnetic energy coupling path of UAV 
datalink for broad-spectrum high-power microwave radia-
tion was verified using iterative tests. These tests were 
carried out at different values of the radiation field strength 
and repetition frequency of the UWB radiation source. In 
addition, the effects of a number of protective measures 
were studied. The test results are listed in Tab. 1. 

The low critical value of the field strength of the 
UWB radiation source was 48.6 kV/m. The monitored 
waveform of radiation field was not ideal at large dis-
tances. When the airborne end of the datalink was placed in 
the irradiated zone and the surface A with collectively 
exposed ports (Fig. 1) faced the incoming wave, the data-
link crashed after ten repeated tests no matter whether 
a single triggered pulse or the pulses at repetition frequency 

Strength 
(kV/m) 

Test 
No. 

Test status 
Repetition frequency 

single 
trigger 

1 Hz 2 Hz 5 Hz 

48.6 

1 Surface A faced the incoming wave. 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 

2 Surface B faced the incoming wave. 

Normal 
(7/10); 

Interference 
(3/10). 

Interference 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

58.8 3 Surface B faced the incoming wave. 

Normal 
(2/10); 

Interference 
(7/10); 

Degradation 
(1/10). 

Interference 
(10/10). 

Disturbance 
(10/10). 

Interference 
(5/10); 

Degradation 
(5/10). 

71.0 

4 Surface A faced the incoming wave. 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 

5 Surface B faced the incoming wave. 

Interference 
(5/10); 

Degradation 
(5/10). 

Degradation 
(10/10). 

Degradation 
(10/10). 

Degradation 
(10/10). 

96.4 

6 Surface B faced the incoming wave. 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 

7 

The airborne end and storage battery were 
wrapped with shielding cloth. Only the power 

cable between them was exposed to 
microwave radiation. 

Interference 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

8 

The antenna and the cable connecting antenna 
with the radio frequency front end were 

exposed to EMPs. The rest were all placed in 
shielded box. 

Normal 
(6/10); 

Interference 
(4/10). 

Interference 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

9 
Only the antenna was exposed to EMPs. The 

rest were all placed in shielded box. 
Normal 
(10/10). 

Normal 
(8/10); 

Interference 
(2/10). 

Interference 
(10/10). 

Interference 
(10/10). 

129.0 10 Surface B faced the incoming wave. 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 

151.6 

11 Surface B faced the incoming wave. 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 
Degradation 

(10/10). 

12 
Only the antenna was exposed to EMPs. The 

rest were all placed in shielded box. 

Normal 
(6/10); 

Interference 
(4/10). 

Interference 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

165.9 
13 Surface B faced the incoming wave. 

Degradation 
(10/10). 

Degradation 
(10/10). 

Degradation 
(10/10). 

Degradation 
(10/10). 

14 
Only the antenna was exposed to EMPs. The 

rest were all placed in shielded box. 
Interference 

(10/10). 
Interference 

(10/10). 
Interference 

(10/10). 
Interference 

(10/10). 

Tab. 1. Test results. 
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of 1, 2 and 5 Hz were emitted by the UWB radiation 
source. The datalink could restore the operation only after 
being re-electrified. The data recorded in the test were the 
level of effect and degradation probability (10/10). 

The data of the test obtained at the same value of the 
radiation field strength, but with the surface A turned away 
from the incoming wave and the surface B toward it, are 
presented in test 2 in Tab. 1. At the single-trigger mode of 
the UWB radiation source the datalink showed normal 
communication for seven times and interference for three 
times in the series of ten tests. When the repetition fre-
quency of the UWB radiation source was 1 Hz the datalink 
was interfered in all the ten tests. At the repetition fre-
quency of 2 Hz it was disturbed all the times. As the repeti-
tion frequency was 5 Hz, the datalink was interfered in five 
tests and degraded in the other five tests. Despite the repe-
tition frequency, the observed effects were smaller as com-
pared to the situation with the surface A facing the incom-
ing wave. It is preliminarily concluded therefore that the 
cable and connection ports are important paths for electro-
magnetic energy coupling. 

The data of the test obtained in the same configura-
tion of the airborne end of the datalink but at the radiation 
field strength increased to 58.8 kV/m, are displayed in 
test 3 in Tab. 1. Aggravation of the negative effects with 
the increase in the radiation field strength was observed. At 
the same radiation field strength the airborne end of the 
datalink was susceptible to the repetition frequency of the 
UWB radiation source. To be more specific, the higher was 
the repetition frequency, the stronger were the observed 
effects. 

The surfaces A and B at the airborne end of the data-
link were tested separately after the radiation field strength 
was increased to 71.0 kV/m, and the results are displayed 
in test 4 and test 5 in Tab. 1. While verifying the electro-
magnetic susceptibility of cable and connection port, this 
group of data further indicated the significant influence of 
the radiation field strength on the datalink system in com-
parison with the data of test 2, test 3 and test 5 under the 
same test status, as well as test 6 in which the radiation 
field strength was increased to 96.4 kV/m. Meanwhile, the 
threshold of radiation field strength at which the tested 
datalink experienced performance degradation under the 
wide-spectrum high-power microwave was basically 
explored.  

In the following test, the key parts of the datalink 
were safeguarded and the weak electromagnetic links were 
created in an effort to reveal the electromagnetic energy 
coupling paths. The interconnection cables at the airborne 
end of the datalink included power line, signal line and 
control line. In the test, the surface B faced the incoming 
wave and the airborne end of the tested datalink and stor-
age battery, together with the connection port and exposed 
aperture were wrapped with shielding cloth. Only the 
power cable between them was exposed to microwave 
radiation. The test was carried out at the radiation field 

strength of 96.4 kV/m. The test results are shown in test 7 
in Tab. 1. 

It was demonstrated by comparison with early stage 
test data that the exposed signal line and connection port 
are coupled with strong EMP energy. The electromagnetic 
energy coupling can be blocked to a certain extent by 
shielding. However, the interference was observed in all 
the cases. This indicates that the exposed power line and 
radio frequency front end are the interference energy cou-
pling paths for the datalink, and that the shielding cloth 
may have insufficient shielding efficiency. 

Therefore, the airborne end of the datalink, storage 
battery and the power line between them were placed to-
gether in a metallic shielding box. Only the transmit-
ting/receiving antenna at the airborne end was exposed to 
EMPs. It was connected to the internal radio frequency 
front end at the airborne end via a segment of cable. The 
test was then implemented at the constant radiation field 
strength of 96.4 kV/m. The test data are shown in test 8 in 
Tab. 1. 

Comparison between the results of test 7 and test 8 
illustrates that the power cable is a coupling path leading to 
the electromagnetic interference of the datalink. In these 
both tests power line ports were shielded. If all the ports 
were exposed, the effects triggered by the electromagnetic 
energy coupled with the power supply system would be 
aggravated. Test 8 also indicates that the radio frequency 
front end is an important path for the electromagnetic 
interference at the airborne end of the UAV datalink. 

To tackle the interference phenomenon detected in 
test 8, the cable connecting the transmitting/receiving an-
tenna with the radio frequency front end was placed in the 
shielding box (Fig. 5). Due to the variety of energy cou-
pling paths under strong electromagnetic pulse, it is diffi-
cult to accurately measure the protection effectiveness of 
a single protection method. They are comprehensive pro-
tection effects. The shielding efficiency of the shielding 
box we use is about 80 dBs. The purpose of using it is to 
assist in verifying the electromagnetic effect that can be 
achieved only through the RF front-end. 

The radiation field strength was maintained at 
96.4 kV/m. The results of this test can be seen in test 9 in 
Tab. 1. In this case, the transmitting/receiving antenna was 
the only coupling path with electromagnetic interference 
energy. It is illustrated by comparison of the results ob-
tained in test 8 and test 9 that the protection of radio fre-
quency front end should be considered as the highest prior-
ity. If the antenna is connected to the receiver via a cable, 
this cable must be also protected. 

Subsequently, in order to verify the ability of the broad-
spectrum high-power microwave radiation to damage the 
UAV datalink in the actual configuration, the air-borne end 
of the datalink was turned to the initial exposed state, while 
the surface B was turned to face the incoming wave.  
The radiation field strength was increased to 129.0 kV/m, 
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Fig. 5.  Configuration of test 9 in Tab. 1. 

151.6 kV/m and 165.9 kV/m. Respective test data are 
shown in test 10, test 11 and test 13 in Tab. 1. These results 
demonstrate that the datalink did not experience any hard-
ware damage even at the maximum stable radiation field 
strength (165.9 kV/m) produced by the UWB radiation 
source.  

In order to verify the electromagnetic effect only due 
to the electromagnetic energy coupled with the antenna at 
the radio frequency front end, we conducted the test at the 
radiation field strength of 151.6 kV/m and 165.9 kV/m in 
the configuration shown in Fig. 5 (test 12 and test 14 in 
Tab. 1). Comparing the data of the test 9, test 12 and 
test 14 obtained in the same configuration, we found out 
that strong EMP energy coupled at the radio frequency 
front end of the datalink leads to unavoidable datalink 
interference. Therefore, strong EMP can be effectively 
suppressed only by reinforcement measures at the radio 
frequency front end. 

4. Method of UAV Datalink Protection 
against Strong Electromagnetic 
Fields 

4.1 Electromagnetic Protection at the Radio 
Frequency Front End of Datalink 

The radio frequency front end is the focus of the elec-
tromagnetic protection of datalink. The integrated anti-
interference and anti-damage design of the radio frequency 
front end, which takes into consideration the electromag-
netic protection requirements and index distribution, is 
a perfect solution. However, in order to compare the elec-
tromagnetic protection effects on many frequency equip-
ment, an electromagnetic protection module was installed 
outside the radio frequency front end. Such method of elec-
tromagnetic protection is commonly used at present [6–8]. 

Four protective modules were designed to conform to 
the working frequency band of the radio frequency front 
end of the datalink. All modules, which could realize two-
way transmission, were directly placed at the rear end of 
the transmitting/receiving antenna. The main parameters of 
these modules are presented in Tab. 2. 

To observe and compare the protective properties of 
such modules, the main body of the airborne end of the 
datalink was first removed. The protection effect was di-
rectly observed with the transmitting/receiving antenna. 
The waveforms of the broad-spectrum high-power micro-
wave radiation received by the tested datalink antenna in 
the no-load state were detected as shown in Fig. 6(a). The 
waveform on the right is one of the monitoring signals 
received by the antenna adapted to the UWB radiation 
source. On the left, the waveform of the signal received by 
the transmitting/receiving antenna of the datalink is pre-
sented. The peak induced voltage was about 2,009 V and 
the duration of the main pulse peak was approximately 
equal to that of the UWB radiation source. 

It is not clear whether the voltage induced by the 
broad-spectrum high-power microwave radiation, having 
passed the protective modules, falls within the tolerance 
range of the receiver at the airborne end. Therefore, the 
protective module 1 with the maximum pulse power capac-
ity was used for the test. This protective module was de-
signed based on the design of the integrated protective 
modules against nuclear and lightning EMPs. The insertion 
loss of the protective module we used was less than 
0.45 dB in the working frequency range of the tested data-
link. The transmitting/receiving antenna of the datalink was 
connected to the protective module 1 and the waveforms of 
the signals measured in the no-load state at the rear end are 
shown on the left in Fig. 6(b). 

It can be seen that the peak value of the leakage signal 
reached about 812 V indicating insufficient protective 
effect. In the test conducted using two protective mod-
ules 1 in tandem connection instead of a single one, the 
measured waveforms were basically identical to those 
shown in Fig. 6(b). This manifests that the power capacity 
of a single protective module is actually sufficient and that 
the inhibiting effect is not much different from the one 
achieved by using two modules. The reason for the insuffi-
cient protective effect is rather low response speed. While 
the duration of the rising edge of the UWB radiation was 
1 ns, the amplitude limiting response speed of protective 
module 1 was 2 ns, which led to high leakage and hence 
insufficient protective capability. 

Adjusting the combinations of protective modules, the 
module 1 was tested in tandem connection with the module 3 

 

Module No. Insertion Loss Response Time CW Power Handling Peak Power Handling 
1 < 0.45 dB < 2 ns 50 dBm (100 W) 60 dBm (1000 W) 
2 < 0.65 dB < 1 ns 33 dBm (2 W) 43 dBm (20 W) 
3 < 0.70 dB < 1 ns 40 dBm (10 W) 50 dBm (100 W) 
4 < 0.85 dB < 1 ns 53 dBm (200 W) 56 dBm (320 W) 

Tab. 2. Protective modules. 
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(a) 

 
(b) 

Fig. 6.  Waveforms received by the antenna: (a) UWB signal 
waveforms received by the antenna at the airborne end 
of datalink in the no-load state. (b) Test waveforms of 
the signals received by antenna connected to protective 
module 1. 

 
(a) 

 
(b)  

Fig. 7. Protective modules and waveforms received by the 
antenna: (a) Protective module 1 in tandem connection 
with protective module 3. (b) Test waveforms of the 
signals received by antenna using protective module 1 
in tandem connection with protective module 3. 

as shown in Fig. 7(a). The initial goals were first to prevent 
the protective modules from burning, and then to raise the 
response speed to the highest possible extent. The protec-
tive effect of this module combination is shown in Fig. 7(b). 
The energy of the pulse was suppressed and the peak value 
of induced voltage was about 306 V. Therefore, the feasi- 

 
(a) 

 
(b) 

 
(c) 

Fig. 8. Waveforms received by the antenna connected to 
protective modules: (a) Test waveforms of the signals 
received by the antenna connected to protective 
module 2. (b) Test waveforms of the signals received 
by the antenna connected to protective module 3.  
(c) Test waveforms of the signals received by the 
antenna connected to protective module 4. 

bility of the protection strategy using such module 
combination is proved. 

According to the results of test 13 presented in Tab. 1, 
no hardware damage was caused to the radio frequency 
front end at the airborne end of the datalink under the 
maximum radiation field strength of the UWB radiation. 
Therefore, a comparative test was carried out by directly 
connecting the protective modules 2, 3 and 4 to the trans-
mitting/receiving antenna. The waveforms received by 
antenna connected to different protective modules in the 
no-load state are shown in Fig. 8(a), (b) and (c). 

The response speeds of all three protective modules 
were lower than 1 ns. Therefore, the modules could timely 
respond to the rising edge of the UWB radiation. Their 
insertion losses were smaller than 1 dB, showing minor 
influence on the receiving channel of the datalink. The 
three modules differed by the power capacity and the 
corresponding initial limiting voltage of the device at each 
level, power capacity of single-level device, and impedance 
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Strength 
(kV/m) 

Test 
No. 

Test status 
Repetition frequency 

Single 
triggered 

1 Hz 2 Hz 5 Hz 

151.6 

15 
Antenna connecting protective module 1 was 
exposed to EMPs. The rest were all placed in 
shielded box. 

Normal 
(10/10) 

Normal 
(10/10) 

Normal 
(10/10) 

Normal 
(10/10) 

16 
Antenna connecting protective module 2 was 
exposed to EMPs. The rest were all placed in 
shielded box. 

Normal 
(10/10) 

Normal 
(10/10) 

Normal 
(10/10) 

Normal 
(10/10) 

17 
Antenna connecting protective module 3 was 
exposed to EMPs. The rest were all placed in 
shielded box. 

Normal 
(10/10) 

Normal 
(10/10) 

Normal 
(10/10) 

Normal 
(10/10) 

Tab. 3. Test results. 

matching at each level. The design of module 2 was con-
sistent with protective module 4, and both modules differed 
from protective module 3.  

In the no-load state, the peak value of the induced 
voltage was about 242 V after connection of the transmit-
ting/receiving antenna at the airborne end of the datalink to 
the protective module 2, 205 V after connection to the 
protective module 3, and 524 V after connection to the 
protective module 4. It was preliminarily estimated that the 
airborne end of the datalink could tolerate the residual 
transient voltage. Therefore, the tolerance test of the air-
borne end of datalink was carried out by connecting pro-
tective modules to the radio frequency front end. The re-
sults of this test are listed in Tab. 3. 

Table 3 shows the test results after protection, and the 
data link works normally, of course, when other backdoor 
coupling is well suppressed. We also draw the following 
conclusions. 

(1) The test data obtained for connections of single 
protective modules 2, 3 and 4 were compared. The results 
showed that it was unnecessary to try for the highest power 
capacity as long as the protective capability was sufficient. 
The higher power capacity meant more protective devices, 
more complicated design, higher insertion losses, higher 
leakage and greater impact on the regular transmission of 
working signal. However, protective modules with suffi-
cient power capacity must be installed in wartime to pre-
vent them from being destroyed by high-power weapons. 

(2) Under normal circumstances, the higher power ca-
pacity implies higher leakage voltage. However, the effect 
of protective module 3 with higher power capacity was 
superior to that of protective module 2, indicating better 
single-level device performance, matching degree and 
design of module 3 as compared to those of module 2. 

(3) The inhibiting effect reached by the protective 
module 3 in tandem connection with the protective module 
1 was poorer than the one reached by the protective mod-
ule 3 alone. This is because the protective module 1 started 
first to limit the amplitude of the broad-spectrum high-
power microwave signal received by the transmitting/re-
ceiving antenna. However, EMP energy partially leaked 
due to the insufficient response speed of the module 1, and 
this part of energy was inhibited by the protective mod-
ule 3. At this, the high-power coarse-tuning protective 

device of the protective module 3 did not start due to the 
attenuated pulse strength, and only fine-tuning protective 
devices at subsequent levels started. Therefore, the protec-
tive effect was not as good as that of the overall construc-
tion. Nevertheless, this combined design provided a good 
solution to improve the power capacity of protective mod-
ules and increase the amplitude limiting response speed at 
the same time. When the protective module 1 was in tan-
dem connection with the protective module 3, the through-
current capability of lightning EMP and the response speed 
of about 1 ns were realized. 

(4) When the radiation field strength reached 
165.9 kV/m the interference took place in both single trig-
ger mode and at all the repetition frequencies of the UWB 
radiation independently on the protective modules used. 
This suggests that at high enough values of the radiation 
field strength of broad-spectrum high-power microwave 
radiation the frequency equipment is affected anyways. 

4.2 Electromagnetic Protection of Power 
Supply System 

Due to the unreliability of the power supply system, 
the hardware of the power supply device or the internal 
power supply network of the tested datalink were damaged 
in nuclear EMP test and electrostatic EMP test. The reli-
ability of the power supply is the basis for the conduction 
of the broad-spectrum high-power microwave radiation 
tests. Therefore, the configuration of the electromagnetic 
protection of power supply system will be highlighted. 

The original UAV datalink used twisted-pair power 
cable. The airborne end of the datalink and storage battery 
were separately placed in the shielding box to test the 
interference caused by the power cable. When the radio 
frequency front end was equipped with protective modules 
and the radiation field strength was reduced to 20.8 kV/m, 
respective test data are shown in test 18 in Tab. 4. It can be 
seen that the airborne end of the datalink was interfered 
despite very low strength of the radiation field produced by 
the UWB radiation system. This proves that the broad-
spectrum high-power microwave radiation is harmful in 
a wide frequency range, including the working L-band of 
the tested datalink and the low-frequency band of cable 
coupling. 
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Strength 
(kV/m) 

Test 
No. 

Test status 
Repetition frequency 

Single triggered 1 Hz 2 Hz 5 Hz 

20.8 18 
The twisted-pair power cable was 

exposed to EMPs. 

Normal 
(5/10); 

Interference 
(5/10). 

Interference 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

151.6 19 
The high-performance shielded cable 

was exposed to EMPs. 
Normal 
(10/10). 

Normal 
(10/10). 

Interference 
(10/10). 

Interference 
(10/10). 

Tab. 4. Test results. 

The test data obtained using high-performance 
shielded cable are shown in test 19 in Table 4. The datalink 
functioned normally at the radiation field strength below 
151.6 kV/m. It was interfered, however, when the radiation 
field strength reached 151.6 kV/m, at the repetition fre-
quency of 2 and 5 Hz. 

To further study the interference suppression, the 
original twisted-pair cable was used for power supply. As 
shown in Fig. 9, the positive and negative electrodes were 
connected to the power spike pulse suppressor at the proxi-
mal end of the airborne end of the datalink. Of course, this 
configuration is to verify the energy coupling path and the 
protection effect. In the actual application of UAV, the 
energy suppression chip is directly integrated in the power 
supply. Normal operation of the datalink was observed at 
the radiation field strength of 151.6 kV/m in the single 
trigger mode and at the repetition frequency of the UWB 
radiation source of 1, 2 and 5 Hz. Obtained results demon-
strate that the field-line coupling was not the only interfer-
ence caused by the power cable. Due to the short time of 
the rising edge and the wide band of the broad-spectrum 
high-power microwave radiation, spike pulse could be 
coupled still with the internal supply circuit of the datalink 
via the transit port and the shell gap. Therefore, the inter-
ference should be completely suppressed prior to connect-
ing the power cable to the system. 

The test results did not change when only the positive 
electrode was connected to the power spike pulse suppres-
sor or when both the positive and negative electrodes were 
connected to it. This proves that the grounding system used 
in the test was relatively stable and that a good effect can 
be obtained by merely suppression of the power spike 
pulse on the positive electrode. However, the stable 
grounding system in the ground test is not necessarily 
applicable to real UAV datalinks. Therefore, the power 
spike pulse suppressor should be connected to both posi-
tive and negative electrodes. 

When the power spike pulse suppressor was con-
nected to only the negative electrode, the datalink degra-
dation was observed at the radiation field strength of 
151.6 kV/m in the single trigger mode of the operation of 
UWB radiation source. Strong EMPs could be seen to enter 
the circuit by cable line coupling, which caused voltage 
spikes and glitching and seriously interfered normal circuit 
operation. 

Generally speaking, installation of the power spike pulse 
suppressor in parallel with the power cable can effectively 

 
Fig. 9. Power spike pulse suppressor connected to the 

airborne end of datalink. 

prevent the strong EMP. Suppression of the spike pulse 
only on the ground wire cannot completely eliminate the 
ground potential fluctuations. Therefore, this method is not 
very effective. Systematic design should be applied for 
protection of the power supply against strong EMPs. More-
over, application of shielded cables, installation of parallel 
spike pulse suppressors and high-quality grounding are 
effective protection methods. 

4.3 General Protection Methods 

The general protection methods for UAV datalinks in-
clude shielding, filtering and grounding [9], [10]. To pro-
tect the datalink, it is necessary to use shielding shells, 
follow the basic principles of electromagnetic compatibility 
design, apply particular opening sizes and directions of 
connection ports, and employ the cut-off waveguide venti-
lation plates for ventilation and dissipation of heat. All the 
exposed interconnection cables including the signal line, 
control line and power line must be shielded. Moreover, 
attention should be paid to the high quality of grounding 
and bonding. To prevent the strong EMP interference, 
electromagnetic interference filters and power cable filters 
are mainly used in filter design. The filters should enable 
sufficient level of interference suppression. They should be 
installed in parallel and on the panel. Besides, to effec-
tively suppress strong EMPs in the grounding system, 
shielding, filtering and grounding should be applied 
throughout in addition to following the design rules for 
equipment grounding. In other words, shielding shells, 
shielded cables, electromagnetic interference filters and 
power spike pulse suppressors must be well grounded. 

5. Conclusion 
UAV datalink is highly sensitive to the broad-spec-

trum high-power microwave radiation. Its coupling paths 
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include the radio frequency front end in the frequency 
range of the broad-spectrum high-power microwave radia-
tion as well as the back-door coupling of various cables, 
connection ports and apertures. Protection against strong 
EMPs at the radio frequency front end should be given 
especial attention. Installation of additional suitable protec-
tive modules or implementation of integrated protection 
chips are the main measures. Usually, protective modules 
with small insertion losses and power capacities meeting 
application demands can be used. However, in wartime, 
some useful signal power can be sacrificed enabling to 
install protective modules with high power capacity to 
resist the impact of high radiation field strength. In addi-
tion, the multiplication effect can be achieved using appro-
priate back-door protection design. In particular, protection 
of the power supply network against strong EMPs can be 
enhanced by installing power spike pulse suppressors in 
parallel at the proximal end of the equipment and using 
high-performance shielded cables to supply power. In 
general, as UAVs are typically used to execute tasks in 
complex electromagnetic environment, reliable remote data 
transmission is required. 

Reference [3] and [5] are also the research results of 
our team. Reference [3] proposed a datalink model of UAV 
in different flight states, with the purpose of replacing air 
test with ground test and dynamic test with static test. It is 
by using this model that the equivalent configuration for 
simulating UAV flight status on the ground is realized. 
Reference [5] is the effect analysis of UAV datalink under 
narrow-spectrum high-power microwave. This paper deals 
with the propagation coupling path and corresponding 
protection method of UAV datalink under ultra-wide spec-
trum high-power microwave. Reference [3], [5] and this 
paper are systematic research results. By integrating refer-
ences [3], [5] and this paper, a more complete conclusion 
can be drawn. 
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