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Abstract. The increasing trend in air traffic density will
continue in the near future with the addition of different
aerial vehicles. Before the Mode-S protocol, Mode A and
Mode C were in use; however, the Mode A/C configuration
was only usable in sparsely dense air traffic. One of the
useful features of Mode-S is the ability of probabilistic
interrogation. However, there has not yet been a sophisti-
cated algorithm for many close aircraft. Considering
a futuristic air environment with a swarm of drones and
airbuses equipped with transponders, we utilized the prob-
abilistic interrogation feature of Mode-S and designed
an algorithm. The proposed algorithm is able to collect
close aircraft information in a relatively short time. There
has also been created a high-level Mode-S uplink and
downlink communication simulator in order to exchange all-
call communication and record the algorithm’s perfor-
mance in terms of time and number of interrogations sent.
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1. Introduction

The Mode-S (Selective) civilian communication sys-
tem being used in secondary surveillance radars with
1030 MHz interrogation and 1090 MHz reply frequencies
was first introduced in the 1970s by MIT Lincoln Laboratory
and improved through the 1980s and 1990s. Prior to the
Mode-S protocol, Mode A and Mode C were in use; how-
ever, this configuration was only usable in sparsely dense air
traffic [1]. The reason is that all SSR (secondary surveillance
radar) replies stack in the same frequency band; hence all
aircraft signals being detected in the same antenna beam
overlap with each other, and this phenomenon is known as
garbling in general. When the 1090 MHz band is shared with
both the Mode-S, ADS-B, and Mode A/C systems, there
occurs FRUIT (false replies unsynchronized in time) which
is co-channel interference due to dense environments [2].

Mode A and Mode C give information about interro-
gated aircraft’s squawk code (4 octal digits) and altitude,
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respectively [3]. Besides mentioned traditional SSR abili-
ties, Mode-S provides enhanced surveillance and datalink to
ground control stations to be able to monitor aircraft with
more capability.

Even operations with Mode-S systems cannot avoid
garbling problems in the dense air traffic regions in terms of
traffic since there occur close encounters between different
aircraft within a close range, which is five nautical miles
usual standard for horizontal separation, and around
2000 feet (~0.38 NM) for vertical separation [4]. These
close scenarios can be caused by different sources such as
lack of capacity of the coverage, weather conditions, mili-
tary activities, airline decisions, etc. [5]. Another reason for
having a highly dense air environment with close encounters
is that there is an immense increase in air traffic demand and
the number of aircraft registered. According to an annual re-
port by EUROCONTROL, total flights will increase by
an average of 1.9% per year over the next years, reaching
a total of 11.6 million flights in 2023 [6]. Furthermore, fore-
casted IFR (instrument flight rules) movements per traffic
zone tell that there is an upward trend in all states of the eu-
rozone states in terms of air traffic density through 2024 [7].
Another reason for seeing many more aircraft on the skyline
is that the cost of air traffic management is relatively discon-
nected from the air traffic, and this allows for the introduc-
tion of more registered aircraft [8]. Speaking of registered
aircraft, the EU continues to develop the controlled inclusion
of unmanned aerial vehicles in the air environment with its
U-space project. This project offers UAS (unmanned aircraft
systems) traffic management (UTM) to integrate UAS into
air traffic management (ATM) [9].

There has been numerous research parallel to the in-
creasing number of transponder-equipped drones for the last
decade to provide airspace safety [10—12]. The increase in
registered aircraft, including unmanned aerial vehicles,
forces authorities to revise regulations such as RPAS (re-
motely piloted aircraft systems) [13]. The number of drones
in urban and rural airspaces will also amplify when passen-
ger transportation [14], package delivery [15], agricultural
surveillance and air cargo [16] are taken into account. From
a military standpoint, border monitoring, landmine detec-
tion, logistic security, and military mission delivery require
more drone injection into the airspace [17], [18].
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Therefore, the future of air traffic will be crowded with
UAS inclusion, and this requires new techniques and utilities
in communication systems in order to detect aircraft in the
dense air traffic regions rapidly.

At this stage, in order to reduce the time taken to detect
aircraft in garbled replies, we come up with a probabilistic
interrogation algorithm using already existing Mode-S fea-
tures. In our approach, we use all-call interrogations with
different probabilities in the uplink, and we interrogate with
1,0.5,0.25,0.125, and 0.0625 probabilities according to our
adaptive algorithm. By adaptively interrogating, a ground
station operator can gather ICAO information of aircraft
relatively fast in the dense garbled region from all-call
replies. A different method can be interleaving scheduling
for Mode-S transactions [19]. Inserting additional waiting
times can diminish the heavy load of the dense air traffic in
the all-call interrogation process. However, additional time
and energy trade-offs appear as well.

Before proceeding into the proposed stochastic interro-
gation algorithm for air traffic control radar systems, the
basic structures and fundamental formats of Mode-S sys-
tems are presented in this section.

1.1 Mode-S Interrogations

There are two types of Mode-S interrogations in terms
of data length, short and long interrogations. Uplink interro-
gations operating at 1030 MHz frequency are sent by
a DPSK (differential phase-shift keying) modulation
scheme. A Mode-S interrogation contains a side lob suppres-
sion pulse (P») after the initial P, pulse and additionally a 56
(short) or 112 (long) bit data block. The first two pulses, P;
and P», last 0.8 pus with a 2.0 us interval between them [20].
The uplink Mode-S interrogation pulse sequence can be seen
in Fig. 1.

An aircraft reply to the interrogation is modulated via
pulse position modulation at 1090 MHz frequency, and the
pulse sequence contains an 8 ps long preamble with 56
(short) or 112 (long) pus long data block. A 16-bit long pre-
amble is fixed and always “1010000101000000” [21].

An air traffic control radar beacon system (ATCRBS)
consisting of a rotating antenna and transponders typically
sends an all-call interrogation around its environment. Re-
plies to these all-call interrogations include the aircraft’s
identity and the altitude, as usual. In traditional Mode A/C
protocols, there are two pulses, namely Py and Ps, separated
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Fig. 1. Mode-S uplink pulse sequence [3].

by 8 or 21 ps according to their length. A P4 pulse lasting
1.6 ps is added to distinguish Mode-S all-call interrogations
from Mode A/C ones [22].

1.2 Mode-S Formats

There are many uplink and downlink formats for
Mode-S. The most commons are UF/DF 4, 5, 11, 20, and 21,
as shown in Tab. 1.

UF/DF 20 and 21 contain Comm-B messages other
than the payload, and there are different types of messages
in Comm-B selection. The options can be depicted in Fig. 2.

UF/DF Bits Uplink Downlink
Short air-to-air Short air-to-air
0 56 surveillance surveillance
(ACAS) (ACAS)
56 Altitude Request Altitude Reply
5 56 Identity Request Identity Reply
1 56 Mode-S All-Call | Mode-S All-Call
reply
Long air-to-air Long air-to-air
16 112 surveillance surveillance
(ACAS) (ACAS)
17 112 - Extended Squitter
Extended
18 112 - Squitter/non-
transponder
19 112 ) Military F:xtended
squitter
20 12 Altitude request via Altitude reply via
Comm-A Comm-B
21 12 Identity request via Identity reply via
Comm-A Comm-B
24 112 Comm-C (ELM) Comm-D (ELM)

Tab. 1. UF/DF formats of Mode-S [20].

ELS

BDS-10: Datalink capability
BDS-17: Common usage GICB
capability
BDS-20: Identification
BDS-30: ACAS resolution
advisory

"~ EHS ™
BDS-40: Selected vertical
intention

BDS-50: Track and turn report
BDS-60: Heading and speed

o report J

~

MRAR/MHR
BDS-44: Meteorological routine

air report
BDS-45: Meteorological hazard
— g
services -
Other Services
Other BDS codes
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Fig. 2. Comm-B message types. ELS: Elementary Surveil-
lance, EHS: Enhanced Surveillance, MRAR: Meteoro-
logical Routine Air Report, MHR: Meteorological Haz-
ard Report [20].
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Comm-B messages allow the ground station to gather
specialized information other than position. More common
BDS formats are BDS-10, 17, and 20, as they correspond to
elementary surveillance. The availability and number of re-
ceived Comm-B messages depend heavily on the density of
air traffic and the rate of interrogations [23].

1.3 Selectivity and Garbling

Mode-S transponders have 255 different 56-bit data
storage caches, which are called BDS (Comm-B data selec-
tor) registers. BDS registers content is updated periodically
by a flight management system. Mode-S interrogators have
two main tasks, one being to detect the replying aircraft and
another being to extract more information from a detected
aircraft [24], [25]. Using a unique ICAO (24-bit aircraft ad-
dress) and getting all necessary information from the mini-
mum number of replies reduce the interrogation density per
aircraft. When the ground station is able to detect an aircraft
with at most two interrogations, this results in avoiding
Mode A/C overlaps, and hence selective interrogations
could be further enabled.

Every region has a lockout map in an SSR Mode-S net-
work. Lockout command is given by a ground station to a se-
lected aircraft. The selected aircraft stops responding to
other calls when it is in a lockout state [26]. The lockout map
determines the area where the ground station locked up
an aircraft. Generating a lockout map and managing these
maps with multiple cities are challenging tasks since the
number of locked-up aircraft is constantly changing [27], [28].

All-call interrogations are used for the initial commu-
nication when an aircraft enters the radar coverage. All-call
interrogation signals don’t have a specific destination; hence
all non-locked-up aircraft have to respond to this call.
A ground station periodically radiates all call interrogations
with a maximum rate of 250 Hz [29]. After receiving a reply
from an aircraft, the ground station extracts the specific air-
craft’s rough position and ICAO address. The next step is to
follow the aircraft and interrogate it with “roll call.” Roll-
call interrogations are aircraft-specific interrogations once it
is in a lockout state. This methodology helps ground stations
to prevent unnecessary all-calls and reduce garbling effects.

The proposed Mode-S interrogation algorithm comes
in handy at this stage since collecting all the all-call replies
from aircraft in the dense region is an issue due to interro-
gating with a hundred percent probability.

2. Stochastic Interrogation Algorithm

The algorithm always works better in the dense air traf-
fic regions than the current Mode-S radar uplink interroga-
tion scheme, as the perception is that aircraft will not be
closer than some limited distances. If any close encounter
happens, then this situation will be short, and garbling ef-
fects will be temporary. However, the consideration in the
developed algorithm is that the air traffic density will in-
crease in the future, and there could be close encounters in

the air with the addition of different aerial vehicles such as
application-specific drones, airbuses, etc. By this logic, the
current mechanism cannot deal with highly dense air envi-
ronments as the number of aircraft increases. One possible
solution to this futuristic dense air traffic problem in civilian
aviation is to interrogate with constant probabilities such as
0.5, 0.25, 0.125, and 0.0625 as Mode-Selective uplink com-
munication allows [21]. In this approach, constantly interro-
gating with 0.5 uplink requests would require too many in-
terrogations while trying to detect all aircraft if the number
of aircraft is too many. On the other hand, interrogating with
0.0625 is inefficient if there are not many aircraft in the tar-
get region. However, in dense environments, after detecting
a number of aircraft by interrogating with a lower probabil-
ity, we can fasten the detection process by increasing the
probability contained in the interrogation. When we are get-
ting a lot of garbling, we can decrease the probability of in-
tercept. We propose an algorithm with these adaptive
changes in such situations that will work much more effi-
ciently than the static interrogation method. In our proposed
method, we can estimate the density, low or high, of the re-
maining aircraft by their overall responses for one or more,
depending on the control length and interrogations. For in-
stance, if we are interrogating with 0.0625 and getting no
replies, we should interrogate with a higher probability. In
this algorithm, we are also using the feature of Mode-S;
when aircraft is locked-out, it will not reply to interrogations
until a particular time passes. Furthermore, our proposed al-
gorithm will decrease the need for operator intervention.

The stochastic interrogation working principle is like
this when the probability of intercept contained in the
interrogation is p.

An aircraft replies with probability p.

An aircraft does not reply with probability 1 — p.

Theoretical calculations of static interrogations to
detect all aircraft in the dense region can be seen by using
binomial distributions with the below definitions:
Poetection = Probability of only 1 aircraft replying,
Proresponse = Probability of getting zero responses,
Pcarsring = Probability of collision due to multiple replies,

N-1
Foerecrion :(I_P) PN, (D
N
Fioresponse = (1 - [9) > (2)
F GARBLING — 1-A DETECTION - NO-RESPONSE ° (3 )

Foarsine :1_(1_p)N_1 [pN+(l—p)] (4)

Here, N is the number of aircraft in the dense region. The
number of all-call interrogations with a static p probability
of collecting all all-call replies from aircraft in the dense area
becomes MperecTion (P).

1- 1
M precrtion (P) = (pj ZN

v O
p “(1-p) -k
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As can be seen, the total number of interrogations
steeply increases as N grows very large. When N is small,
the minimum number of required interrogations is best with
0.5 static probability. Considering both small and large N
cases, there needs to be an adaptive approach to utilize the
best performances of all static probabilities from 0.5 to
0.0625. Therefore, an adaptive algorithm is required to solve
this futuristic dense air traffic interrogation issue with no
hardware change. Here, the pseudocode of the developed al-
gorithm can be seen below.

Algorithm: Adaptive Probabilistic Interrogation

start procedure

Step 1 Interrogate with P =1

1 if number_of aircraft replied == 0 then

2 return

3 elseif number of aircraft replied == 1 then
4 repeat Step 1

5 else if number of aircraft replied > 1 then
6 go Step 2

7  end-if

Step 2 Interrogate with P=1/2

8  if (number of aircraft replied == 0 or
number_of aircraft replied == 1) then

9 go Step 1

10 else if number of aircraft replied > 1 then

11 go Step 3

12 end-if

Step 3 Interrogate with P = 1/4

13 if number_of aircraft replied == 0 then

14 go Step 2

15 else if number of aircraft replied == 1 then

16 repeat Step 3

17 else if number of aircraft replied > 1 then

18 go Step 4

19  end-if

Step 4 Interrogate with P = 1/8

20 if number of aircraft replied == 0 then

21 go Step 3

22 else if number of aircraft replied == 1 then
23 repeat Step 4

24 else if number of aircraft replied > 1 then
25 go Step 5

26  end-if

Step 5 Interrogate with P = 1/16

27 if number of aircraft replied == 0 then

28 go Step 4

29 else if (number of aircraft replied ==1 or
number_of aircraft replied > 1) then

30 repeat Step 5

31  end-if

end procedure

In the above pseudocode, the control length is 1. This
means that when there is no reply for only one interrogation,
we increase the probability of interrogation (POI), or when
garbling happens, we decrease the POI. When control length
is n, after n consecutive interrogations with no reply, we in-
crease the POI. For probabilities 1 and 0.0625, some excep-
tions exist. Also, for probability 0.5, when detection occurs,
we increase the POI again. Typically, for detection cases,
there is no probability change.

2.1 Performance of the Algorithm

The algorithm runs with three different parameters for
each Mode-S SSR specifications, namely pulse repetition

Parameter Selected Values
PRF (Hz) [150, 225, 300]
RPM (1/min) [6, 10, 15]
Beam-width (degree) [1.2,1.8,2.4]

Tab. 2. Basic Mode-S SSR specifications that are used in
simulations.

frequency, RPM, and beam-width. The selected parameters
are given in Tab. 2. These parameters are selected according
to the most common values used in industrial airport radar
antennas [30].

Monte Carlo simulation with 1000 iterations is run for
each number of aircraft ranging from 2 to 20; therefore, a to-
tal of 3 x 3 x3 x19=513 combinations is investigated in
the results. Both our adaptive probabilistic interrogation al-
gorithm and theoretical static interrogations are simulated to
compare the performance in terms of time spent detecting all
aircraft in the dense air environment. The time spent collect-
ing all ICAO addresses during all-call interrogations and the
mean number of interrogations to receive aircraft replies one
by one without garbling are the most important metrics to
consider.

Using the proposed algorithm and static interrogations
in Monte Carlo simulation in order to compare the perfor-
mance of these approaches in terms of the number of all-call
interrogations, the results can be seen in Fig. 3.

The graph is divided into three different parts accord-
ing to the density of the aircraft in the target area. Interrogat-
ing with static 0.5 probability all-calls gives the best perfor-
mance in the less dense blue part since the garbling effects
are diminished due to few numbers of aircraft. Using low
probabilities such as 0.125 or 0.0625 to detect a few aircraft
in the blue part happens to be an inefficient method. Interro-
gating with static 0.25 probability gives the best result in the
dense, orange part. However, interrogation with static 0.125
or 0.0625 comes on top in the densest, green part in terms of
performance since the number of aircraft is too many and
garbling effects are immense in low probabilistic all-calls.
Considering all the static interrogation approaches, they all
tend to give good performances within defined colored parts.

Captured Aircraft with All-Call Interrogations
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Fig. 3. Overall performance of adaptive algorithm vs static
interrogations.
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However, the proposed algorithm provides the best results
when there are more than 10 aircraft in the dense environ-
ment, and moreover, it comes second best when there are
few aircraft.

2.2 Effects of Basic Radar Specifications on
Performance

Simulation results of adaptive interrogation algorithm
in terms of different RPM, PRF, and BW parameters are
shown in Fig. 4, 5, 6.

In all three figures, the time spent to detect all aircraft
in the dense garbled region increases as the number of air-
craft increases. Here, the performance metric is the time ra-
ther than the number of interrogations, and the time spent
per pulse, 7, and total time spent for complete interrogation,
T.i are calculated as follows:

1

T =—- (6)
" PRF

T, = Number of completed interrogations xT,. (7)
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Fig. 6. Effect of RPM on performance.

As observed in Monte Carlo simulations with 500 iter-
ations, the number of interrogations to detect all aircraft is
not affected by parameter changes. For this reason, since the
increase in PRF will shorten the time taken for interrogation,
the total time spent will also decrease. The situation is simi-
lar in the beam-width case: As the increase in beam-width
will increase the number of interrogations per aircraft in one
tour, the number of tours taken will be shortened, which will
shorten the total elapsed time. The RPM indicates how many
seconds it takes to complete a lap. For this reason, PRF is
divided by RPS (round per second) to find the total number
of pulses sent in each round. To find the number of pulses in
each beam, the total number of pulses in one round is divided
by the total number of beams. Although the increase in RPM
causes the antenna to rotate faster, we cannot say that there
is a dominant correlation between the total interrogation
time and RPM since it reduces the number of pulses in
a beam.

For selected parameters, the total time spent is shown
in Fig. 7. The proposed algorithm performs the best after the
number of aircraft exceeds 10. It is observed that it gives
very close to the best results in other places.
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The performance of the algorithm and static methods
with selected parameters, i.e., PRF: 150 Hz, BW:
2.4 degrees, and RPM: 6 min™'.
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2.3 Limited Lockout

The lockout condition is that when an aircraft replies to
an all-call message, the ground station locks up that aircraft
in order to interrogate with roll-call messages, and this lock-
out duration takes approximately 18 seconds [29], [31]. Dur-
ing this lockout duration, we do not interrogate the detected
aircraft once again with all-call uplink requests; therefore,
we deduce that we found an aircraft in the dense air traffic
region, and we shall not interrogate it with all-call messages.
Once the eighteen-second lockout duration ends, we interro-
gate that specific aircraft again if it reenters the radar cover-
age area. By doing this, we take into account re-entries to the
radar coverage in the vicinity of sections where two different
ground stations intersect with each other’s coverages.

In Fig. 8, the performances are given in terms of total
time spent using selected parameters. Our adaptive algo-
rithm also works as the second best most of the time in dif-
ferent density regions. Nevertheless, our adaptive algorithm
comes on top regardless since the information about the
number of aircraft in the region is not required, and this is
handy for the operator in the ground station. An additional
improvement can be made by taking care of entering and ex-
iting time instances of an aircraft in the dense region rather
than just interrogation probability switching.

In addition to the lockout condition, there is also a lock-
out override scenario in which the interrogator forces a tran-
sponder to reply to all all-calls. Stochastic interrogation
needs to be used to avoid garbling in lockout override oper-
ations. This method is called stochastic lockout override ac-
quisition (SLO) and is used when radar coverage clusters of
different ground stations with the same ICs (interrogator
code) overlap with each other [32]. While implementing
SLO, the ground station (GS) uses the different probability
of reply (PR) fields to avoid RF pollution since GS will re-
ceive an immense amount of replies due to overriding. The
PR field is 4 bits in the uplink scheme, and it can take num-
bers from 8 to 12 in binary [33].

Time Spent with Selected Parameters for Limited Lockout Case
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Fig. 8. The performance of the algorithm and static methods
with selected parameters for limited lockout case, i.e.,
PRF: 150 Hz, BW: 2.4 degrees, and RPM: 6 min™'.

3. Conclusion and Discussion

The time spent or the number of interrogations sent
while gathering ICAO addresses of all aircraft in the dense
region varies for the different number of aircraft. The statis-
tical performance results of the 0.5, 0.25, 0.125, and 0.0625
probability strategies, including the proposed algorithm, in
terms of the number of all-call interrogations, can be seen in
Tab. 3.

For regions 1 (2—4 aircraft) and 2 (5-10 aircraft), the
proposed algorithm gets better as the number of aircraft in-
creases in the region, and for region 3 (11-20 aircraft), the
proposed algorithm clearly outperforms other static ap-
proaches. These results show that the proposed algorithm
can be quite useful when considering future needs and ATM
(air traffic management) or UTM (UAS traffic management)
control strategies. Such air traffic control strategies are re-
quired as the air traffic environment becomes denser year
after year. As some UAV:s start to use Mode-S communica-
tion protocols as well, e.g., ads-95 ranger drones of the Swiss
Airforce, and the need for ICAO registration of this type of
vehicle increases as they enter airspaces [34]. Therefore, the
increase in air traffic reveals the importance of probabilistic
interrogations in Mode-S protocol. In this paper, the theoret-
ical and computational results of probabilistic interrogations
are obtained. At the same time, an algorithm is proposed that
both reduces the operator requirement and works well with-
out many static interrogations. The proposed algorithm
works adaptively according to the density of the aircraft.
This adaptive operating principle will facilitate the adapta-
tion to future dense air traffic environments and reduce the
detection time of the aircraft in air control and monitoring
applications.

N“':fber 0.5 0.25 0.025 | 0.0625 | oL
aircraft method | method | method | method

2 4.00 6.67 12.6 24.5 4.7
3 6.67 9.03 16.0 30.6 8.3
4 10.7 114 19.0 354 11.6
5 17.1 13.9 218 39.6 14.9
6 277 16.7 243 432 18.0
7 46.0 20.0 26.9 46.6 212
8 78.0 237 294 49.8 24.3
9 135.0 28.1 32.0 52.8 276
10 237.3 33.5 347 55.6 30.6
11 4235 40.0 374 58.4 33.7
12 764.8 4738 403 61.1 37.0
13 1395 57.5 434 63.8 40.0
14 2565 69.6 46.7 66.4 43.0
15 4749 84.5 50.1 69.0 46.2
16 8845 103.2 53.8 71.7 494
17 [ 16556 126.7 57.8 743 52.7
18 [ 31119 156.2 62.1 77.0 55.6
19| 58714 193.6 66.8 79.7 59.0
20 | 111140 240.9 71.8 82.4 62.1

Tab. 3. Number of interrogations to detect aircraft for the
constant 0.5, 0.25, 0.125, and 0.0625 probability
methods and the proposed algorithm.
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