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Abstract. Symbiotic Radio Networks (SRNs) have emerged
as an important communication protocol to solve the in-
creasing energy demand and spectrum resource shortage.
However, the low bit rates of the devices working in SRNs
during backscatter communication, where the surrounding
radio frequency resources are used by subsystems different
from the main system, make SRNs very vulnerable to external
attacks such as eavesdropping and jamming. To solve this
problem, the Physical Layer Security (PLS) for SRNs with
Signal Emitter (SE), user, jammer, receiver and eavesdrop-
per (ED) is analyzed. While the SE conveys its information to
the receiver, the user assists the SE in part of the time period
and transmits its information to the receiver in the other part.
While ED is overhearing SE and user’s information over the
wiretap channel, the jammer is trying to prevent ED with the
signal it emits. This model, in which the secrecy rate is max-
imized over time parameters, is the first approach in which
PLS analysis is carried out in the presence of a cooperative
jammer when the perfect/imperfect Successive Interference
Cancellation (SIC) technique is used at the receiver. Numer-
ical results show that the existence of a symbiotic relationship
between the user and the SE increases the secrecy rate of the
system compared to the non-symbiotic situation. Moreover,
adopting the perfect SIC technique at the receiver without en-
ergy constraint at the user resulted in a significant increase
in PLS performance compared to the imperfect SIC under
energy constraint.
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1. Introduction
Sixth generation (6G) is a technology that has the poten-

tial to improve the quality of life by designing communication
network structures that are secure and enable communication
anywhere in the world [1]. Approaches in the literature on
6G systems aim to realize communication protocols where

a large number of devices can transfer data with each other
at high data rate and with low latency [2], [3]. The Inter-
net of Things (IoT), which directs this development with 6G
technology and is highly emphasized by researchers, has in-
creased the need for energy and spectrum resources with the
increase in service demands in the network [4]. It is inevitable
that the devices, which are expected to reach 125 billion by
2030, will consume high power with active data transmission.
In addition, it is very difficult to allocate spectrum resources
to these devices to transmit signals [5].

SRNs have emerged as an important paradigm for de-
vices to use the available spectrum by designing communi-
cation protocols based on efficient resource sharing and time
allocation scheme, supporting massive IoT connections that
will solve the mentioned problems [6]. The aim of SRNs,
where users in the communication network share resources
in a mutual symbiotic relationship, is to ensure that both
the main user and other users using the signal source of the
main user reach their target in their own communication pro-
tocol. In order to solve the spectrum limitation problem,
in some models put forward in IoT networks, the system is
considered as a cognitive radio network, and in addition to
the primary receiver of the base station (primary transmit-
ter), secondary receiver of the user (secondary transmitter)
is included in the system [7], [8]. This situation increases
the system cost. Moreover, in this type of cognitive radio
model, the performance of the system is highly dependent on
the primary channel parameters (such as idle period), while
in SRN, the control of system variables can be adjusted by
the user [9], [10].

One of the most emphasized topics within the scope of
6G technology, which allows SRN devices to transmit infor-
mation to the receiver with low power and without the need for
an external energy source, is the backscatter communication
and energy harvesting technique [3]. Backscatter devices in
SRNs, which do not have a high-power radio frequency signal
generator, backscatter the incoming signal to the receiver by
taking advantage of the impedance mismatch. In this method,
where simple modulation techniques are used, passive com-
munication is achieved with low energy. The fact that the
backscattering device only transmits information passively
does not meet the goals set within the scope of 6G. Therefore,
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the energy harvesting technique using surrounding signals,
which will enable the user to perform active data transmis-
sion as well as backscatter communication without requiring
an external energy source, is highly preferred in SRNs.

The use of surrounding radio frequency resources by
subsystems different from the main system and the low bit
rates of the devices during backscatter communication make
SRNs very vulnerable to attacks such as unwanted signals
from the outside, eavesdropping and jamming [11]. This
creates a security problem in SRNs and damages the sym-
biotic relationship between the base station and the user.
Cryptography-based authentication and encryption methods
used to ensure information security in traditional active ra-
dio communications have high computational complexity.
Such methods with high energy consumption are not partic-
ularly suitable for SRNs where low-power secure commu-
nication is targeted [12]. To overcome the problem, PLS
has been proposed [13], [14]. PLS is used as an alternative
to traditional cryptography methods in this type of wireless
communication [15].

The main purpose of PLS is to maximize the secrecy
rate, which is defined as the difference of the total number
of bits sent to the receiver over the main channel and the
number of bits reaching the ED via the wiretap channel [16].
In SRNs, if the propagation capacity of the main channel
consisting of base station-receiver and user-receiver exceeds
that of the wiretap channel, the confidential information to
be transmitted to the receiver can be perfectly delivered to
the receiver at a bit rate other than zero. Thus, ED cannot
overhear any information intended to be transmitted to the
receiver and system security is ensured. In most of the ap-
proaches in the literature regarding PLS, users are considered
to have a single antenna. Although multiple antenna tech-
nology is used to increase the secrecy rate in next-generation
communication systems, the existence of small-sized devices
with low power and low complexity in SRNs makes the use
of a single antenna more common [17–19]. In [20] where
PLS is analyzed, the jammer in the network prevents ED from
accessing confidential information by reducing its Signal-to-
Noise Ratio (SNR) value. In the considered system, the user
only actively transmits data. Additionally, two different re-
ceivers are allocated to the system. In [21], physical layer
security due to the structural design of the user was exam-
ined for the wirelessly powered ambient backscatter commu-
nication system. In the system where a non-linear energy
harvesting technique is used, PLS performance and secrecy
outage probability are derived and performance analysis is
tested. In another article, capacity analysis has been derived
under the sensitivity constraint, which is based on the circuit
sensitivity in the user infrastructure for SRN [22]. It has
been discussed in the literature that collaborative approaches
in which Jammer reduces the SNR value of ED together
with the users in the network, and it is accepted that the re-
ceiver uses the perfect SIC method to obtain the information
again [23], [24]. The authors, who introduced a Utility-Based
model in symbiotic radio-supported Internet of Things Net-

works, analyzed the system regarding resource sharing [25].
In [26], an SRN model consisting of base station, user, re-
ceiver and ED device was designed. Perfect SIC was used in
the study where the secrecy rate value was tried to be found
by optimizing the user’s reflection coefficient and the sys-
tem’s power allocation factor. In another study, the authors
proposed a symbiotic network with multiple users and used
a time allocation scheme to improve energy efficiency in the
network [27]. For next generation communication systems
where there are multiple users, the Non-Orthogonal Mul-
tiple Access (NOMA) technique allows efficient use of the
frequency spectrum in scenarios where data transmission is
made simultaneously [7]. In [28], the authors maximize the
secrecy sum rate under the constraint of total transmission
power and quality of service in a Multiple-Input Multiple-
Output (MIMO) system. The original non-convex problem
using the NOMA technique was transformed into concave
sub-problems using the first-order Taylor approach. NOMA
has been shown to perform better compared to some bench-
marks. In [29], the authors test the physical layer security of
primary and secondary users in the cognitive radio network
using the NOMA technique in the presence of an external
passive eavesdropper. To improve the secrecy outage proba-
bility performance, target nodes operate in full-duplex mode
and generate signals towards the eavesdropper. Performance
analysis for jamming-assisted and non-jamming-assisted sce-
narios is given in comparative numerical analyses.

In this article, PLS is examined for an SRN with the
SE, user, jammer, receiver and ED. The proposed model is
the first approach in which PLS analysis is performed using
the perfect/imperfect SIC technique in SRN, in the presence
of a hybrid user capable of backscatter communication and
a cooperative jammer, by taking advantage of the existing
radio frequency signal. The user helps the SE to transmit
information towards the receiver for a period of time 𝛼1. The
signals sent from the user and the SE reach the receiver si-
multaneously using the NOMA technique. During 𝛼2, the
SE interrupts signal transmission and the user sends its own
information to the receiver using traditional communication
techniques. It is assumed that the SIC technique is used at the
receiver. In the model where the secrecy rate is maximized,
unlike [23] and [24], system performance is analyzed for two
scenarios under perfect/imperfect SIC and energy constraint.
While the system in [29] is designed as a cognitive radio
network and PLS analysis is performed, the system proposed
in this article is modeled as an SRN and one receiver is used.
The SE is not a radio frequency source specifically allocated
to the SRN, but can be considered as a TV tower or FM base
station with high signal transmission power broadcasting in
the environment. While there is no jammer in [21], our model
has a cooperative jammer. Moreover, the jammer is consid-
ered as an energy source for the user, unlike [28] and [29],
in addition to its task of reducing the SNR value of ED. The
first scenario is the model where the perfect SIC technique
is used at the receiver. Unlike [20, 21, 28, 29], the user can
perform both backscattering and traditional communication.
Like [21], in the first scenario, there is no energy limitation
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for the system. The second scenario is a model where the
imperfect SIC technique is used at the receiver and the energy
constraint for the user is taken into account as in [20]. Al-
though the energy constraint makes the problem considered
more complex, it makes the proposed system more practical.
Both scenarios are considered comparatively under certain
constraints, and the secrecy rate is maximized in the pro-
posed dynamic time allocation scheme. Numerical results
show that having a symbiotic relationship between the user
and the SE increases the secrecy rate of the system compared
to the non-symbiotic situation. The adoption of the perfect
SIC technique at the receiver without energy constraint at
the user results in a significant increase in PLS performance
compared to the imperfect SIC under energy constraint. In
addition, the perfect SIC technique is generally adopted in
system models where PLS analysis is performed. In this sys-
tem model, the performance difference that occurs when the
imperfect SIC technique is used at the receiver is given com-
paratively in the simulation results. The main contributions
of this article are summarized as follows:

1. In order to solve the problem of SRNs being vulnerable
to external attacks such as eavesdropping and jamming,
a system model with SE that propagates radio frequency
signals to the environment has been proposed and PLS
has been analyzed.

2. This system model, in which the secrecy rate is maxi-
mized over the time parameters, is the first approach
in which PLS analysis for SRNs is performed in
the presence of a cooperative jammer using the per-
fect/imperfect SIC technique at the receiver.

3. Since cryptography-based authentication and encryp-
tion methods used to ensure information security in
traditional active radio communication have high com-
putational complexity, the approach implemented in the
proposed system can be used as an alternative to tradi-
tional cryptography methods in next generation wireless
communication.

4. Unlike the cognitive radio network models in [7]
and [20], where there are two receivers and the user’s
performance is highly dependent on the primary chan-
nel parameters (such as idle time), this model proposed
as SRN has a single receiver and the control of system
variables can be adjusted by the user.

5. The existence of a symbiotic relationship between the
user and the SE increases the secrecy rate of the sys-
tem compared to the non-symbiotic case. This means
that the system achieves a higher bit rate compared
to [30] and [31], which only adopted the wireless pow-
ered communication model. Moreover, it is an impor-
tant contribution to the literature that the adoption of
perfect SIC technique in the receiver without energy
constraint in the user causes a significant increase in
PLS performance compared to imperfect SIC under en-
ergy constraint.

The remaining sections of this article are presented as
follows: In Sec. 2, the system model is examined, and the
proposed dynamic time allocation scheme is given. In Sec. 3,
the system model is analyzed in two different scenarios and
transformed into an optimization problem. In Sec. 4, sim-
ulation results are obtained and the results are interpreted.
Finally, conclusions and future work are presented in Sec. 5.

2. System Model
The system model and dynamic time allocation scheme

are shown in Figs. 1 and 2, respectively. In this model, the SE
transmits the information to its receiver in 𝛼1 time. The user
helps the SE to transmit the information of the signal emitter
to the receiver during 𝛼1. The user, which acts as a relay
for the 𝛼1, also harvests energy from the SE and charges
its battery with wireless energy. The SE, which reaches the
minimum number of bits it must transmit to the receiver,
remains inactive for the second period of the time scheme,
𝛼2. The user operates the energy collected during 𝛼1 for 𝛼2
by evaluating the time when the SE is inactive. The user,
which transmits its information to the receiver at high signal
transmission power through traditional communication dur-
ing the 𝛼2 period, does not create any interference between
the SE and the receiver. The ED in the system model works
continuously for full period in the dynamic time allocation
scheme and overhears to the information of both the user
and the SE. The jammer in the system prevents the ED from
receiving information by reducing the SNR value in the ED
with the signal it sends. The jammer signal is also used by
the user to harvest energy. System channels consist of the
wiretap channel (between SE-ED and user-ED), the energy
harvesting channel (between user-jammer), and the jamming
channel (between jammer-ED). The total signal received by
ED is given as follows:

𝑦𝐸 = 𝑦S𝑔S-E + 𝑦u𝑔U-E + 𝑦j𝑔j-E + 𝑤 (1)

where the signal sent by the SE is 𝑦S and the signal sent by
the jammer is 𝑦j. In 𝑦S =

√
𝑃S𝑆S (𝑡), 𝑦j =

√︁
𝑃j𝑆j (𝑡), the in-

formation sent by the SE is 𝑆S (𝑡) and the signal transmission
power is

√
𝑃S, the information sent by the jammer is 𝑆j (𝑡)

and the signal transmission power is
√︁
𝑃j. The signal trans-

mission power of SE and jammer are given in the following
equations, respectively:

𝐸
[
|𝑦S (𝑡) |2

]
= 𝑃S,

𝐸

[��𝑦j (𝑡)
��2] = 𝑃j.

(2)

The channel gain is named as between SE and ED, between
user and ED, between jammer and ED as 𝑔S-E, 𝑔U-E, 𝑔j-E,
respectively. 𝑤(𝑡) is a additive white gaussion noise with
zero mean and variance 𝜎2

𝐸
. The signal transmitted by the

user can be evaluated for two different situations:
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Signal Emitter (SE)

User 

Eavesdropper (ED)

Jammer

Traditional-bit transmission / backscattering signal

Information transmitting

Fig. 1. The system model.

T period
 1 2

In period  1 , the signal emitter (SE) transmits information to the 

receiver. The user aids the SE in terms of the number of bits 

reaching the receiver in a symbiotic relationship by backscattering 

the signal emitter's information to the receiver and it harvests 

energy from SE.

 1  +  2

In the symbiotic radio network, after the number of bits that need to 

be transmitted to the receiver is met in period  1 , the SE becomes 

inactive for period  2 . Using the harvested energy, the user sends 

the information to the receiver via conventional communication.

A normalized full period (T period) in dynamic time allocation.

The jammer sends a signal to the ED during the entire period.

Fig. 2. Dynamic time allocation scheme.

𝑦u =

{√
𝑃S 𝜖𝑆S (𝑡) 𝑔S-U 𝑥u, backscatter signal√

𝑃a 𝑥u, bit transmission (3)

where 𝑥u is user’s signal. While the SE and the user trans-
mit information to the receiver, the jammer simultaneously
sends its signal to the ED. The user harvests energy from
the jammer’s signal for time 𝑇 . Therefore, while the jammer
is an energy source for the user, it also functions to disrupt
the signal obtained by the ED. Power reflection coefficient

𝜖 ∈ (0, 1] is a term that determines how much of the sig-
nal coming from the SE will be backscattered and how much
will go to the energy harvesting circuit. 𝑃a is the signal trans-
mission power of the user during information transmission
via conventional communication in period 𝛼2. It is assumed
that the user and the SE know the jammer signal very well
and in this cooperative structure the jammer only interferes
with ED [20].

3. Problem Formulation
Two different scenarios are considered in the system

model. In the first scenario, it is assumed that there is no en-
ergy constraint for the user, considering that there is perfect
SIC at the receiver. In the second scenario, it is assumed that
the user is operating under energy constraint, considering
that there is a imperfect SIC at the receiver. The secrecy rate
is formulated for both cases.

3.1 Scenario 1: Under Perfect SIC and
No-Energy Constraint

The upper bound of shannon channel capacity for the
receiver is given by the following equation:

𝑅𝑎 = 𝛼1 log2

(
1 + 𝑃S |𝑔S-R |2

𝜎2
R

)
+

𝛼1 log2

(
1 + 𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎

𝜎2
R

)
+

𝛼2 log2

(
1 + 𝑃a |𝑔U-R |2

𝜎2
R

)
(4)

where 𝑎 ∈ (0, 1] is the performance gap reflecting the real
modulation, 𝑔S-R is the channel gain between the SE and the
receiver, 𝑔S-U is the channel gain between the SE and the user,
𝑔U-R is the channel gain between the user and the receiver.
The noise power at the receiver is considered as 𝜎2

R. Since
only the user is active during 𝛼2, there is no interference at the
receiver. However, the SE and the user transmit signals si-
multaneously during𝛼1 and interference is taken into account
at the receiver. In the NOMA technique, we assumed that
there is an 𝑔S-R > (𝑔S-U 𝑔U-R) relationship between channel
gains to guarantee system performance [32]. In the proposed
system, there are only two terminals transmitting at the same
time, and the SE and the user transmit signals at different
power levels. While the SE is a base station that continues
its current broadcast in the environment, the signal reaching
the receiver from the user has been experienced to channel
attenuation twice and its portion multiplied by 𝜖 reaches the
receiver and 𝑃S |𝑔S-R |2 > 𝑃S 𝜖 |𝑔S-U𝑔U-R |2𝑎.

In the 𝑅𝑎, let’s define the number of bits transmitted
to the receiver in time 𝛼1 as 𝑅

(1)
𝑎 , and the number of bits

transmitted to the receiver in time 𝛼2 as 𝑅 (2)
𝑎 .
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𝑅
(1)
𝑎 = 𝛼1 log2

(
1 + 𝑃S |𝑔S-R |2

𝜎2
R

)
+

𝛼1 log2

(
1 + 𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎

𝜎2
R

)
, (5)

𝑅
(2)
𝑎 = 𝛼2 log2

(
1 + 𝑃a |𝑔U-R |2

𝜎2
R

)
, (6)

𝐸a = 𝑃S (1 − 𝜖) 𝛼1 + 𝑃j (𝛼1 + 𝛼2) ,

𝑃a =
𝐸a
𝛼2

.
(7)

While the SE transmits its own information to the receiver in
time 𝛼1, the user assists the SE by transmitting the SE’s infor-
mation to the receiver via backscatter communication. 𝑅

(2)
𝑎

is the number of bits that the user transmits to the receiver
in 𝛼2 time with the signal transmission power 𝑃a, using the
harvested energy. While 𝜖 portion of the signal coming from
SE to the user is used for backscatter communication, (1− 𝜖)
portion is used for energy harvesting. Therefore, there is
a (1− 𝜖) term in the expression for harvested energy 𝐸a. The
user also harvests energy using the jammer’s signal. This
energy is then used to transmit information through tradi-
tional communication for time 𝛼2. Since the energy required
for backscatter communication is very low, it is neglected in
the equations [2]. The upper bound of shannon channel ca-
pacity formula for wiretap channel is given by the following
equation:

𝑅𝐸 = 𝛼2 log2

(
1 + 𝑃a |𝑔U-E |2

𝜎2
𝐸
+ 𝑃j

��𝑔j-E
��2

)
+

𝛼1 log2

(
1 + 𝑃S |𝑔S-E |2 + 𝑃S 𝜖 |𝑔U-E 𝑔S-U |2

𝜎2
𝐸
+ 𝑃j

��𝑔j-E
��2

)
. (8)

In (8), there are two signals at time 𝛼1. The reason why the
channel capacity is written as given in the equation is that the
signal from the SE and the signal from the user can be coher-
ently combined at the ED using Maximal Ratio Combining
(MRC) [33]. Secrecy rate is defined as follows:

𝑅sec = (𝑅𝑎 − 𝑅𝐸)+ , where (𝑥)+ = max (𝑥, 0) , (9)

max
𝛼1 ,𝛼2

𝑅sec → s.t.


𝑅
(1)
𝑎 ≥ 𝑅+

1 ,

𝑅
(2)
𝑎 ≥ 𝑅+

2 ,∑2
𝑖=1 𝛼𝑖 ≤ 1,
𝛼𝑖 ≥ 0.

(10)

In (10), the objective function 𝑅sec is maximized over the 𝛼1
and 𝛼2. 𝑅+

1 and 𝑅+
2 are the minimum number of bits that

must be transmitted to the receiver per bandwidth at time
𝛼1, 𝛼2 respectively. 𝑅

(1)
𝑎 ≥ 𝑅+

1 guarantees the number of
bits that the SE in the SRNs must transmit to the receiver
in a period. 𝑅

(2)
𝑎 ≥ 𝑅+

2 guarantees the minimum number of
bits that the user must send via traditional communication

method for Quality of Service (QoS). Constraint
∑2

𝑖=1 𝛼𝑖 ≤ 1
indicates that in the dynamic time allocation scheme, the sum
of the time parameters can be at most 𝑇 = 1 second in the
normalized time period. Constraint 𝛼𝑖 ≥ 0 indicates that
time parameters cannot be negative. When the 𝑅

(1)
𝑎 ≥ 𝑅+

1
constraint is examined, the value range of variable 𝛼1 can be
found as follows:

𝑧1 = 1 + 𝑃S |𝑔S-R |2

𝜎2
R

, 𝑧2 = 1 + 𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎
𝜎2

R
, (11)

such that 𝑧1 and 𝑧2 are positive constants,

𝛼1 ≥
𝑅+

1
log2 (𝑧1𝑧2)

. (12)

Since the value range of 𝛼1 is 0 ≤ 𝛼1 ≤ 1, the following
inequality is written:

𝑅+
1

log2 (𝑧1𝑧2)
≤ 𝛼1 ≤ 1. (13)

When the 𝑅
(2)
𝑎 ≥ 𝑅+

2 constraint is examined, the value range
of variable 𝛼2 can be found as follows:

𝑧3 = 1 + 𝑃a |𝑔U-R |2

𝜎2
R

(14)

where 𝑧3 is positive constant,

𝑅+
2

log2 (𝑧3)
≤ 𝛼2 ≤ 1. (15)

3.2 Scenario 2: Under Imperfect SIC and
Energy Constraint

The number of bits transmitted per bandwidth of the
signal transmitted from the SE and the user to the receiver at
time 𝛼1 is given below:

𝑅𝑎 = 𝛼1 log2

(
1 + 𝑃S |𝑔S-R |2

𝜎2
R + [𝑃S 𝜖 |𝑔U-R𝑔S-U |2 𝑎𝑘𝑖]

)
+

𝛼1 log2

(
1 + 𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎

𝜎2
R + 𝑃S |𝑔S-R |2 𝑘𝑖

)
+

𝛼2 log2

(
1 + 𝑃a |𝑔U-R |2

𝜎2
R

)
. (16)

In this scenario, 𝑅
(1)
𝑎 and 𝑅

(2)
𝑎 are defined as mentioned

before. We denote the coefficient of imperfect SIC at the
receiver by 𝑘𝑖 ∈ [0, 1]:{

𝑘𝑖 = 0, perfect SIC,
𝑘𝑖 = 1, no SIC. (17)
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Secrecy rate is defined as follows:

𝑅sec = (𝑅𝑎 − 𝑅𝐸)+ , (18)

max
𝛼1 ,𝛼2

𝑅sec → s.t


𝑅
(1)
𝑎 ≥ 𝑅+

1 ,

𝑅
(2)
𝑎 ≥ 𝑅+

2 ,
𝐸a ≥ 𝐸min,∑2
𝑖=1 𝛼𝑖 ≤ 1,
𝛼𝑖 ≥ 0.

(19)

In (19), the optimization problem of maximizing the secrecy
rate under imperfect SIC and energy constraint for scenario 2
is shown. In addition to the constraints in (10), the 𝐸a ≥ 𝐸min
inequality has been added. This constraint states that the en-
ergy that the user harvest must be at least 𝐸min. Unlike the first
scenario, in the second scenario, SIC coefficient is taken into
account. Therefore, the solution of the optimization problem
has also changed. Similar to the value ranges of the time pa-
rameters in the first scenario, the following inequalities can
be expressed for the second scenario:

𝑧4 = 1 + 𝑃S |𝑔S-R |2

𝜎2
R + [𝑃S 𝜖 |𝑔U-R𝑔S-U |2 𝑎𝑘𝑖]

,

𝑧5 = 1 + 𝑃S 𝜖 |𝑔U-R𝑔S-U |2 𝑎
𝜎2

R + 𝑃S |𝑔S-R |2 𝑘𝑖
,

(20)

such that 𝑧4 and 𝑧5 are positive constants. When the
𝑅
(1)
𝑎 ≥ 𝑅+

1 constraint is examined, the value range of variable
𝛼1 can be found as follows:

𝛼1 ≥
𝑅+

1
log2 (𝑧4𝑧5)

. (21)

Since the value range of 𝛼1 is 0 ≤ 𝛼1 ≤ 1, the following
inequality is written:

𝑅+
1

log2 (𝑧4𝑧5)
≤ 𝛼1 ≤ 1. (22)

When the 𝐸a ≥ 𝐸min constraint is analyzed, the value range
of variable 𝛼1 can be found as follows:

𝑃S (1 − 𝜖) 𝛼1 + 𝑃j (𝛼1 + 𝛼2) ≥ 𝐸min. (23)

If 𝛼1 + 𝛼2 = 1 is accepted for maximum energy harvest and
the value range of 𝛼1 is found, the following inequality is
defined (𝑃j = 𝐸j):

𝛼1 ≥
𝐸min − 𝐸j

𝑃S (1 − 𝜖) . (24)

The flow diagram used as a reference to find the time parame-
ters is given in Fig. 3. Before the communication network be-
comes an optimization problem, we assume that the receiver
knows the Channel State Information (CSI), all channel gains
in the system are found by advanced channel estimation tech-
niques and are known by all terminals [20].

Start

Channel estimation /

Channel State Information

Determining the optimization problem

Solution of 𝛼1 and 𝛼2

Scenario 1:

𝑅𝑎
1 ≥ 𝑅1

+ and 𝑅𝑎
2 ≥ 𝑅2

+

Scenario 2:

𝑅𝑎
1 ≥ 𝑅1

+ and 𝑅𝑎
2 ≥ 𝑅2

+

Eactive ≥ Emin

Compute Rsec

End

No

Yes

Update 𝛼1 and 𝛼2

Fig. 3. Flow diagram of time allocation.

4. Simulation Results
The signal transmission power of the SE is 𝑃S =

17 kW [34], the signal transmission power of the jammer
is 𝑃j = 100 W, and the power reflection coefficient of the
user is 𝜖 = 0.6, 𝑇 = 1 s. In case the user transmits bits
via backscatter communication, the performance gap reflect-
ing the real modulation taken into account is 𝑎 = 0.8. The
coefficient of imperfect SIC at the receiver considered for
scenario 2 is 𝑘𝑖 = 0.5. The noise power at the receiver and
ED is considered equal and 𝜎2

R = 𝜎2
𝐸
= 133.59 μW [7]. We

set the channel gain between SE and receiver, between SE
and user, between SE and ED, between user and ED, between
user and receiver, between jammer and ED as 𝑔S-R = 0.02,
𝑔S-U = 0.02, 𝑔S-E = 0.01, 𝑔U-E = 0.04, 𝑔U-R = 0.08,
𝑔j-E = 0.1 respectively. The above parameter values are
used in the simulation results unless otherwise stated. In the
system model, it is assumed that there is a signal attenuation
due to distance, and in the dynamic time allocation scheme,
channel gains that remain constant throughout the 𝑇-second
period but can change in different periods are modeled as
quasi-static flat fading.

In the results obtained in Fig. 4, 𝑅+
1 = 10 bps/Hz and

𝑅+
2 = 5 bps/Hz were set. The minimum energy value con-

sidered for symbiotic scenario 2 is 𝐸min = 1 kJ. Among all
scenarios, symbiotic scenario 1 showed the best performance.
In symbiotic scenario 1, secrecy rate performance improves
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with the increase of 𝑃S. 𝑃S increases the number of bits
transmitted to the receiver by both the signal emitter and the
user during time 𝛼1. However, this increase is limited by ED
due to the wiretap channel. Although the signal constantly
sent by the jammer to the ED creates interference on the
wiretap channel and reduces the SNR value in the ED, the
increase in 𝑃SE also increases the number of bits reaching
the ED per bandwidth. Therefore, the rate of increase in
system performance slows down. The net increase graph ac-
cording to the 𝑅sec = (𝑅𝑎 − 𝑅𝐸)+, where (𝑥)+ = max (𝑥, 0) .
equation is shown in the aforementioned graph. In Fig. 4,
symbiotic scenario 1 has a higher secrecy rate than non-
symbiotic scenario 1. In non-symbiotic-scenario, the user
remains passive for 𝛼1 duration and harvests energy. For
this case, 𝜖 = 0 is accepted. When performance is evaluated
for non-symbiotic scenario 1, there is a slower increase than
symbiotic scenario 1. In non-symbiotic scenario 1, the user
does not assist the SE in transmitting information. It uses
time 𝛼1 only to harvest energy. The user adjusts circuit to
use this harvested energy for 𝛼2 time. This situation repre-
sents a typical wirelessly powered communication networks
model. In symbiotic scenario 2, a decrease in 𝑅sec is observed
due to the increase in 𝑃S. Imperfect SIC reduces the number
of total bits that the SE and the user transmit to the receiver.
In the system model, due to the (𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎𝑘𝑖) and
(𝑃S |𝑔S-R |2 𝑘𝑖) expressions in (16), the increase in 𝑅𝑎 is less
than the increase in 𝑅𝐸 and as a result 𝑅sec decreases. In non-
symbiotic scenario 2, the (𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎𝑘𝑖) term in the
denominator in (16) is canceled. This improves secrecy rate
performance by increasing the number of bits transmitted by
the SE. Considering Scenario 2, non-symbiotic scenario 2
showed better results in terms of 𝑅sec compared to symbi-
otic scenario 2. When looked at carefully, non-symbiotic
scenario 2 and symbiotic scenario 2 give the same result at
approximately 𝑃S = 9 kW.

Figure 5 shows that the change in secrecy rate for dif-
ferent 𝜖 values according to the signal transmission power of
the jammer. The best secrecy rate was found in symbiotic
scenario 1 (𝜖 = 0.8), while the worst secrecy rate was found
in symbiotic scenario 2 (𝜖 = 0.8). According to (8), increas-
ing 𝑃j reduces the bit transmission capacity of the wiretap
channel. Additionally, since the user harvests energy from
𝑃j, the 𝐸a value increases. As a result, the secrecy rate im-
proves for all scenarios. In symbiotic scenario 1, a better
performance emerged as the 𝜖 value increased. Since the
increase of 𝜖 makes a positive contribution to the number of
bits that the SE must transmit to the receiver in the 𝛼1 period,
the 𝛼1 period is shortened. As 𝛼1 shortens, 𝛼2 time increases
and the user actively works for longer. This takes system
performance to higher levels. Increasing 𝜖 augments the
number of bits transmitted by backscatter communication.
Therefore, since (1 − 𝜖) portion of the signal coming from
SE goes to the energy harvesting circuit, the energy harvest
decreases according to the 𝐸a = 𝑃S (1 − 𝜖) 𝛼1 + 𝑃j (𝛼1 + 𝛼2)
term. This situation causes the rate of performance increase
to decrease over time. In symbiotic scenario 2, low 𝜖 value

gave better results in terms of system performance than high
𝜖 value. Although the second term of 𝑅𝑎 has a positive ef-
fect on 𝑅sec according to the increase of 𝜖 , the interference
caused by the increase of the 𝜖 variable in the first term of
𝑅𝑎 is more dominant and the performance decreases. In
this scenario, due to the presence of the imperfect SIC co-
efficient, the (𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎𝑘𝑖) term in the 𝑅𝑎 formula
significantly reduces the SNR value and it is seen that 𝑅sec
decreases when the problem is solved under 𝑅+

1 , 𝑅+
1 and en-

ergy constraint. The two cases with the smallest difference in
performance are symbiotic scenario 1 (𝜖 = 0.4) and symbi-
otic scenario 2 (𝜖 = 0.4) and the value is 𝑅sec = 7.61 bps/Hz.
When Figure 5 is examined carefully, for all 𝜖 values, symbi-
otic scenario 2 has a slightly higher increase rate in 𝑅sec than
symbiotic scenario 1. For example, in the case of 𝜖 = 0.4, at
𝑃j = 100 W, 𝑅sec = 19.42 bps/Hz for symbiotic scenario 1,
while 𝑅sec = 11.60 bps/Hz for symbiotic scenario 2. At
𝑃j = 500 W, 𝑅sec = 20.74 bps/Hz for symbiotic scenario 1,
while 𝑅sec = 13.13 bps/Hz for symbiotic scenario 2. If we
look at the difference between the first and last value, it is 1.32
for symbiotic scenario 1 and 1.53 for symbiotic scenario 2.
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Fig. 5. Secrecy rate change according to signal transmission
power of jammer.
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Fig. 6. Secrecy rate according to the change of the minimum
energy level required for the user.
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The change in secrecy rate according to the minimum
energy level that the user must harvest in order to operate
in active data transmission is shown in Fig. 6. In the sim-
ulation, 𝑅+

1 = 5 bps/Hz and 𝑅+
2 = 2 bps/Hz are set. First,

let’s give some critical numerical values in the Fig. 6. In
symbiotic scenario 2, while 𝑅sec = 11.1 bps/Hz at 𝐸min = 0,
𝑅 = 0 after 𝐸min = 6.27 kJ. After 𝐸min = 3.742 kJ, the
𝑅sec value begins to decrease. In non-symbiotic scenario 2,
while 𝑅sec = 14.58 bps/Hz at 𝐸min = 0, 𝑅sec = 0 after
𝐸min = 15.62 kJ. After 𝐸min = 5.54 kJ, a very small decrease
in the 𝑅sec value begins and this decrease continues until
𝑅sec = 14.25 bps/Hz. In symbiotic scenario 2, 𝑅sec is con-
stant up to 𝐸min = 3.74 kJ. Because, in 𝑅

(1)
𝑎 ≥ 𝑅+

1 inequality,
the minimum value of 𝛼1 will have is 0.54. Since the mini-
mum value of 𝛼1 remains below 0.54 in the energy constraint
up to 𝐸min = 3.74 kJ, the result does not change and 𝑅sec
remains constant. After the critical value of 𝐸min = 3.74 kJ,
𝛼1 changes and its value is determined according to the en-
ergy constraint. At 𝐸min = 3.74 kJ, 𝛼1 = 0.54 s, 𝛼2 = 0.46 s
are found and 𝑅sec = 11.08 bps/Hz is obtained. These values

were solved under 𝑅 (1)
𝑎 ≥ 𝑅+

1 , 𝑅 (2)
𝑎 ≥ 𝑅+

2 constraints. After
𝐸min = 3.74 kJ, 𝑅sec starts to decrease. As the 𝐸min value
increases, the amount of energy the user needs to harvest
increases, so 𝛼1 time increases and 𝛼2 time decreases. As
𝛼2 time decreases, the number of bits actively transmitted
by the user decreases and the 𝑅sec value decreases. After
𝐸min = 6.27 kJ, the problem cannot be solved because the
𝑅
(2)
𝑎 ≥ 𝑅+

2 constraint cannot be met. Therefore, the maxi-
mum 𝐸min value that can be set by the system user is 6.27 kJ.
In non-symbiotic scenario 2, the user does not serve in trans-
mitting the SE’s data and 𝜖 = 0 is set. The user becomes
passive and harvest energy duration 𝛼1. 𝐸a becomes higher
due to the equation 𝐸a = 𝑃S (1 − 𝜖) 𝛼1+𝑃j (𝛼1 + 𝛼2). There-
fore, the 𝐸min interval in which the problem is solved in the
𝐸min ≤ 𝐸a constraint is at higher levels than in symbiotic
scenario 2. For non-symbiotic scenario 2, a very small de-
crease begins after 𝐸min = 5.54 kJ. There is no solution to the
problem after 𝐸min = 15.62 kJ. The performance decrease in
non-symbiotic scenario 2 is much slower than in symbiotic
scenario 2. If we evaluate non-symbiotic scenario 1 and
symbiotic scenario 1, it can easily be said that the value of
𝑅sec remains constant since neither of them have an energy
constraint in solving the problem.

In Fig. 7, time 𝛼1 is shown according to the change of
𝐸min value. The results can be evaluated together with the
findings in Fig. 6. Since there is no energy constraint in sym-
biotic scenario 1 and non-symbiotic scenario 1, the 𝛼1 value
is constant. As seen in Fig. 6, the 𝑅sec value is constant. In
symbiotic scenario 2, 𝛼1 is constant up to 𝐸min = 3.74 kJ.
From this value 𝛼1 increases until 𝐸min = 6.27 kJ as 𝛼1 time
must be increased in order to obtain the minimum energy level
required for the user. As a result, the 𝑅sec value decreases.
After 𝐸 = 6.27 kJ, 𝑅sec = 0 as 𝑅

(1)
𝑎 ≥ 𝑅+

1 and 𝑅
(2)
𝑎 ≥ 𝑅+

2
constraints are not met. In non-symbiotic scenario 2, while
𝛼1 was constant until 𝐸min = 5.54 kJ, then an increase was
observed. As can be seen in Fig. 6, there is a slight decrease
in 𝑅sec after 𝐸min = 5.54 kJ. Since there is no solution to the
problem after 𝐸min = 15.62 kJ, 𝛼1 = 0.

Figure 8 shows secrecy rate according to the change
of the coefficient of imperfect SIC. In the simulation, 𝑅+

1 =

5 bps/Hz and 𝑅+
2 = 2 bps/Hz are set. At 𝑘𝑖 = 0, symbiotic

scenario 2 (𝐸min = 0) shows the same performance as sym-
biotic scenario 1 and 𝑅sec = 20.87 bps/Hz. For symbiotic
scenario 2 (𝐸min = 5 kJ) 𝑅sec = 20.66 bps/Hz at 𝑘𝑖 = 0.
At 𝑘𝑖 = 0.9, 𝑅sec = 10.24 bps/Hz for symbiotic scenario 2
(𝐸min = 0), while 𝑅sec = 9.23 bps/Hz for symbiotic sce-
nario 2 (𝐸min = 5 kJ). Since symbiotic scenario 1 has per-
fect SIC, 𝑘𝑖 = 0. Since there is no 𝑘𝑖 in the equations
considered in this scenario, the system performance does
not change and 𝑅 = 20.87 bps/Hz. Symbiotic-scenario 2
(𝐸min = 0) showed better performance than symbiotic sce-
nario 2 (𝐸min = 5 kJ) in all cases. As the increase of 𝐸min in-
creases the value of 𝛼1, the number of bits transmitted by the
user via traditional communication decreases. This perfor-
mance degradation can be better understood with the results
in Fig. 6. As seen in (16), 𝑘𝑖 is included in the denominator.
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Therefore, every increase in 𝑘𝑖 reduces system performance.
The reason for the high performance difference for 𝑅sec
between 𝑘𝑖 = 0 and 𝑘𝑖 = 0.1 is the existence of 𝜎2

R +
[𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎𝑘𝑖] and 𝜎2

R + [𝑃S |𝑔S-R |2 𝑘𝑖] equations.
Since 𝜎2

R = −38.74 dBW is accepted in these equations, the
denominator increases and 𝑅sec decreases significantly due
to the fact that [𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎𝑘𝑖] and [𝑃S |𝑔S-R |2 𝑘𝑖] are
more dominant than 𝜎2

R at a value other than 0. However, in
the case of [𝑃S 𝜖 |𝑔U-R 𝑔S-U |2 𝑎𝑘𝑖] = [𝑃S |𝑔S-R |2 𝑘𝑖] = 0 (if
𝑘𝑖 = 0), there is a significant increase in 𝑅sec since the 𝜎2

R
value remains very small in the denominator. As a matter
of fact, the difference in secrecy rate between 𝑘𝑖 = 0 and
𝑘𝑖 = 0.1 is approximately 8 bps/Hz.

5. Conclusions and Future Work
In this work, PLS analysis is performed for an SRN con-

taining the SE, user, jammer, receiver and ED. The system
model is considered in two different scenarios. In the first
scenario, the secrecy rate was maximized by using the per-
fect SIC technique. In the second scenario, the secrecy rate
is maximized by assuming that the imperfect SIC technique
is used at the receiver and there is an energy constraint for the
user in the system. The secrecy rate according to the system
parameters was tested for different situations. Numerical re-
sults show that having a symbiotic relationship between the
user and the SE increases the secrecy rate of the system com-
pared to the non-symbiotic situation. Adopting the perfect
SIC technique at the receiver without energy constraint at
the user results in a significant increase in PLS performance
compared to imperfect SIC under energy constraint.
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