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Abstract. The current data sharing schemes mainly employ
Attribute-Based Encryption (ABE) technique to achieve one-
to-many access control for power data. However, these
schemes suffer from issues such as low encryption efficiency
and vulnerability to user attribute tampering. To address
these problems, a power data sharing scheme based on
multi-strategy access trees is proposed. By combining ABE
with symmetric encryption algorithms, specifically employ-
ing the Advanced Encryption Standard (AES) in conjunction
with Ciphertext-Policy ABE (CP-ABE), a hybrid encryption
mechanism is adopted. Building upon an encryption algo-
rithm rooted in multi-strategy access trees, data visitors are
categorized into security levels according to roles and re-
gions. Then, a time-constrained attribute encryption scheme
is proposed for designated personnel, thereby achieving
confidentiality and fine-grained access control for power
data. Analysis results indicate that the proposed scheme en-
ables secure sharing of power data and is highly suitable for
resource-limited power terminal devices.
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1. Introduction

Electric power data, comprising production data, cus-
tomer data, operational data, and financial data, mirrors the
development trends of the economy and society as well as
electricity usage behaviors of enterprises, serving as a cru-
cial component in advancing the construction of the digital
economy. As social and economic interconnections
strengthen, the external sharing of power data emerges as
a vital means to dismantle industry barriers, enhance the dy-
namism of socioeconomic operations, and reduce the oper-
ating costs across various economies [1]. Although data
sharing technologies facilitate breaking down data silos and
promoting data flow, the sensitivity of corporate data poses
a paramount issue that requires careful attention throughout
the process of external data sharing.
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Currently, most electric power enterprises adopt cloud-
based data sharing methods to facilitate the storage and anal-
ysis of massive data volumes. However, these approaches
are accompanied by challenges concerning data confidenti-
ality and user privacy safeguards. Attribute-Based Encryp-
tion (ABE) [2] presents a solution that integrates data pri-
vacy protection with access control, making it a widely
applied technology in power data sharing scenarios. As a de-
velopment of public-key cryptography and identity-based
cryptography, ABE supports detailed access permissions
and enforces a comprehensive encrypted access framework,
enhancing the security and manageability of shared data in
the power industry.

ABE is primarily categorized into two types depending
on how access rules associate with attributes: Key-Policy
ABE (KP-ABE) [3] and Ciphertext-Policy ABE (CP-ABE)
[4]. For KP-ABE, the access control rule governing the en-
crypted data is embedded in the decryption key of the recip-
ient. This implies that the user's decryption key defines
an access pattern based on the set of attributes they possess,
and decryption of a ciphertext can occur only when the set
of attributes carried by the ciphertext aligns with the pattern
specified in the decryption key. CP-ABE embeds the access
control policy directly into the ciphertext. At encryption,
a policy is specified, and only those users whose collection
of attributes in their decryption key comply with this rule
can decrypt the data. Both offer high levels of security and
flexibility in data sharing, with the choice between them
hinging on specific application requirements and contexts.
KP-ABE is better suited for scenarios requiring centralized
management of access permissions, such as internal com-
pany data distribution, where permissions can be predeter-
mined and relatively static. Fadlullah et al. [5] employed
KP-ABE to implement access permission rule for protected
transmission in an intelligent grid context, where the com-
mand station broadcasts a unified secure information to tar-
geted recipients. Members of the targeted recipient individ-
ually decrypt the message using predefined key policies. The
drawbacks of this scheme include its inadequacy for granu-
lar access permission rule and the fact that it results in a sig-
nificant amount of keys due to the command station gener-
ating keys for each user, lacking the capability for user
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revocation. Huang et al. [6] proposed a searchable encryp-
tion method wherein data owners can ensure that their data
is accessible for querying only by authorized users. How-
ever, this scheme requires all information to be transmitted
over a secure channel, imposing high demands on practical
application scenarios.

Unlike KP-ABE, CP-ABE is suitable for decentralized
environments, such as object storage service, as data owners
can specify access policies at the time of encryption without
needing prior knowledge of the precise attributes of all po-
tential recipients. This flexibility accommodates evolving
user populations and dynamic access demands, making CP-
ABE particularly apt for access control applications in smart
grid scenarios, including cloud storage and fine-grained data
sharing.

Zhang et al. [7] proposed a verifiable multi-entity ac-
cess control system using CP-ABE for intelligent grid, sup-
porting granular access permission rule for real-time shared
information and restricting the control of malicious entities
over private keys. Addressing the security issues in data
sharing among different entities in smart grids, Sitharthan et
al. [8] employed the Linear Secret Sharing Scheme (LSSS)
proposed in [9] to transform access trees into LSSS matrices.
Every line of the LSSS matrix corresponds to an attribute,
effectively safeguarding the data privacy of different enti-
ties. However, this approach falls short in expressing com-
plex access structures and incurs substantial computational
overhead.

Regarding data security from smart meters, the authors
in [10] first segmented the data collected at the frontend and
then employed access tree encryption, effectively prevent
unauthorized users from accessing the data maliciously. Ad-
dressing the vulnerability of conventional ABE schemes to
attacks, researchers have proposed numerous approaches.
For instance, Liu et al. [11] proposed a decentralized access
control system with user revocation capabilities to maintain
data confidentiality, and Zuo et al. [12] utilized blockchain
and CP-ABE to construct a cloud data sharing scheme,
wherein all data uploaded onto the blockchain is immutable.
Regarding the security challenges of large datasets, Xiong et
al. [13] proposed a searchable encryption scheme for a cloud
storage environment, which provides a robust solution for
overcoming the obstacles related to data security and re-
trieval efficiency for large datasets. Related work by Jiang
et al. [14] introduced a peer-to-peer blockchain-based power
trading system, though it encountered privacy leakage is-
sues. To tackle this issue, Zhao et al. [15] put forward
a transaction model leveraging CP-ABE algorithms that
safeguard privacy within the Internet of Things (IoT). The
authors in [16] employed a light-weight encryption algo-
rithm for smart metering data authentication, thereby in-
creasing the difficulty of large integer factorization; how-
ever, this approach suffers from slower computation speeds,
rendering it unsuitable for handling massive data.

Additionally, in the field of cryptography, power anal-
ysis, as a type of side-channel attack, infers encryption keys

or other sensitive information by monitoring the power con-
sumption patterns of devices during encryption operations,
as demonstrated by an extensive comparison of commonly
used machine learning algorithms such as support vector
machine, decision trees, and new approaches based on k-NN
in [17].

From the above analysis, the granular control of data
access is manifested in data owners' ability to formulate ac-
cess policies based on the attributes of accessible users when
publishing shared data, and subsequently encrypting the data
according to these policies. These access policies, when de-
termining user access rights, only rely on the attributes in-
herent to the users themselves, overlooking some essential
external factors. In the context of smart grids, for example,
not only are there various types of intelligent terminal de-
vices but also users with different roles are required to per-
form time-constrained access operations on these devices.
Therefore, this paper targets the complex environment of
multi-role users and multiple devices in smart grids, propos-
ing an authentication scheme that combines time-bound at-
tribute-based encryption and dual-factor security to achieve
the integration of authentication, authorization, and access
control in intelligent grid, ensuring the safe storage and re-
trieval of power data.

The key contributions of this paper are:

(1) Time-constrained fine-grained access control.
Time constraint is introduced for specific access personnel
within the multi-policy access tree secret sharing access
structure, achieving more fine-grained access control re-
quirements. Data owners can autonomously determine the
accessible users for shared data and their respective permis-
sion release times.

(2) Access structure with time attributes. For differ-
ent access users, an access structure with time-sensitive ac-
cess needs is designed, enabling efficient management of
user permissions.

The organization of the remainder of this paper is: Sec-
tion 2 describes the system model and security model, Sec-
tion 3 gives detailed construction of the proposed scheme,
and Section 4 evaluates the proposed scheme in terms of its
security and performance. Finally, Section 5 provides a sum-
mary.

2. System Architecture and Security
Model

2.1 System Architecture

The system architecture of the proposed scheme com-
prises four entities: a trusted Authorization Center (AC),
a database, a Data Service Managers (DSM), and many Data
Visitors (DVs). Figure 1 illustrates the relationships be-
tween these entities.
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Fig. 1. System architecture.

As shown in Fig. 1, the entities that constitute the
system architecture are outlined as follows:

(1) The AC is the control center of the system and the
only trusted entity, managing all attributes. Its main tasks in-
clude system initialization, assigning attributes based on
user information, and generating necessary system parame-
ters. It also functions as the private key issuance center, gen-
erating attribute-specific private keys for users upon receiv-
ing their private key requests.

(2) The database stores the encrypted power data pro-
vided by the DSM and handles access requests for the en-
crypted power data from Data Visitors.

(3) The DSM defines access policies according to the
types of user attributes available, embeds these policies into
the power data, encrypts it, and uploads it to the database.

(4) The DVs (or users) have different roles such as reg-
ular users, grid maintenance personnel, and security person-
nel. Data Visitors apply to the authorization center for attrib-
ute private keys. They can access the encrypted power data
only when their private keys, associated with their attributes,
fulfill the access criteria constructed by the DSM during en-
cryption. The DVs need to be classified according to their
role, region, and time constraints, allowing them to access
only the data that meets their specific access policy.

As shown in Fig. 1, DSM transmits ciphertexts to the
database, where users can query any ciphertext. The AC
maintains security by performing the following two func-
tions:

(2) It distributes attribute-related private keys related to
the attributes of users.

(2) At every point in time, it publishes time constraints,
which are used to control the timely release of access per-
missions to users.

2.2 Security Model

The proposed scheme is designed to be semantically
secure against both chosen-plaintext attacks and chosen-ac-
cess structure attacks, and this section describes the security
game process between an attacker A and a challenger C:

Initialization: The challenger C selects a security pa-
rameter £ and excutes the Setup procedure. Then, C sends
the obtained system public parameters PK to the attacker A
while maintaining the confidentiality of the master secret
key MSK. Additionally, the challenger C sets up an empty
key set SK.

Stage 1: The attacker A chooses some authorization
units Atts[] and issues private key queries Qi(i = 1,2,...,m)
to C. In response, C runs KeyGen procedure to create private
keys SKausp, then stores SKagspg in set SK and delivers them
to A.

Challenge: The attacker A selects two plaintexts mo,
m; of equal length and a challenge access tree 7 and sends
them to C, ensuring that the authorization units queried by
attacker A in Stage 1 do not meet the access tree 7. The chal-
lenger C randomly selects a bit b € {0,1}, and encrypts my
using /" to produce a challenge ciphertext CT". The chal-
lenger C sends CT" to A, but does not reveal the value of b.

Stage 2: Carry out the process of Stage 1 again, but this
time the authorization units queried by the attacker A must
not satisfy the challenge access structure 7

Guess: The attacker A provides a prediction
b' € {0,1}. If b’ = b, then the attacker A succeeds in the ex-
periment.

The success probability of the attacker in the experi-
ment is specified as | P[b'=b]- Yyl

2.3 Time-constrained Access Structure

In this paper, 7" is defined as a threshold access tree
containing nodes (leaf nodes and non-leaf nodes) and carry-
ing some time traps, denoted as TS, which represent the per-
mission release times for relevant user groups. All leaf nodes
are represented by attribute values or related to attributes,
while non-leaf nodes are represented by threshold (p,n),
where n indicates the quantity for child nodes under the cur-
rent node, and p indicates the minimum count of conditions
that need to be satisfied. Time attributes are attached to the
required nodes to determine whether they are within the al-
lowed access period, thereby implementing time constraints.

This threshold access tree is similar to traditional CP-
ABE, but from an algorithmic perspective, the time trap TS
can be attached to any node (leaf nodes, non-leaf nodes, or
even the root node), binding the time at which corresponding
users can start accessing the data. In Fig. 2, the time trap TS;
is attached to a leaf node, restricting the permission release
time for the single attribute Att;, while TS; is associated with
a non-leaf node, it helps define the sub-policy "Att, A Atts".

The time constraints correspond to TS, and they are
uniformly published by the AC at specific times, which
change the state of the corresponding trapdoors. The state of
the trapdoor determines whether the user can retrieve the
data. In the proposed scheme, the trapdoor conditions are
categorized as "released" and "non-released". If a trapdoor
is in a non-released state, the corresponding user cannot
obtain the associated secret through that trapdoor. A released
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Fig. 2. A time-constrained access scenario.

trapdoor allows users to obtain secret information bottom-
up through the trapdoor, and released time traps are denoted
as 7.S".

2.4 Formal Definition

The formal definitions of the four polynomial-time
algorithms are described as:

(1) System Setup Algorithm. The AC establishes the
foundational parameters required for the system. It takes
a bilinear group file, denoted as PairingFile, and a security
parameter £ as inputs, and produces a public key PK and a
master secret key MSK. The PK is utilized for encrypting
data and defining access policies, while MSK is used inter-
nally for generating private keys for individual users. Once
generated, PK and MSK are made available to the system. Its
formal definition is

Setup (PairingFile,&) — (PK,MSK). (1)

(2) Key Generation Algorithm. Data visitors provide
their attribute sets to the AC for authentication. The AC in-
vokes KenGen algorithm to produce a SK aligned with the
user's attributes. This algorithm takes the MSK, PK and the
visitor's attributes Atts[] as inputs, and outputs SK related to
the visitor's attributes. Its formal definition is

KeyGen(PK, MSK, Atts[]) — SK . 2

(3) Plaintext Encryption Algorithm. The DSM first
performs the AES symmetric encryption on the plaintext to
be uploaded, then encrypts the symmetric key using the pub-
lic key. This algorithm takes PK, the plaintext M, and a cus-
tom access policy 7"as inputs, and outputs the ciphertext CT.
Its formal definition is

KemEncrypt(PK,M,I") > CT . (3)

(4) Ciphertext Decryption Algorithm. The DV (or
user) executes this algorithm to gain access to the ciphertext.
This algorithm considers the data visitor's attribute set asso-
ciated SK and the CT as inputs. If the user's attribute satisfies
the access policy defined by the DSM and the attribute time
falls within the allowed time constraints, then the plaintext
M is output; otherwise, decryption fails and an error message
is output. Its formal definition is

Decrypt(SK,CT)—>M or L. (4)

where L denotes failure or an error message when decryp-
tion is not possible due to an unsatisfied access policy or in-
valid time constraints.

3. Implementation

This section provides a detailed description of the spe-
cific implementation for secure and efficient access to power
data, combining the efficiency of AES encryption and de-
cryption with the security of CP-ABE key management.
This ensures the safety of power data and keys during net-
work transmission and server storage.

3.1 Setup

The setup process is carried out by AC. AC selects two
bilinear groups G1 and Gr of the same prime order p, as well
as a generating element g of Gj, hash functions
Hi(-):{0,1}"— G1", and Ha(-):Gt"— Z,". AC generates the
element A =[p, Gy, Gr, g, e, Hi, Ho, Fr], where Fr repre-
sents the uniform format for system time.

Specifically, the AC generates the pairing-related pub-
lic parameters (e, g, G1, Gr, Z) based on the bilinear group
parameters PairingFile and a security parameter & It then
randomly selects «, S, ye Z;, and generates the system pub-
lic key as follows:

PKz(A,hzg",f=gy,e(g,g)a). ®)

The system master secret key MSK is defined as (4, y, g%,
where f and y are used for time release.

3.2 Key Generation

Key generation algorithm
KeyGen(PK, MSK, Atts[]) »SK. The AC maps each
attribute in Atts[] to a corresponding group element in the
group Gy, and performs a hash operation H(i). It then selects
a random number @ € Z, for generating a private key for the
DV that is related to attributes as follows:

sK ={gagﬂw,g‘”,{H(i)w}iEAmﬂ}. )

3.3 Encryption

Ciphertext encryption algorithm
KemEncrypt(PK, M, ) — CT. This algorithm includes two
processes:

(1) Firstly, the DSM encrypts the plaintext M using
AES. It selects a random number s from the cyclic group Z;
to be used as the root node secret value and an element t from
the group Gr. Using these values, it computes the ciphertext
components {C = te(g, )=, C'=g°}. The element t from G+
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is hashed using the function H(t) to derive a symmetric key.
The original plaintext M and the derived symmetric key are
then encrypted using AES, resulting in the symmetric ci-
phertext symmetric cp, which is then stored.

E (M, symmetric key) — symmetriccp.  (7)

(2) Secondly, perform public-key encryption on the
symmetric key. An access tree /”is defined based on the ac-
cessible user attribute set U. For each node i, an index value
index(i) is defined in breadth-first traversal order. The
threshold value of non-leaf nodes is denoted as (k,n). This
function is responsible for generating shares for each node
in the access tree 7" based on Shamir's Secret Sharing
scheme. For each non-leaf node i, a random set of polyno-
mial parameters {sn} is selected over the integer group Z.
A polynomial Pi(X) = s + s1X + $2X% + ... + 8¢ 1x*~Lis gener-
ated, with the constant term set to the secret value to be
shared, denoted as Pi(0)=s. Secret sharing is performed
along the access tree 7. If a node is a threshold node, its
threshold index value x = index(i) is used as the x-coordi-
nate, substituted into the parent node’s polynomial to obtain
a result that serves as the leading coefficient for constructing
a polynomial Pi(x) of degree k—1. Setting the polynomial
equal to O yields the corresponding threshold node secret
share Ai. The recursive function nodeshare() is then called
again to continue sharing the node secrets. Specifically, for
each child node j of node i: (1) If node j is a threshold node,
repeat the polynomial generation and substitution process
described above; (2) If node j is a leaf node, its index(j) value
is used as the x-coordinate and substituted into the parent
node’s polynomial to calculate the leaf node secret share /4;,
and the secret sharing stops at the leaf node. By recursively
applying this process, the secret shares are distributed to all
nodes in the access tree 7, ensuring that only authorized us-
ers can reconstruct the original secret.

Perform a hash operation H(U;) on each leaf node
attribute Ujejeaf noodes, and randomly select r; eZ, for each
attribute, then construct ciphertext components as:

{CilngH(Ui)_r',Ciz :gri}. ®)
At this point, the ciphertext is generated as follows:
CT ={c:,c',{ci .C, } } 9)
1 2 )iy ipel;

For each trapdoor TS;, the associated permission re-
lease time tt € F+, and the node secret parameter is gi*. The
DSM chooses a random value ry, and the trapdoor genera-
tion process is as follows:

TS, =(A =g".B =g/ +H, [e(H, (1), )’ )) (10)

3.4 Time Token Generation and Trapdoor
Release

At each time point tt e Fy, the time constraints
generated and published by the AC are:

TC, =H,(tt)". 1)

When a specific time point tt corresponding to a trapdoor TS;
is reached, the database retrieves the relevant time constraint
TCy from the content published by the AC. Then, it queries
all access structures in the data for time-bound trapdoors as-
sociated with tt. For each trapdoor, the following computa-
tion is performed to transform the trapdoor state:

TS, =B —H,(e(TC,, A))- 12)

After this process is correctly executed, the database stores
TSi" instead of TS; in the relevant ciphertexts.

3.5 Decryption

Decryption algorithm Decrypt (SK, CT) — M. If the
attribution set S of the DV overlaps with the set of leaf node
attributes U in the access tree /"at attribute i, then the pairing
result of the ciphertext component and key component cor-
responding to i is treated as a secret share as

R =¢(C,.9")¢(C, . H()")=
e(gﬂ’*H (i)_i" ,g”)e(g“ H (i)”):e(g,g)ﬁm" .

Using the recovery of the leaf node secret shard P; as
an example, define node z as the parent of node i, then call
noderecovery() function to perform Lagrange interpolation
for non-leaf nodes, resulting in:

(13)

Ax',5,(0)

P(Z):HPiAX‘,S'Z(O) =H(e(g,g)ﬁwpi(°)) _

ieS, ieS,

=[1(e(g.0)" )

ie§,

Ax',5,(0)

—e(g,9)"" (19

where x’ = index(i), and S;’ = {index(i):i € S,}. For the root
node, the secret value is ultimately recovered in the form of
e(g,9)”. Then, the randomly generated element t in the
group Gr is recovered according to:

c (te(0.9)°)  (re(g.9)")

{e(C’,g“g"“’)J ) [e(gs,g“gﬁ‘”)J T ewo)

e(g’g)ﬂws e(g’g)ﬂws

(15)
Next, determine whether the attribute is within the
valid time constraint. Let the start and end times of the time
constraint be To and T, respectively. If the current time
T € (To, T1), then perform a hash operation H(t) on the re-
covered element t to obtain a symmetric key, which subse-
quently decrypts the symmetrically encrypted ciphertext
symmetric cp using AES, yielding the plaintext:

E (symmetric cp, symmetric key) >M .  (16)
Otherwise, if the current time T ¢ (To, T1), it is not possible

to derive the symmetric key for AES decryption, which
means the decryption will fail.
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4. Evaluation

The hardware/software used in our experiments is: the
software environment utilizes Java, while the hardware plat-
form consists of an AMD Ryzen 5 5600H CPU with 16 GB
of RAM. The AC selects a security parameter £to define the
cryptographic strength of the system. Typically, £ is set to
128 bits to achieve a recommended level of security
strength. Additionally, the AC selects two bilinear groups G
and G; of the same prime order p, along with a generating
element g of G4, hash functions H; and Hy, and generates the
element T, where T represents the uniform format for system
time. The link to the relevant source code is:
https://github.com/ZiYi-Wang-git/ABE.

4.1 Security Evaluation

A security proof is offered for the attribute-based en-
cryption approach proposed in this work. Firstly, it is
demonstrated that the proposed attribute-based encryption
system is secure under the general group model, and subse-
quently, the scheme's resilience against collusion attacks is
examined.

Theorem 4.1: The scheme proposed in this paper is
provably secure under the general group model.

Proof: In the model defined in Sec. 2.2, for an attacker
A to win the game, they need to:

(1) Distinguish between moe(g, g)* and e(g, 9)*;

(2) Distinguish between mie(g, g)* and e(g, g)', where
t is an element randomly chosen from Z,. At this point, the
advantage of the attacker A is at least &/2.

Let yo and y1 represent two random encodings over Z.
Through oracle requests, operations can be performed over
the groups G; and Gr, and bilinear map operations
e: G1x G1— Gr can be accessed. Let G; be a general bilin-
ear group. Let yo(1) denote g, yo(c) denote g*, and yo(X) de-
note g*. Similarly, let y1(1) denote e(g, g) and y:(y) denote
e(g, g)’. In the following simulation, the simulator B acts as
the challenger C for the entire process.

Initialization: The simulator B chooses a security pa-
rameter £and accesses oracles to compute the system public
parameters. Then, B sends the obtained PK to the attacker
A. Additionally, B establishes an empty key set SK.

The attacker A selects some authorization units and is-
sues private key queries Qi(i=1,2,...,m) to B. B runs
KeyGen algorithm to create private key components for the
authorization units; the corresponding private keys are de-
noted by SKusp); the challenger stores the private keys
SKaus in the set SK and sends them to A.

Challenge: The attacker A chooses two plaintexts mg
and m; of equal length, along with an access tree 7"and pre-
sents them to the simulator B, where the authorization units
queried by the attacker A in the first stage do not meet /. B
randomly selects a bit b € {0,1} and then encrypts m;, with
T, generating ciphertext components C = e(g,g)", C'= g°.

The simulator B sends these to the attacker A. The ci-
phertext can only effectively decrypted if the keys for the
authorization units that satisfy the access structure 7"are ob-
tained by the attacker A. But this cannot happen in this game.
Since A cannot obtain the leaf node secret shares e(g, g)#®%
they cannot recover the element t from the root node secret
value e(g, g)?“*. Therefore, the proposed approach is shown
to be secure.

Theorem 4.2: The proposed scheme can resist
collusion attacks.

Proof: In the proposed method, when AC generates at-
tributes for each user, it randomly selects s € Z,. In this case,
since each user's random factor s is different, other users
cannot obtain the correct decryption key. For each authori-
zation unit, s is randomly split into s; and s;, which are re-
spectively bound to the identity attributes and time attrib-
utes. This effectively prevents users from attempting to
combine their own identity and time attributes within their
authorization units to gain unauthorized access.

4.2 Performance Evaluation

A performance analysis of the proposed scheme is con-
ducted in terms of access control, confidentiality, resistance
to collusion attacks, and time overhead.

(1) Fine-grained Access Control. Data owners can as-
sign different access permissions according to the attributes
of accessors. Only when the attributes of the data accessor
meet the access rule can they access the power data. Addi-
tionally, data owners can impose time interval restrictions
on any attribute. In specific scenarios, they can change the
access policy and time limits, preventing data leakage to un-
authorized users or malicious accessors.

(2) Confidentiality. If a malicious accessor's attribute
set does not match the leaf node attribute sets of ciphertext
access structure, they cannot obtain the leaf node secret
shares e(g, g)?%. Consequently, they cannot recover the
element t using the root node secret value e(g, g)?* to derive
the symmetric key. Therefore, malicious accessors cannot
obtain the symmetric key by cracking the AES algorithm,
ensuring power data’s security.

(3) Resistance to Collusion Attacks. If malicious ac-
cessors with partial decryption keys attempt to act together
and merge their decryption keys to gain access, their efforts
will be unsuccessful. During the private key generation
phase, different visitors generate distinct private key compo-
nents H(i)©. Malicious accessors can only compute the secret
values e(g, g)”*"® corresponding to non-leaf nodes, but
they cannot decrypt the plaintext M by piecing together these
values. Thus, the independence between user keys is main-
tained, making the scheme resistant to collusion attacks.

(4) Time Overhead. Based on the given personnel at-
tributes in the aforementioned encryption and decryption
simulations, the effectiveness of ABE algorithm is evalu-
ated. The results of the CP-ABE based threshold tree algo-
rithm [18] with the proposed hybrid encryption algorithm
are compared, as shown in Fig. 3 and 4, respectively.
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Entities Proposed scheme Scheme in [20]
AC (3+N)lg| (5+N¢)lg|
DMS (4+2N,)|g] (2+2N,)|g|
User (2+3Ny)|g| (2+3Ny)]g|

Tab. 1. Storage overhead.
Interaction Proposed scheme Scheme in [20]
User registration (2+3Ny)|g| (1+2N,)]|g|
Data update (4+2N,)|g] (4+4N,)|g]
Data access (2+3Ny)|g| (1+2N,)|g|

Tab. 2. Transmission overhead.

Time Cost/ms

No. of tests

[ setup —Keygen [ Enorypt [ Decrypt |

Fig. 3. Time overhead of the threshold tree algorithm.
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No. of tests

\- Setup [_]Keygen [N Encrypt [ Decrypt \

Fig. 4. Time overhead of the proposed multi-strategy threshold
tree algorithm.

From Figs. 3 and 4, the time overhead for generating
public settings is determined solely by the bit length of the
elliptic curve [19], thus the time overhead for both algo-
rithms is largely the same. During the key generation phase,
both algorithms have an equal number of attributes, so the
time overhead is also basically identical. During the encryp-
tion phase, due to the introduction of the AES algorithm in
this paper, it only requires generating a symmetric key from
a randomly generated element t in the Gy group and creating
a symmetric ciphertext from the plaintext M, therefore, the

encryption time overhead of the proposed algorithm is nota-
bly less than that of threshold tree algorithm. In the decryp-
tion phase, to obtain the element t, one needs to compute the
ciphertext components of each node and then decrypt them
using AES to reconstruct M. Thus, the decryption time of
our algorithm is slightly greater than that of the threshold
tree method. From the overall comparison of time overhead,
it can be concluded that our algorithm has a relatively bal-
anced time overhead, with an average value lower than that
of the threshold tree algorithm. Moreover, our algorithm
combines high efficiency and security in encryption and de-
cryption, with a flexible structure, making it more suitable
for smart grid scenarios.

The proposed scheme is compared with the scheme in
[20] in terms of storage overhead and transmission over-
head, and the results are shown in Tab. 1 and Tab. 2, respec-
tively. In these tables, | g | represents the size of elements in
G and Gr, Nc is the total number of attributes in the proposed
scheme, Np represents the number of attributes held by the
DSM, and Ny represents the number of attributes held by the
user. The storage overhead is shown in Tab. 1. It can be seen
from Tab. 1, compared to the scheme in [20], the proposed
scheme has lower storage overhead for the AC, the same
storage overhead for users, and slightly higher storage over-
head for the DMS. Overall, the storage overhead between
the two schemes is not significantly different. The transmis-
sion overhead is shown in Tab. 2. Due to the addition of time
attributes, it can be observed that in the user registration
phase, the proposed scheme incurs slightly higher transmis-
sion overhead compared to the scheme in [20]. In the data
update phase, the proposed scheme has lower overhead than
the scheme in [20]. In the data access phase, users in the pro-
posed scheme need to send the ciphertext to the database,
whereas in [20], users hold the keys. Therefore, the overhead
in the data access phase is higher for the proposed scheme.

Furthermore, the proposed scheme is compared with
the solution presented in [20] and CP-ABE based solutions.
Figures 5 and 6 depict the time overhead for AC in releasing
functionality on schedule as the number of users and the
number of files awaiting authorization increase, respec-
tively. The proposed scheme, due to the time token TK; be-
ing a globally uniform parameter for all users, allows AC to
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compute and publish a single token at each time point. If
time is handled as an attribute, such as in CP-ABE schemes,
AC would need to distribute time-related keys to each user
at every instance, leading to linearly increasing time over-
head with the number of users, making it less suitable for
large-scale systems. In the scheme presented in [20], alt-
hough AC incurs no additional overhead for scheduling
functionality releases, the decryption task's overhead grows
linearly with the scale of associated data, as shown in Fig. 6.
The proposed scheme exhibits lower overhead and can meet
the needs of large-scale systems.

(5) Overhead for the data owner. When the data
owner uploads their shared file, the communication over-
head depends on the size of the corresponding ciphertext
package. If we only consider the impact of the number of
intended access users, in the scheme presented in [20], the
overhead for the data owner is O( IN| ), where N is the num-
ber of intended access users. In contrast, both the proposed
scheme and CP-ABE-based solutions have an overhead of
O(| Nate | ), where Naw is the number of attributes in the ac-
cess policy. Typically, the growth rate of Naw is much slower
than that of N. Figure 7 illustrates the relationship between
the overhead incurred by the data owner when encrypting

120

T T
—@— scheme in [20]

A— proposed scheme
100 | | —™— CP-ABE based scheme

80 [

60 [

40 -

20

Time-Related Cost of CA at Each Release Time

L L L

0 5 10 15 20 25 30
Number of Users

Fig. 5. Cost of AC versus number of users.
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Fig. 6. Computation overhead versus amount of released data.
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Fig. 7. Cost of owners versus number of intended users.

a shared file and the number of intended access users. It can
be seen from Fig. 6 that both the proposed scheme and the
scheme in [20] significantly reduce the burden on the data
owner.

5. Conclusions

To address confidentiality concerns in power data, this
paper presents a new approach enhancing data protection
through a time-sensitive access control scheme. The pro-
posed solution integrates a hybrid encryption mechanism
that combines CP-ABE and AES. The core innovation lies
in introducing temporal dimensions to the attribute-based
encryption process, which is traditionally based on secret
sharing mechanisms. By incorporating time attributes, the
system allows for dynamic adjustments to access policies
and time constraints according to specific application sce-
narios. This flexibility significantly enhances the richness of
user permission management. The hybrid encryption mech-
anism ensures that power data remains securely stored by
leveraging the strengths of both CP-ABE and AES. CP-ABE
enables access control with fine granularity, allowing for
policy-based decryption of ciphertexts by users who possess
the required attributes. Meanwhile, AES provides robust
symmetric key encryption for securing data at rest and in
transit.

This combination not only guarantees the confidential-
ity and integrity of power data but also supports efficient and
scalable access control. It meets the stringent requirements
for managing large volumes of data while ensuring approved
access within specified time frames. Thus, the proposed
scheme achieves a harmonious blend of security and usabil-
ity, rendering it appropriate for various scenarios in the
smart grid.

Future work will focus on enhancing security mecha-
nisms against advanced attacks and optimizing performance
for resource-constrained environments. Additionally, we
plan to develop practical implementations and deploy the
scheme in real-world scenarios to ensure its effectiveness
and usability.
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