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Abstract. Reconfigurable Intelligent Surface (RIS) tech-
nology is a promising technique for enhancing the perfor-
mance of reconfigurable next-generation wireless net-
works. In this paper, we investigate the physical layer
security of the downlink in RIS-aided non-orthogonal mul-
tiple access (NOMA) networks in the presence of an eaves-
dropper. To characterize the network performance, the
expected value of the new channel statistics is derived for
the reflected links in the case of Rayleigh fading distribu-
tion. Furthermore, the performance of the proposed net-
work is evaluated in terms of the secrecy outage probabil-
ity (SOP) and the strictly positive secrecy capacity (SPSC).
To optimize these metrics, we employ the multi-objective
artificial vultures optimization algorithm (MOAVOA),
using the power allocation coefficients of the nearby and
distant users as key parameters. Two case studies are con-
sidered in simulation: perfect channel state information
(CSI) and imperfect CSI.
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1. Introduction

The epoch of high-speed interconnection develop-
ment that characterizes the fifth generation (5G) communi-
cation networks is already arrived, while the sixth genera-
tion (6G) wireless networks era is emerging to satisfy
growing necessities of massive device connectivity, effi-
cient spectrum usage and improved security [1-4].
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Consequently, in recent years, the benefits of RIS
combined to NOMA have been recommended to enhance
the performance of wireless communication networks
[5-7]. On the one hand, NOMA is recognized as an im-
mersive technology for 5G cellular networks and beyond.
It is based on the principle of sharing the same time-
frequency resources over multiple power levels. This al-
lows more users access the network, leading to enhanced
spectral efficiency and reduced latency. On the other hand,
RIS is another emerging technology which has proved its
potential in performance enhancement of wireless commu-
nication systems. An RIS is composed of numerous recon-
figurable passive elements, where each element can induce
an adjustment of amplitude and phase for the incident sig-
nal. Thus, the RIS is capable of eliminating the undesired
signals and reducing the outage probability of wireless
communication networks. By adjusting the amplitude-
reflection coefficient and phase shift variables, coverage
can be significantly enhanced [8—12].

The integration of NOMA and RIS is driven by their
complementary advantages. Indeed, NOMA provides an
efficient multiple access strategy in multi-user networks,
improving spectral efficiency and connectivity in RIS-
assisted systems. Furthermore, RISs offer several benefits
to existing NOMA networks [13]. Primarily, the reflected
links provided by RISs enhance the performance of exist-
ing NOMA networks by adding signal diversity without
requiring extra time slots or energy. Additionally, by ad-
justing the phase shifts of reflecting elements and their
positions, RISs can enhance or degrade the channel quality
of individual users, increasing the design flexibility of
NOMA networks, leading to the transition from “channel
condition-based NOMA” to “quality of service (QoS)-
based NOMA”. Moreover, integrating RISs in multiple-
input multiple-output (MIMO) NOMA networks relaxes
some strict constraints on the number of antennas at the
transceivers, due to the multiple reflecting elements of the
RISs.

SPECIAL ISSUE: POWER SYSTEM MODELING

BASED ON MULTI-OBJECTIVE OPTIMIZATION AND INTELLIGENT ALGORITHMS
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Given the potential joint benefits introduced by the
interplay between NOMA and RISs, the RIS-aided NOMA
networks have been investigated recently. In [14], the
authors examined the downlink performance of RIS-aided
NOMA networks using stochastic geometry. First, they
introduced a unique path loss model for RIS reflecting
channels. Then, they evaluated angle distributions utilizing
a Poisson cluster process (PCP) framework, which theoret-
ically proves that the angles of incidence and reflection are
uniformly distributed. Finally, they derived closed-form
expressions for coverage probabilities of the paired NOMA
users.

The NOMA technique can be integrated into the
space-ground networks and plays an essential role in non-
terrestrial communications [15-17]. RIS can be mounted
on building facades, walls, and flying devices such as un-
manned aerial vehicles (UAVs) and satellites in the case of
non-terrestrial NOMA networks [18]. The authors in [19]
investigated Low-Earth-Orbit (LEO) satellite wireless
communication networks aided by RIS and NOMA to
improve the spectrum efficiency and energy efficiency by
suggesting a system model that includes both the line-of-
sight (LoS) and non-line-of-sight (NLoS) links, and by
employing successive convex approximation (SCA) to
convert a non-convex problem into a convex one. In [20],
the authors focused on the utilization of RIS in multi-user
networks, using both orthogonal multiple access OMA and
NOMA. They particularly examined the interplay between
NOMA and RIS, considering whether the RIS reflection
coefficients can be adjusted once or multiple times during
one transmission. They distinguished between static and
dynamic RIS configurations, discussing the capacity region
of RIS-aided single-antenna NOMA networks and compar-
ing it with the OMA rate region from an information-
theoretic perspective, revealing that the dynamic RIS con-
figuration is capacity achieving. Furthermore, they ex-
plored the impact of the RIS deployment location on the
performance of different multiple access schemes, reveal-
ing that asymmetric and symmetric deployment strategies
are preferable for NOMA and OMA, respectively.

Moreover, physical layer security (PLS) has been
extensively studied for RIS-assisted NOMA networks
[10, 21-23]. In [24], the authors investigated the PLS of
the downlink in RIS-aided NOMA in the presence of an
eavesdropper, where an RIS is deployed to enhance quality
by assisting the cell-edge user in communicating with the
base station (BS). They evaluated the performance of the
proposed network in terms of the SOP and the average
secrecy capacity (ASC). Similarly, in [25], the authors
investigated the advantages of next generation wireless
systems in terms of spectrum and energy efficiency by
exploiting NOMA and RIS. They examined a scenario
involving two legitimate users and an eavesdropper, focus-
ing on security concerns while enabling machine-learning
tools at the BS for performance enhancement. To improve
security, the authors proposed a deep neural network
(DNN)-based solution that allows the BS to predict per-
formance at the destinations and adjust critical parameters,

such as power allocation coefficients. They derived closed-
form expressions for the SOP and analyzed the SPSC,
crucial performance metrics that evaluate the system's
performance against eavesdroppers.

Further considered in [26], a MOPSO algorithm was
used to optimize the SOP of a downlink NOMA network
supported by an RIS. The RIS assists the BS in communi-
cating with multiple paired users, each equipped with
a single antenna. A pair of non-orthogonal legitimate users
consists of a proximate user and a distant user, while
an eavesdropper is located behind a blockage. The authors
in [27] investigated the optimization of the SOP in an RIS-
aided MIMO-NOMA wireless communication system
serving two users in the presence of an eavesdropper,
where the CSI of the Eve is unknown to the BS. They
proposed algorithms to determine the optimal RIS phase
shifts, beamforming vectors, and power allocation coeffi-
cients to enhance the system’s secrecy performance.

Additionally, in [28], the authors studied the
enhancement of secrecy performance in NOMA networks
using multiple aerial RIS (ARIS). The study proposes de-
ploying multiple ARIS to assist two legitimate NOMA
users while multiple non-colluding eavesdroppers attempt
to intercept communications. The approach combines the
transmitter-user paths with the transmitter-ARIS-user paths
to increase the received signal power at the legitimate
users. Furthermore, the authors derived mathematical
expressions for the SOPs of these NOMA-ARIS networks
over Nakagami-m fading channels. They also provided
asymptotic expressions for SOPs in high transmit power
scenarios.

This paper emphasizes the potential of next-
generation wireless systems to significantly enhance both
spectral and energy efficiency by exploiting the comple-
mentary capabilities of two innovative techniques: NOMA
and RIS. This is essential for supporting the demands of
future networks, including ultra-dense connectivity, low-
latency communication, and energy sustainability. In this
work, an aerial RIS-assisted downlink NOMA network
with Rayleigh fading distribution is considered. The net-
work consists of a BS communicating with multiple paired
users, aided by an RIS composed of N reflective elements,
in the presence of an eavesdropper. The paired users simul-
taneously communicate with both the BS and the RIS.
However, the RIS also provides an opportunity for the
eavesdropper to intercept signals transmitted from the BS,
posing a security challenge. The main contribution of this
work lies in the analysis and optimization of two essential
security metrics: SOP and SPSC under both perfect and
imperfect channel state information (CSI) scenarios. To
achieve this, we employ the MOAVOA algorithm [29],
a multi-objective extension of the Artificial Vultures Opti-
mization Algorithm (AVOA), inspired by the foraging and
navigation behaviors of African vultures. Specifically,
MOAVOA is used to optimize the power allocation coeffi-
cients, ensuring optimal performance in terms of both secu-
rity and resource efficiency.
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In terms of the above details, the main related work in
the paper is described as follows:

e The PLS model of an RIS-aided downlink NOMA
network with Rayleigh fading distribution is formu-
lated in the presence of two users and an eavesdrop-
per without blockage, as seen in [26].

e The mathematical expressions of the SOP and the
SPSC of the proposed RIS-aided downlink NOMA
network are derived under both perfect and imperfect
CSI scenarios. Moreover, the asymptotic SOP and the
asymptotic SPSC in the high-SNR regime are also
provided.

e A multi-objective optimization problem is formulated
to determine the optimal power allocation coeffi-
cients. This approach simultaneously minimizes the
SOP while maximizing the SPSC, thereby enhancing
overall system security and efficiency.

e To the best of the authors’ knowledge, this paper is
the first to apply the Multi-Objective Artificial Vul-
tures Optimization Algorithm to RIS-aided downlink
NOMA networks for optimizing power allocation co-
efficients, thereby achieving optimal performance in
both security and resource efficiency. Due to its heu-
ristic and stochastic nature, this metaheuristic multi-
objective optimization algorithm offers several ad-
vantages over classical methods when solving com-
plex multi-objective problems, such as global search
capability, no need for derivatives, efficient handling
of nonlinear and non-convex problems, and robust-
ness in dynamic and uncertain environments, making
it ideal for wireless communication applications, in-
cluding power allocation in RIS-aided NOMA net-
works.

e As demonstrated in [29], the MOAVOA provides
very acceptable results in dealing with multi-objective
optimization problems, has considerable performance
in terms of both convergence and diversity and out-
performs other multi-objective metaheuristic methods
(MOPSO, multi-objective ant lion optimization
(MOALO), multi-objective multi-verse optimization
(MOMVO), genetic algorithms (MOGA), multi-
objective salp swarm algorithm (MSSA) and multi-
objective grey wolf optimizer (MOGWO)) regarding
the generational distance (GD), inverted generational
distance (IGD), maximum spread (MS), and spacing
(S) indices. In this study, simulation results confirm
that the MOAVOA performs better than the MOPSO
algorithm for the multi-objective problem considered.

e In contrast to the approach proposed in [25], our
method works without training, avoiding significant
computing resources and large datasets for learning.
Additionally, it effectively handles highly non-linear
and constrained optimization problems with multiple
conflicting objectives. Furthermore, it can find multi-
ple optimal solutions, providing greater flexibility in
decision-making.

The structure of the paper is as follows: Section 2
presents the system model analysis, while Section 3 evalu-
ates the secrecy performance metrics. In Sec. 4, the
MOAVOA algorithm is introduced to optimize the two
system metrics. Section 5 provides and discusses the nu-
merical simulation results, and finally, Section 6 concludes
the study.

2. Analysis of System Model

In this paper, we study an RIS-assisted downlink
NOMA network, where a BS communicates with multiple
paired users, each equipped with a single antenna. The
legitimate pair of non-orthogonal users consists of a nearby
user (denoted as User 1) and a distant user (denoted as
User 2) in the presence of an eavesdropper (Eve), as illus-
trated in Fig. 1.

In the proposed system, an RIS composed of N reflec-
tive elements, positioned in a judicious location, assists the
BS. User 1 can communicate with both the BS and the RIS
simultaneously. However, User 2 requires the assistance of
the RIS to establish communication with the BS. Addition-
ally, the presence of the RIS creates an opportunity for the
Eve to eavesdrop on messages transmitted from the BS.

The wireless channels in the RIS-NOMA system are
described by Rayleigh fading model. Let z represent the
composite signal intended for both legitimate users, User 1
and User 2

z=./Pa,x, +./Pa,x, D

where x; and x; are the transmitted signals to Users 1 and
2, while a; and a, are the power allocation coefficients for
User 1 and User 2 with:

a,+a,=1and a <a,. )

The signals received at Users 1 and 2, as well as at the
eavesdropper, are affected by additive white Gaussian
noise (AWGN) denoted as n;, n; and ng, respectively, and
are expressed as

»= My By <@y, z+n, 3
g, Jdgds

V, = gy +h12X®XhB' Z+n,» “)
i, did;
h h, x®xh

Ve =| 2=+ X2 Aa z+n, (%)

Jdg  Jdgd

where dgi, dr2, dpi, du, di, de, die represent the distances
for the BS-User 1, BS-User 2, BS-RIS, RIS-User 1, RIS-
User 2, BS-Eve and RIS-Eve links, respectively and «
denotes the path loss exponent.
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Fig. 1. Presentation of the system model.

The small-scale fading vector between the BS and the
RIS is defined as follows

T
h,, = [hBl,l’hBl,Z,"‘7hBl,N] (0)

while the small-scale fading vectors between the RIS and
the two users are denoted by

hn = [hll,l s hI],Z,“"

hlz = |:h12,1 5 h12,2,""

whereas the small-scale fading vectors between the RIS
and the Eve are expressed by

hIE I: 1E,1° IE2

Let ® a matrix defined by

By | ()
hlZ,N] (8)

] ©

®= diag[gol el% .0, L Py SEY ] (10)

Here, 0 < ¢x<1 and 0 < & <2n for 1 <k< N, represent the
amplitude reflection coefficients and phase shift variables,
respectively, for the k-th reflecting element in the RIS.
At User 1, the signal-to-noise ratio (SNR) for
detecting signal x; is given by
" =pay, . (11)
The expression of y in the case of imperfect CSI is given
by
2 2
- |hil| N |hIl X?Xahm . (12)
dBl dBIdII

However, in the case of a perfect CSI, we assume that all
elements have the same reflection amplitude [30], [31], so

01=@2=... px— @ and
X
1= d,;’l dsldlof BLi Tk CXP I
where = arg(hBl,k) - arg(hBl,khll,k) : (14)

This leads to

| ( ]
V= dz dBIdIOI[ Z|hBlk||hllk| : (15)

The signal-to-interference plus noise ratio (SINR) at User 1
when detecting signal x; is given by

o= PLY, (16)
pay; +1

At User2, the SINR for detecting signal x; is
expressed as follows
ye = PLY, (17)
pay, +1

where the expression of y» in the imperfect CSI case is
given by

2
Bl (18)

In the case of a perfect CSI, it is expressed as follows

2
h
l//2 = |dljz2| dada ( ] (19)
B2 BIY12

0, = arg(hBZ)_arg(hIZ,khBI,k ) (20)

Z I, khlz Y exp(jo,)

with
Thus, one can obtain

sl

27 ga
dy;

dBIdl"; [Z|h31k||h12k|J . 21)

However, the SNR achieved by the eve to decode x; is
expressed as

7}?\/&3 = pEveaiV/Eve (22)

where .. is given in the imperfect CSI case by

2 2
l//Eve = |hB§| + |h[E x ? XahBI (23)
i dydyg
. P
with Prve = N_ . (24)

Eve

In the case of perfect CSI, wgye is expressed by

L i

= + hy By exp(jo,) | (25)
Viw="ge —+ d;; Z e P €xP(i6,)
where S, = arg(hBE‘k)— arg(hlE’khBLk ) (26)

As consequent

s,

dg d"‘d“ [Z|hlEk||h31k|J . (27)

To calculate secure performance at Users 1 and 2, we
define their instantaneous secrecy rates, respectively, using
the following expressions

l//Eve =
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C, =max {log, 1+ min(y;", 1)) - log, (1+ 7;1,),0} (28)

C, = max{log, (1+ ;") ~log, (1+,),0} - (29)

3. Secrecy Performance Metrics

Though the presence of an eavesdropper in the RIS-
NOMA system reduces performance for the intended users,
User 1 and User 2, they remain aided by the smart reflec-
tion scheme provided by the RIS. As a result, the system
continues to function effectively with the expected rates of
R;. However, security concerns must be verified once the
situation arises in which the security rate is less than R;, as
the corresponding transmission cannot be guaranteed. Two
key security metrics should be examined: the Secrecy Out-
age Probability and the Strictly Positive Secrecy Capacity,
both of which are critical for evaluating security issues.

3.1 Secrecy Outage Probability (SOP)

The SOP can be calculated as the probability that the
instantaneous secrecy capacity falls below a threshold
target security rate, indicating potential vulnerabilities. It is
defined by the following expression

SOP=Pr(C, <R orC,<R,). (30)

Substituting by equations (28) and (29), the following
expression can be derived [20]

SOP =1-"Pr(6, <th,,6, <th)Pr(6, <th,) (31)
where

g =11 (32)

1+7/Elve

L+p)
92 Z—x7 (33)

1+7/Elve

1+
O, =—"2, (34)

1+ 755

with th, = 2% is a threshold secure rate.

The SOP expression can be approximated in the high-
SNR regime as follows [25]

SOP =1 _131 (1 - ﬂzﬁ3exp(_ﬁ4)(1 - exp(—,BS )) (35)

where

a, ~uq
=1- -, 36
A exp[ ay th Py, Ay, J eo

thIpEveﬂ% (37)

p=——
’ th py, Ay + pdy;

ﬂ — ZthIOEveﬂ’% (38)
’ lhlpEve;tqﬁe + /)N(ﬂzdgldﬁ
1-th
Bi=——t (39)
althIpEveﬂ’yﬁe
___ 4 —al (40)
5 5
alalzﬂ’lzplzveﬁv,ﬁe
2
_ N
with u, = th~1,and A, = dyf +-2
dydyg

3.2 Strictly Positive Secrecy Capacity (SPSC)

The SPSC is another key performance metric for
next-generation wireless technologies, including 5G, 6G,
and IoT-based secure networks, emerging as a special case
of the SOP when the target secrecy rates are zero. The
probability of achieving a positive secrecy capacity is
given by the following expression

SPSC:Pr(Zh1 <0,th, <0). (41)
This metric can be expressed as follows

SPSC = Pr(mjn(yl“2 N ) > 7g've)Pr<7§2 > ygie). (42)
This can be approximated by the following expression

SPSC = (l—exp(—;(l))(1—;{2;(3)(1—exp(—;(4)) (43)

where

e — 4 (44)
a, p Eveﬂ“.ﬂﬁe
A
PR S— (45)
pdy + pEveﬂ’@
A
2= D : (46)
PN dyd," + pEveﬂ’@
1
JAR— 47)
alpEve;%e

4. Optimization of Secrecy Perfor-
mance Metrics

4.1 Problem Formulation

Improving the confidentiality of users in wireless
networks, particularly when evaluating factors like the
SOP and the SPSC, plays an essential role in ensuring
secure communication even in the presence of potential
eavesdroppers.
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Fundamentally, the SOP serves as an important metric
in wireless communication systems, evaluating the PLS
against potential eavesdroppers. It expresses the probability
that the difference between the primary and eavesdropper's
channel capacities falls below a targeted secrecy rate.
A heightened SOP implies an increased vulnerability to
eavesdropping, whereas a reduced SOP indicates a more
robustly secure transmission.

In addition, the SPSC is not just a metric; it's a fun-
damental concept in wireless security that guarantees
a basic level of protection against eavesdropping at the
physical layer. It measures the maximum rate at which
private information can be transmitted from a transmitter to
a receiver in the presence of eavesdroppers without the
latter being able to decode any information. The SPSC
ensures that a network has a non-zero secrecy rate even
under challenging conditions. A high SPSC indicates that,
even if an eavesdropper has better channel conditions than
the legitimate receiver, there still exists a positive rate at
which data can be communicated securely.

Accordingly, reducing the SOP and increasing the
SPSC are crucial steps to strengthen the secrecy perfor-
mance of wireless networks. To deal with this situation, we
formulate the following multi-objective optimization
(MOO) problem:

Find the power allocation coefficients @; and a, such
that:

Min (£, (x) = SOP(x)) and Max(F,(x) = SPSC(x)) (48)

Subject to:
a,+a,=1, (49)

a <a, (50)

where x = [ai, az] is the vector of decision variables.

4.2 Solution Using Multi-objective AVOA

In this study, we use a multi-objective variant of the
Artificial Vultures Optimization Algorithm (AVOA) called
multi-objective AVOA (MOAVOA) [29] to solve the de-
fined multi-criterion optimization problem. The concept of
the AVOA was proposed by Abdollahzadeh et al. [32],
inspired by the lifestyles of African vultures.

The AVOA simulates the foraging and navigation be-
haviors of African vultures. Based on the fundamental
concepts of vultures, the algorithm is formulated in four
steps [32]:

Step 1: Determining the best vulture in every group

Once the initial population is formed, the fitness of all
solutions is evaluated. The top solution is designated as the
best vulture for the first group, while the second-best solu-
tion becomes the best vulture for the second group. Other
solutions, guided by (51), move towards the best solutions

for both groups. In any iteration, the fitness of the entire
population is recalculated.

- {BestVulturel ifp =« . 51)

BestVulture, if p, =

Here, BestVulture, and BestVulture, represent the first and
second best vultures, respectively. a and f are probability
parameters between 0 and 1, and the sum of both parame-
ters is 1. The probability of selecting the best solution is
determined using the roulette wheel method for each
group, as described by

£ (52)
F

b=

i=1

Step 2: Computation of the rate of starvation of
vultures

At this phase, the vultures' hunger level is calculated,
and this behavior is mathematically represented by the
following expression

iteration,

F:(z.mndlﬂ).y-@_,_j (53)
Max iterations

where F is the amount of hunger, y random number
between —1 and 1, and rand, is a random number between
0 and 1. When |F| exceeds 1, the AVOA algorithm
transitions into the exploration phase. Conversely, when |F|
is less than 1, the algorithm shifts into the exploitation
phase, where vultures focus on searching for food in their
immediate vicinity.

Step 3: Exploration

During the exploration stage, the movement of the
vultures is defined by the following equations

V(@i+1)=R(@)-D@)-F if p>rand, (54
where
D(i) =|X -R()- V(i) (55)
and
V(@i+1)=
R(i)— F +rand,((ub—1b)-rand, +1b) if p, <rand
(56)

where V(i + 1) is the vulture’s position vector in the next
iteration. F' denotes the satisfaction level of the vulture, as
defined by (53), R() is calculated using (51), while X rep-
resents the stochastic movement of the vulture leader. This
random movement is determined by X = 2xrand, where
rand is a randomly generated number between 0 and 1. The
current position vector of the vultures is given by V(i).
Additionally, rand, and rands; are also random values
within the [0, 1] interval. Finally, ub and Ib represent the
upper and lower bounds of the variables, respectively.
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Step 4: Exploitation

This stage consists of two phases, each employing
distinct strategies. The selection of a strategy in each phase
is governed by two parameters, p» and p3. Parameter p;
dictates the choice of strategies in the first phase, while ps3
controls the strategy selection in the second phase. Both
parameters must be assigned values within the range [0, 1]
prior to initiating the search operation. The first exploita-
tion phase is performed when |F| > 0.5, and the vultures'
movement during this phase is described by the following
equations

V(@i+1)=D(@)-(F +rand,)—d(t) if p,>rand,, (57)

where
dt)=R@G@)-V(@), (58)
and
V(@i+1)= (59)

D(i)-exp(SF)-cos(2zF)+R(i) if p, <rand ,,

where V(i+1) is the vulture’s position vector in the next
iteration. The variable rands represents a randomly gener-
ated number between 0 and 1. In (58), R(i) is obtained
through (51), and V(i) represents the position vector, which
is used to determine the distance between a given vulture
and one of the top-performing individuals. In (59), the
parameter S defines the spiral form of the logarithm model.

In the second phase of exploitation, when |F| < 0.5,
this phase is performed and the vultures' movement is gov-
erned by the following equations

V(@i+1)= % if py 2 rand (60)
where
A, =BestV,(i)-D()- F, 61)
A, =BestV,(i{)—-D(i)- F
and

V(i+1)=R@)~|d(t)-F-Levy(d) if p, <rand,, (62)

where the BestV (i) denotes the best-performing vulture in
the first group, while BestV,(i) represents the best vulture
in the second group. In (62), the Levy flight (LF) is
computed by

u-o
W

/B
raemsa(?) |

r((1+ﬂ)/2).ﬂ-2(%

LF(x)=0.01

O =

where u and v are random numbers between 0 and 1, and
is fixed to 1.5.

The AVOA has three new mechanisms for perform-
ing multi-objective optimization, similar to those employed
by Multi-objective Grey Wolf Optimizer: an archive, a grid
mechanism and a leader selection mechanism [29], [33].
The pseudo code MOAVOA applied to our two-objective
trade-off problem is explained in Algorithm 1.

Problem definition: Define Vector of decision variables
X = [a1, a2] and working space boundaries of decision variables.
MOAVOA parameters: Maximum number of iterations
Population size (nPop), Grid Inflation Parameter (o),
Number of Grids per each Dimension (nGrid), Leader Selection
Pressure Parameter (), Extra Repository Member Selection
Pressure ().
Initialize (Pop): Initialize the random population xi (i = 1, 2,...,
nPop) with random combinations of [a1, a2]
Evaluate (Pop): Calculate the objective values of all population.
Obtain the non-dominated solutions and create the archive.
Find the leader
While (stopping condition is not met) do
Calculate the fitness values of Vulture
Set xvure as the location of Vulture (1% best location Best
Vulture Category 1)
Set Xvuiure as the location of Vulture (2™ best location Best
Vulture Category 2)

(Maxit),

For (i =1 to nPop) do
Update the F using (53)
Select R(7) using (51 and 52)
If (|F|21) then
If(p = mndpl ) then
Update the location of Vulture by (54)

else
Update the location of Vulture by (56)
If (|F|<1) then
If (|F|20.5) then

If(pp 2 rcmolp2 ) then

Update the location of Vulture by (57)
else
Update the location Vulture by (59)

else lf(|F| <0.5) then

If(p32 mndp} ) then

Update the location Vulture by (60)
else

Update the location Vulture by (62)
Evaluate the objective values for all population
Obtain the non-dominated solution
Update the Archive according to the found non-dominated
solutions
If (Archive = full) then
Use the grid mechanism to delete the current archives
Add the new solution to the Archive
If (any of the newly added answers to the Archive is placed
outside of the hypercubes) then
Update the grids
Return the Archive

Algorithm 1. Pseudo code of MOAVOA algorithm [29].

5. Simulation and Results Discussion

To evaluate the effectiveness of the proposed algo-
rithm, this section presents simulation results. As previous-
ly outlined, the objective of the MOAVOA algorithm is to
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identify the optimal values for the power allocation coeffi-
cients a; and @, while adhering to the constraints defined in
(49) and (50), such that Min(F)(x)=SOP(x)) and
Max(F»(x)=SPSC(x)).

This issue is reframed as

Min(f, f3) (64)
where f; and f, indicate the fitness functions given by
30 30
fi= D, F(x)= D SOP(x). (65)
p=-25 p=-25
100 100
fr= =730 ' (66)
D> F(x) . SPSC(x)
p=-25 p=-25

The effectiveness of the proposed MOAVOA method
is evaluated by comparing its results with those of Multi-
objective Particle Swarm Optimization (MOPSO) algo-
rithm. Both algorithms were studied using important sys-
tem parameters presented in Tab. 1 [25] and the control
parameters listed in Tab. 2 and 3.

In this system model, the eavesdropper is an illegiti-
mate user located near the NOMA users, intercepting the
signal reflected from the RIS, which originates from the
BS. The received signal is affected by additive white Gaus-

Parameter Value
SNR ratio p (dB) [-25, 30]
Number of reflecting elements of the RIS(V) 50
Power allocation coefficients (a1, a2) [0, 1]
Target rates (Ri, R») (bps/Hz) 0.1
Path loss exponent (o) 4
Distances (dp1, dp2, dsr) (Normalized) 0.8
Distances (dpi, di, dz) (Normalized) 1
Distance (die) (Normalized) 0.7
SNR ratio peve (dB) 19
Tab. 1. The system parameters.
Parameter Value
Population size (nPop) 100
Maximum number of iterations (Maxit) 100
Inertia Weight (w) 0.4
Personal Learning Coefficient (c1) 1
Global Learning Coefficient (c2) 2
Leader selection pressure () 2
Mutation Rate (Mu) 0.1
Number of grids per dimension (nGrid) 7
Maximum number of repository (nRep) 100
Tab. 2. MOPSO parameters.
Parameter Value
Population size (nPop) 100
Maximum number of iterations (Maxit) 100
Archive size (4size) 100
Grid Inflation Parameter (a) 0.1
Number of grids (nGrid) 10
Leader selection pressure (f) 4
Extra Repository Member Selection Pressure (y) 2

Tab. 3. MOAVOA parameters.

sian noise (AWGN) and is dependent on the following
parameters: small-scale fading between the BS and the
RIS, small-scale fading between the RIS and the eaves-
dropper, distance between the BS and the RIS, distance
between the RIS and the eavesdropper, amplitude reflec-
tion coefficients of the RIS elements and phase shift varia-
bles introduced by the reflective elements of the RIS. In the
simulation, these parameters are randomly generated under
both perfect and imperfect CSI conditions as follows:

e Imperfect CSI:
- Amplitude reflection coefficients vary between 0 and 1.
- Phase shifts vary between 0 and 2.

e Perfect CSI:
- All RIS elements have identical reflection amplitudes and
uniform phase shifts.

Furthermore, the Rayleigh fading channel parameters
used in the simulation are as follows:
- Distances (Direct Links): BS to RIS, BS to User 1, BS to
User 2, and BS to Eavesdropper.
- Distances (Indirect Links via RIS): RIS to User 1, RIS to
User 2 and RIS to Eavesdropper
-Path Loss Exponent: a=4 for the Rayleigh fading
channel
- Small-Scale Fading (Direct Links): BS to RIS, BS to
User 1, BS to User 2, and BS to Eavesdropper.
- Small-Scale Fading (Indirect Links via RIS): RIS to
User 1, RIS to User 2, and RIS to Eavesdropper.
- Additional RIS Parameters:

- Amplitude reflection coefficients,

- Phase shift variables.
In the simulation, these parameters are assigned random
values for both perfect and imperfect CSI scenarios, as
discussed in the previous section.

Additionally, according to the literature, the number
of RIS elements N typically ranges from tens to hundreds,
depending on the specific use case (e.g., indoor vs. outdoor
environments, small-scale vs. large-scale deployments). In
this study, N =50 is selected as an optimal trade-off be-
tween performance and computational complexity, ensur-
ing a meaningful system evaluation.

The optimal solutions obtained by both MOPSO and
MOAVOA methods are as indicated in Tab. 4 and Tab. 5,
corresponding to perfect and imperfect CSI cases, respec-
tively.

Figures 2 and 3 illustrate the optimal extracted solu-
tions using the MOPSO and MOAVOA algorithms,
demonstrating a good trade-off between both objectives for
the perfect and imperfect CSI cases, respectively. The
results clearly indicate that the MOAVOA algorithm out-
performs the MOPSO method in terms of optimization
efficiency. Thus, the MOAVOA presents high convergence
and coverage within just 10 iterations, requiring only
2.119346 seconds to converge to the optimal solution.

Figures 4 and 5 represent the SOP metric versus SNR
for both perfect and imperfect CSI cases, evaluated across
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fi 5 @ @ A lower SOP indicates that the legitimate channel consist-
Best solution (X)) usin ently outperforms the eavesdropper’s channel, reflecting
€ | 11.4288 | 7.9046 | 0.1031 | 0.8969 b : d effici locati
MOPSO robust security and etficient resource allocation.
Best solution (X2) using
MOAVOA 11.2856 7.8038 0.1000 | 0.9000 1
Tab. 4. Simulation results of MOPSO and MOAVOA for 0-9
perfect CSI case for N = 50. 0.8
fi 5 a a 0.7
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Figure 6 presents the SOP metric along with its
asymptotic values for both perfect and imperfect CSI cases,
using N=150 and power allocation coefficients obtained
through the MOAVOA algorithm. One can observe that the
perfect CSI case performs a lower outage probability com-
pared to the imperfect CSI case.

The key reason for this lower SOP in the perfect CSI
case is the accuracy and certainty in channel knowledge,
which enables precise power allocation, ensuring that the
legitimate user's channel consistently outperforms the
eavesdropper’s. In contrast, imperfect CSI introduces un-
certainties, slightly complicating the achievement of opti-
mal performance and marginally increasing the probability
of secrecy outages.

Figures 7 and 8 illustrate the SPSC metric as a func-
tion of SNR for both perfect and imperfect CSI scenarios,
evaluated under different power allocation coefficients,
with N =50. The results show that higher SPSC levels are
obtained with lower power allocation coefficients for the
nearby user relative to the BS, aligning with the optimal
solution identified by the MOAVOA algorithm. A higher
SPSC indicates that:

e The RIS-aided NOMA network can support more se-
cure connections, allowing for larger-scale deploy-
ments in [oT, V2X (Vehicle-to-Everything), and
smart grid communications.

e Secure communication can be maintained over
a broader range of SNR values, enhancing system ro-
bustness in varying channel conditions. This is partic-
ularly useful in 5G and beyond networks, where secu-
rity threats are more sophisticated.

e The legitimate user consistently has a significant ad-
vantage over the eavesdropper, making it difficult for
the latter to intercept or decode the signal. This is
beneficial for military and financial applications,
where data security is paramount.

e Even if channel conditions degrade slightly, secure
communication can still be maintained without fre-
quent interruptions or the need for additional encryp-
tion mechanisms.

Figure 9 illustrates the SPSC metrics alongside their
asymptotic values for both perfect and imperfect CSI sce-
narios, using N=150 and power allocation coefficients
determined by the MOAVOA algorithm. It is evident that
the perfect CSI case achieves a higher SPSC compared to
the imperfect case. The performance gap between perfect
and imperfect CSI in terms of SPSC is primarily due to the
accuracy and reliability of channel knowledge, which di-
rectly influences power and resource allocation as well as
signal transmission strategies.

Figures 10 and 11 represent the SOP metric as a func-
tion of SNR for both perfect and imperfect CSI scenarios,
evaluated under different values of target rates Ri, R»
assigned to the users. The results show that better SOP per-

SPSC
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Fig. 13. SOP performance versus SNR ratio for different peve
and N = 50 (Imperfect CSI case).

formance is obtained with lower values of R; and R,. Thus,
higher target rates increase SOP, leading to greater eaves-
dropping risks.

A similar SOP trend is observed when pg,. increases,
as illustrated in Fig. 12 and 13. Thus, higher pgy. reduces
the secrecy capacity of legitimate users, increasing the
probability that the secrecy rate falls below the required
threshold, thereby raising SOP.

Figures 14 and 15 illustrate the SPSC performance for
both perfect and imperfect CSI cases, evaluated under
different values of pr... We can see that as pg.. increases,
the eavesdropper can decode more information, thereby
reducing secrecy capacity values.

Figures 16, 17, 18 and 19 show the impact of varying
the number of RIS elements on SOP and SPSC perfor-
mance for both perfect and imperfect CSI scenarios. The
results clearly demonstrate that increasing the number of
RIS elements significantly improves secrecy performance,
reducing SOP and enhancing SPSC efficiency. We notice
that saturation point happens at p = 10 dB.

6. Conclusion

This paper analyzes the PLS of RIS-aided downlink
NOMA networks in the presence of eavesdropping threats.
In this system, paired users communicate simultaneously
with the BS and the RIS. By analyzing reflected links un-
der Rayleigh fading, we derive new channel statistics and
evaluate the network's performance using two key security
metrics: SOP and SPSC. The analysis is conducted for both
perfect and imperfect CSI scenarios. To optimize SOP and
SPSC, we employ the multi-objective artificial vulture’s
optimization algorithm, focusing on the power allocation
coefficients for nearby and distant users. The results
highlight that a reduced power allocation coefficient for the
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nearby user leads to lower SOP values and higher SPSC
levels, reflecting the effectiveness of MOAVOA in identi-
fying optimal solutions. Moreover, the findings reveal that
perfect CSI slightly enhances security performance, with
lower SOP and higher SPSC compared to the imperfect
CSI scenario. This demonstrates the critical role of accu-
rate channel estimation in maintaining robust PLS. This
study confirms the significant benefit of integrating RIS
and NOMA in enhancing the performance of wireless
communication under attack from eavesdroppers. Thus, it
can be extended to emerging technologies to investigate
secrecy performance in 6G networks and beyond such as
terahertz and visible light communication (VLC) systems.
It can also be employed for UAV-assisted secure networks,
where secrecy optimization for drone-based communica-
tion systems in military and civilian applications is highly
requested. Additionally, a hybrid approach that integrates
advanced machine learning techniques such as Deep Neu-
ral Networks (DNN) and multi-objective optimization
algorithms can be considered for adaptive optimization to
achieve a real-time secure transmission in RIS-aided
NOMA networks under dynamic eavesdropping threats,
where the eavesdropper’s position continuously changes.
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