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Abstract. 5G mmWave networks rely on directional beam-
forming to ensure high-bandwidth connectivity, but the ini-
tial beam alignment process is vulnerable to beam—stealing
attacks. In this scenario, an adversary transmits forged
synchronization signals to hijack the receiver’s connection,
potentially leading to denial of service. This paper ana-
lyzes these threats and proposes a physical-layer detection
mechanism based on radio frequency fingerprinting. Using
a 60 GHz laboratory test-bed, we emulate legitimate and ma-
licious transmission scenarios to evaluate specific hardware
impairments. We investigate two primary detection metrics:
power amplifier nonlinearities, analyzed via their Amplitude
Modulation to Amplitude Modulation (AM/AM) character-
istics, and local oscillator stability, quantified by carrier
frequency offset drift. Experimental results demonstrate that
these metrics can successfully distinguish among different
transmitting devices based on their saturation levels and fre-
quency stability profiles. The study confirms that lightweight
radio frequency (RF) fingerprinting is a viable solution for
hardening 5G beam management against spoofing.
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1. Introduction

The fifth generation (5G) of mobile networks is trans-
forming connectivity by delivering gigabit-class data rates,
millisecond-level latency, and enhanced reliability to sup-
port emerging sectors such as industrial automation, medical
services, or autonomous transport. In industrial settings, the
shift from fixed wired links to wireless infrastructures enables
truly mobile automation. Mobile robots and autonomous ve-
hicles can only realize their full productivity and flexibility
when wireless links match the stability and throughput his-
torically provided by cable links, such as Ethernet [1].
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To satisfy these strict requirements, 5G networks in-
creasingly exploit the millimeter wave (mmWave) bands,
which offer very high bandwidth and capacity. In addition
to the licensed Frequency Range 2 (FR2) which reaches up
to a maximum of 33.4 GHz in Europe, a 60 GHz band has
been attracting massive research interests, not only due to
the wide available bandwidth, but also due to its unlicensed
operation, where the coexistence of 5G and 60 GHz WiFi is
expected [2]. Propagation at these frequencies is inherently
lossy and sensitive to blockage and atmospheric effects. The
wireless networks therefore need to concentrate energy us-
ing directional antennas and beamforming, producing narrow
spatial lobes that restore link budget, but highly depend on
precise alignment between transmitter and receiver [3].

This paper departs from the analysis of beam-stealing
threats in SG mmWave systems performed in [4]. The ap-
proach used falls within the domain of radio-frequency fin-
gerprinting for physical-layer security, with a proliferation
of contributions over the last decade. Among the related
papers, it is worth mentioning some of the most recent or
closest works. Authors of [5] provided an in-depth overview
of the state-of-the-art in the RF fingerprinting for Internet of
Things (IoT) devices, and classified the methods from various
points of view, including used features (I/Q samples, spec-
trograms, Fourier coefficients), and they mostly focused on
the specific IoT standards, not on 5G. The carrier frequency
offset as a metric for authentication of the wireless devices
for smart healthcare systems has been proposed in [6]. In
contrast to our paper, the authors have not verified their ap-
proach on real data; instead, they modeled the frequency
offset using a Markov process. Similarly, one of the early
works that developed the carrier frequency offset as a suit-
able metric [7] assumed a Gaussian model, without prior
verification of this hypothesis. The recent paper [8] consid-
ered the use of 5G New Radio (5G NR) waveforms and the
fingerprints extracted from the pilot information (specifically
Sounding Reference Symbols), and evaluated the developed
metrics and methods on the dataset from low-cost ADALM-
PLUTO devices operating in the 5G Frequency Range 1
(FR1). With the growing field of machine learning (ML)
and artificial intelligence (AI), many studies have considered
using such approaches to distinguish between legitimate and



130 M. KOUSAL, J. VYCHODIL, M. ALI, ET AL., RF FINGERPRINTING TO DETECT BEAMSTEALING ATTACKS IN ...

rogue transmitters, including our previous contribution [9].
Despite the unprecedentedly high accuracy, explainability in
ML/AI remains an important issue for safety-critical appli-
cations; thus, in contrast to [9], we focus on feature-based
approaches hereinafter.

Main contributions of this paper can be summarized as
follows:

» We formalize attacker capabilities and describe a repre-
sentative attack strategy of beam-stealing in mmWave
bands.

* We propose a signal processing chain to extract the fin-
gerprinting metrics derived from 5G synchronization
blocks.

* We evaluate the potential of lightweight, fingerprinting-
based detection of beam-stealing attacks on data from
real mmWave measurements in the unlicensed 60 GHz
band.

The paper is structured as follows. Section 2 briefly
discusses the beamforming technique and associated attacks,
Section 3 describes our experimental mmWave test-bed, and
is followed by a transmitter signal generation description in
Sec. 4. Section 5 discusses suitable metrics for detecting
such an attack, with further details on the signal processing
chain provided in Sec. 6. Section 7 then presents the results
for the specified detection metrics, while Section 8 concludes
the paper.

2. 5G Beamforming Technique

Due to the narrow nature of mmWave beams, ex-
plicit beam management procedures are required to discover,
select, and maintain optimal transmit-receive beam pairs.
3GPP New Radio (NR) specifies beam management mech-
anisms (sweeping, measurement, and reporting) that rely on
synchronization and reference signals transmitted across can-
didate beam directions, as well as user feedback and network
control, to select and switch beams [10]. Beam training and
periodic or event-driven beam reporting are all used to re-
duce alignment time and overhead. Robust beam tracking is
required for mobility and blockage recovery because small
angular changes or blockage can rapidly degrade the perfor-
mance of mmWave links.

2.1 Beam-Stealing Attack

Beamforming in mmWave communications is usu-
ally maintained by applying discrete antenna array settings
from a predefined steering codebook (so-called beamboook).
Each entry in this codebook is referred to as a sector and
creates such a beam. For optimal establishment of the
mmWave link, the transmitter and receiver must select
the codebook entries that yield the highest received sig-
nal strength [11]. Because the connection has not yet been
established at this early stage of communication, the beam
alignment process is insecure and can be easily compromised.

%Q 1 &
O D =
@) 3

A
o
[4
(7]
; H
» Beam
1. 2 3 4
A With attacker
o
['4
[}
=l O m
» Beam
1.2 3 4

Fig. 1. Beam alignment procedure with beam-stealing attack.

As described in [12], the Man-In-The-Middle (MITM) at-
tack can be performed to forge a legitimate transmitter and
receiver to steer their beams at an attacker, who resends pack-
ets with possible eavesdropping. A simpler version of this
attack can be implemented solely at the transmitter, without
forwarding packets. Such a transmitter would send only ma-
licious synchronization signals, just with a higher power than
the legitimate ones. This situation will lead the receiver to
evaluate the counterfeit beam as the strongest, based on the
Reference Signal Received Power (RSRP), and thus the best
beam. This may cause the receiver to get looped in the beam
alignment process and potentially Denial of Services (DoS),
as shown in Fig. 1.

With the expected massive deployment of millimeter-
wave communications, the research of attack countermea-
sures is of utmost importance. As the attacks on the beam
management target the initial phase of the connection, itis ad-
vantageous to focus on the physical layer security techniques.
In the following chapter, we describe our experimental setup.

3. Hardware Setup

The measurement was performed in a laboratory en-
vironment to ensure a controlled setup. Throughout the
experiment, the vector signal analyzer Rohde&Schwarz
FSW85 [13] was used as the reference receiver. It is assumed
to be the most linear and stable over time and thus will not in-
troduce signal distortions nor offsets into the received signal.
Directly at the input RF port, an adapter from waveguide to
coaxial QWA-15R18FE [14] was connected. At the waveg-
uide side, a horn antenna SAR-2013-15-S2 [15] with 20 dBi
gain was used. This setup remains the same throughout all
measurements. The role of the signal analyzer is primarily
to store the In-phase and Quadrature (I/Q) samples with a
sampling rate of 491.52MHz for future processing in the
connected computer.
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Fig. 2. Measurement system schematic diagram.

A total of three distinct transmitting devices were mea-
sured: some of them could represent legitimate devices,
while the others serve as attacker devices. Our primary ob-
jective was to determine whether it is possible to distinguish
one of these devices from another. Only one of the devices
was transmitting at the same time. The block schematic of
the measurement setup is shown in Fig. 2. All transmission in
the baseband is realized with the development board ZCU111
from Xilinx equipped with Zynq UltraScale+ RFSoC [16].
The I and Q baseband components are generated by fast 14-bit
DACs clocked at 6.554 GSPS connected to VLFX-2500+
low-pass filters, which are used to prevent aliasing.

The first Device Under Test (DUT), hereinafter called
the 60 GHz box, is a part of our mmWave test-bed previously
used for channel sounding or vehicular communications ex-
periments [17]. It is built from Sivers IMA FC1005V/00
upconverter, which raises the baseband signal to the required
mmWave frequency. The upconverter can be used in the
range of 57 — 66 GHz. The local oscillator signal is gener-
ated by a frequency-stable, low-phase-noise generator, Agi-
lent 83752 A. The upconverted signal then drives the QuinStar
QPW-5066233 power amplifier with 30 dB gain and 23 dBm
P1dB power, to boost the power of the RF signal, which is
then transmitted using the horn antenna of the same type as
used at the receiver side. Distance between DUT and FSW
is 150 cm and does not change during the experiment.

The second and third DUTs are Sivers IMA beamform-
ing kits, specifically EVK06003 and EVK06002 [18]. They
were placed 80cm from FSW. Those kits have all the re-
quired RF hardware for transmitting in 60 GHz band (ex-
act frequency range of 57 — 71 GHz); there is only a need
to supply a differential baseband I/Q signal, and connect
them via USB interface to the PC for remote setup and
control. To ensure the conversion of single-ended I/Q
data from the RFSoC platform to the differential pair, the
balun board ADC-WB-BB from Texas Instruments is used.

thttps://www.mathworks.com/products/5g.html
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Fig. 3. Transmitters and receiver in laboratory.

Both kits are equipped with the same motherboard, which
provides a local oscillator, control circuits, etc., and the dif-
ference between them lies only in the populated RF module.
Beamforming is performed through the integrated codebook
with 63 fixed steps, alternatively, there is an option for the
omnidirectional mode. The first-mentioned kit is equipped
with the RFM06009 module, which supports beamforming
in azimuth by +54 degrees and in elevation by +25 de-
grees, and the output RF power reaches up to 40 dBm. The
second-mentioned kit is equipped with the RFM06010 mod-
ule, which allows only azimuth beamforming in the range
+45 degrees, again with 63 fixed steps. The entire test bed
during the laboratory measurements is shown in Fig. 3.

4. Signal Generation

For a realistic emulation of the beamforming procedure
in the 5G system, it is necessary to generate a corresponding
signal to be transmitted through the DUTs. Throughout our
experiment, we have generated the signal resource grid us-
ing the MATLAB 5G Toolbox ! to maintain the 5G standard
rules as close to the real situation.

In order to correctly perform the initial access by the
User Equipment (UE), the base station, in the 5G terminol-
ogy denoted as the next generation Node B (gNB) transmits
the beams burst in all possible directions at defined intervals.
These synchronization bursts consist of the Synchronization
Signal Blocks (SSB) containing the Primary Synchronization
Sequence (PSS), the Secondary Synchronization Sequence
(SSS), the Physical Broadcast Channel (PBCH) and the De-
modulation Reference Signals (DMRS). The single synchro-
nization block occupies 4 OFDM symbols and 20 Resource
Blocks (RB), which is equal to the 240 subcarriers as shown
in Fig. 4. Depending on the transmission frequency, there is
a maximum number of those synchronization blocks that are
repeated and together form a synchronization burst. For the
5G mmWave frequency range (FR2), there is a limit of 64
SSB blocks per burst, which forms 5 ms window periodically
repeated in time. This period is usually set to 20 ms, but in
order to reduce amount of received I/Q samples to process
throughout our experiment, we have repeated these windows
one next to each other.
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Fig. 5. Resource grid of final synchronization burst with SCS
120 kHz, FFT size 4096, occupied bandwidth 28.8 MHz.

The subcarrier spacing (SCS) is selected according to
Case D in the 3GPP specifications, which is 120 kHz [10],
appropriate for mmWave bands. For such a burst configura-
tion, the minimum sampling frequency is 30.72 MHz (note
that in our experiment, without loss of generality, we do
not transmit any data as we expect the initial access phase).
Due to the hardware limitations of the clock settings in the
used RFSoC platform, we can not set such very low ADCs
sampling frequencies, and thus we have chosen the sampling
frequency of 491.52 MHz, corresponding to the product of
the optimal FFT length of 4096 and 120 kHz SCS. Such sam-
pling frequency is comparable to one we used in our previous
experiments [17]. The unused part of the time-frequency re-
source grid is set to zero, so nothing is transmitted there, as
illustrated by a blue color in Fig. 5.

5. Suitable Detection Metrics

The use of low-cost, widely available Software-Defined
Radio (SDR) technology by the attacker is usually consid-
ered. Every transmitting hardware has some imperfections,
such as nonlinearities, mismatches, or leakages, and these
create a specific kind of distortion to the transmitted signal,

unique to every single device, as we discussed previously for
sub-6 GHz frequencies in [19]. When observing raw sam-
pled I/Q data, there are several RF fingerprinting [20] options
to distinguish which transmitter we are actually receiving
data from.

There are several basic assumptions we consider in our
experiment to identify the individual devices:

* The attacker’s device is usually not equipped with very
precise (and thus expensive) pieces of hardware, such
as the ultra-linear power amplifiers (PA), nor the precise
signal upconverters with an ultra-stable local oscillator.

e The attacker usually operates from a larger distance to
the victim UE, than the legitimate gNB. Moreover, in
order to perform a successful attack, the power level
from the attacker at the location of UE must be higher
than the power level from the legitimate user.

Therefore, the attacker usually has to transmit at a higher
power level, reaching the amplifier’s limits and causing
its output to saturate easily. Operating the PA in the
highly linear regime would, on the other hand, require
much higher energy from the power supply.

The power amplifier nonlinearity and the local oscillator fre-
quency offset are two examples of impairments whose ef-
fects on the signal are relatively easy to distinguish from
one another and from those of other impairments. Exploit-
ing additional impairments, such as phase noise [21], or [/Q
imbalance [22] can be considered in future work.

5.1 Transmitter Nonlinearities

The first suitable metric leverages the second-
mentioned assumption and extends the concept of RF finger-
printing by identifying AM/AM characteristics of the power
amplifier. Note that the Amplitude Modulation to Phase
Modulation (AM/PM) distortion of the state-of-the-art solid
state PA’s is usually considered negligible, in contrast to e.g.
traveling tube amplifiers used in SatCom applications.

In order to estimate the AM/AM curve, there is a need
to know both the received and the transmitted signal. This
may be challenging for general data transmission, but in our
case we rely on processing SSB signals, as defined by 3GPP,
which are present in any standard-compliant gNB transmis-
sion. In real applications, it is thus possible to generate
a synthetic copy of synchronization bursts after receiving the
real, legitimate ones and decoding the required information,
such as PSS and SSS.

After the synthetic copy is created, the AM/AM char-
acteristic, which describes the (non)linearity of the trans-
mitter, can be estimated. If the attacker’s PA operates in
saturation, the received signal will be accordingly distorted.
To distinguish among the individual transmitters, a suit-
able metric could be the Normalized Mean Squared Error
(NMSE) between the measured AM/AM and the perfectly
linear AM/AM response.
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5.2 Local Oscillator Imperfections

The second metric is based on imperfections in the
transmitter’s upconverter and the connected local oscillator,
which have previously been identified as a suitable finger-
printing feature [19]. Every oscillator drifts over time and,
if not compensated, its frequency is also highly dependent
on temperature [23]. Those imperfections are much stronger
in mmWave bands because the upconverter will multiply
their effect.

In general, it is assumed that legitimate gNBs are using
the high-precision, and thus expensive, hardware compo-
nents, for which such described frequency drifting is kept
pretty small, and the attacker’s oscillator hardware is usually
much less stable. Even if this is not the case, the frequency
drift across transceivers will vary. Fingerprinting transmit-
ters with this method is based on estimating the Carrier Fre-
quency Offset (CFO) from PSS and Cyclic Prefixes (CP) of
OFDM symbols and comparing the deviation of CFO both
by its distribution and over time.

6. Signal Processing Chain

The received signal at carrier frequency 58.576 GHz
with subcarrier spacing 120kHz and occupied bandwidth
28.8 MHz is recorded using a signal analyzer sampling at
frequency 491.52 MHz with a record length corresponding
to a duration of 20 ms, which is sufficient to capture at least
three repetitions of the transmitted sequence, each with a du-
ration of 5ms. The I/Q samples are stored on an SSD drive
and transferred to MATLAB for further processing. The size
of the 20 ms file is 150 MB, for the long-term CFO estimation
approximately 1.5 s were recorded and this file is 10.9 GB in
size. The block schematic of the processing chain is shown
in Fig. 6.
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Fig. 6. Received signal processing chain in MATLAB.

The first step is to compute a coarse CFO estimate from
PSSs via correlation. As defined in 5G standard [10], there
are three possible PSSs. We synthesize all of them, shift each
by half the SCS in the range of +6 X SCS, and correlate with
the received signal. The PSS index and corresponding coarse
frequency offset are then selected based on the highest iden-
tified correlation peak. After the coarse CFO calculation is
completed, the frequency correction is applied to the whole
received waveform. The next step is to synchronize in time
with the known SSB sequence and extract all repetitions of
synchronization bursts which have been captured, similar to
the process described in [24]. This is done by using integer
sample synchronization by correlating a known transmitted
synchronization burst with the received waveform. Then the
process continues with fine CFO estimation and correction,
which is calculated using CP for each OFDM symbol sep-
arately. The CFO estimate € is calculated from the phase
difference between CP and the corresponding tail part of the
OFDM symbol as described in [25] using (1), where M is the
length of CP and N is the size of the FFT :

M
6A=(1/27T)arg{ yT[n]yl[n+N]}- D

n=1

Such calculated CFOs are stored and processed as
the suitable fingerprinting metrics. The synchronized and
frequency-corrected signal is then used to obtain AM/AM
characteristics estimates.

7. Results

This section presents the results of measurement and
further analysis of the described detection metrics to unveil
their potential to detect the beam stealing attack.

The first method, relying on the modeling of PA nonlin-
earities, makes use of a quantile-quantile data transformation,
that has effectively been used in various applications, rang-
ing from traffic modeling [26] to digital predistortion adap-
tation [27]. The quantile-quantile transformation, expressed
using a quantile-quantile plot (Q-Q plot), is a graphical tool
used to compare the distribution of a dataset to a reference
distribution. In the case of PA modeling, the Q-Q plot serves
to visualize how the quantiles of the PA output and the quan-
tiles of the PA input are related. Note that in the 5G context,
the PA input signal has the complex zero-mean Gaussian
distribution, and its amplitude thus follows the Rayleigh dis-
tribution.

Alternatively, a standard approach to estimate AM/AM
characteristics through least squares-based polynomial fit-
ting can be used, but with difficulties in determining the
optimal order of the polynomial, which can cause either un-
derfitting and loss of information or overfitting of the PA
characteristic.
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Tab. 1. AM/AM characteristics NMSE from linear gain.

The Q-Q plots at Fig. 7 show that the 60 GHz box (act-
ing as a far-distance jammer) is in saturation, whereas the
two beamforming kits behave almost linearly. To quantify
the nonlinearity, NMSE is calculated as the error between
the ideal linear gain curve and AM/AM 1/Q samples from
Q-Q plot with the equation:

S lx(n) = y(n)?
Zaly(m?
where x is ideal linear response and y is measured I/Q sam-

ples from Q-Q plot. NMSE results for all three measured
transmitting devices are presented in Tab. 1.

NMSEdB = 1010g10 (2)

The second metric, evaluating the stability of the local
oscillator and resulting CFO is characterized by the statistical

the mean value is calculated to compare individual transmit-
ters and presented in Tab. 1. These results are the outcomes
of 3 synchronization bursts measurements with a total length
of 15 ms.

The AM/AM shape could depend on the target output
power of PA, and in some scenarios, the nearby attacker can
still work in arelatively linear regime. In such a case, it could
be advantageous to base the fingerprinting classification on
CFO estimation. Among our tested devices, the 60 GHz box
has a precise and stable local oscillator, with a standard devia-
tion of +1.8 kHz. In contrast to this device, the beamforming
kits have much more unstable local oscillators, which mani-
fests in higher standard deviation of CFO, equal to +4 kHz for
EVKO06002 and +3.5kHz for EVK06003. Those results do
not depend on the set PA gain/output power, so they represent
a more promising way to distinguish among these devices.
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Figure 8 then shows the results of the CFO estimation
for a longer period of time (almost 1.55s), from which the
trend in CFO stability of each DUT can be seen. The most
stable is again the 60 GHz box, where only minimal fluctua-
tions are observed; on the other hand, the beamforming kits
have their local oscillators relatively unstable. Note that it
is not possible to distinguish between devices solely on the
basis of the mean value of the CFO, because the beamform-
ing kits exhibit different values after each power-on cycle.
By comparing the measured results with previous work, e.g.,
from our measurement campaign in the FR1 band presented
in [19], our study confirms the expected greater CFO de-
viations in mmWaves. Due to a lack of data, we are un-
able to directly compare NMSEs of AM/AM characteristics;
however, given the variety of power amplifier technologies,
generalization is not straightforward.

8. Conclusions

Shifting communications to the millimeter-wave spec-
trum offers increased capacity and inherently more secure
links, enabled by unprecedented bandwidth and highly di-
rectional propagation. Conversely, the beam search process
introduces additional vulnerabilities. Similar to other stages
of network initial access, it remains unencrypted and may
therefore be exposed to new attack vectors, including beam
stealing and beam manipulation.

Our paper presents the results of a practical experiment
that aims to enhance the security of the beam search proce-
dure through radio-frequency fingerprinting. On the prac-
tical examples of commercially available beamformers, we
demonstrate the ability to detect the identity impersonation
of the transmitter by analyzing two selected metrics - the nor-
malized mean squared error of the power amplifier nonlinear-
ity from the linear gain, and the deviation of the transmitter’s
local oscillator carrier frequency offset. As shown in Tab. 1,
the measured devices can be distinguished by a combination
of these two metrics. We have shown that the transmitter
architecture plays a crucial role in classification, with the
standard beamforming-free transmitter being readily distin-
guishable from beamforming kits. Nevertheless, despite the
identical architectures of the two beamforming devices, they
can still be distinguished when the combination of NMSE
and CFO deviation metrics is used. On the other hand, the
CFO mean value is not a suitable metric, as it varies sub-
stantially after a transmitter reset and may also depend on the
Doppler frequency induced by user motion.

Despite the promising results, there remains a long path
to reliable implementation in real-world settings. The be-
havior as a function of transmitter-receiver distances, beam
index, power amplifier operating point, or the wide center-
frequency sweep can be investigated in future research.
Moreover, the design of a lightweight automatic classifier

that is not dependent on high-end measurement equipment,
but can be implemented using commercial off-the-shelf com-
ponents could be of further interest.

All measured data are also available in the form of
an open access dataset?.
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