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Abstract. This paper studies the secrecy outage per-
formance (SOP) of an energy-harvesting multi-backscatter-
device (BD) network in the presence of a passive eaves-
dropper. A dedicated radio-frequency source illuminates
multiple BDs employing power splitting (PS), and the BD
with the strongest source-to-BD channel is opportunistically
selected for confidential backscatter transmission. Unlike
conventional secure backscatter communication models that
assume an always-active BD, we explicitly impose a practi-
cal circuit-activation constraint requiring the selected BD to
harvest sufficient energy before transmission. Consequently,
the selected source-to-BD channel jointly determines circuit
availability and the strengths of the legitimate and wiretap
cascaded links. A tractable analytical framework for the SOP
is developed by accounting for activation failure, secrecy-
rate outage, opportunistic selection, PS, and Rayleigh fading.
Since the activation constraint yields a non-zero lower inte-
gration bound, we derive a finite-sum approximation using
the binomial expansion and Gaussian—Chebyshev quadra-
ture. We further obtain a high-signal-to-noise-ratio expres-
sion that reveals a non-zero secrecy outage floor caused by
the proportional scaling of the legitimate and eavesdropping
links. Monte Carlo simulations validate the analysis and
show that increasing the number of candidate BDs improves
secrecy performance, particularly in energy-limited regimes,
but with diminishing returns. The results also reveal the
trade-off between circuit activation and backscattered-signal
strength and quantify the effects of the activation threshold,
PS coefficient, and channel conditions on secrecy perfor-
mance.
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1. Introduction

1.1 Background

The rapid proliferation of the Internet of Things (IoT)
is fundamentally reshaping modern wireless communica-
tions, with its transformative impact already envisioned in
the Cisco Annual Internet Report (2018-2023) [1]. This un-
precedented growth is expected to continue in future sixth-
generation (6G) networks, where ultra-low latency, mas-
sive connectivity, and ubiquitous intelligence will support
billions of interconnected devices [2-4]. To enable such
large-scale deployments, future IoT' networks must simulta-
neously achieve ultra-low power consumption, high energy
efficiency, and sustainable long-term operation [5], [6]. Nev-
ertheless, conventional IoT devices generally rely on active
radio-frequency (RF) transceivers and finite-capacity batter-
ies. To alleviate the resulting lifetime and maintenance con-
straints, energy harvesting (EH) has been extensively inves-
tigated as a means of enabling self-sustainable low-power
wireless devices, particularly through RF energy harvesting
and other ambient energy sources [7-9]. In particular, ac-
tive RF front-ends require power-hungry components such
as RF power amplifiers [10-12], resulting in limited opera-
tional lifetime and frequent battery replacement or recharg-
ing. These maintenance requirements become increasingly
costly and impractical in large-scale IoT deployments, es-
pecially for devices deployed in remote, inaccessible, or
hazardous environments. Consequently, developing self-
sustainable and energy-efficient communication paradigms
has become one of the most critical challenges for future IoT
and 6G ecosystems.

1.2 Related Works

Backscatter communication (BackCom) has attracted
considerable research interest as an energy-efficient trans-
mission paradigm for next-generation IoT networks [13-16].
Instead of generating a dedicated RF waveform through an ac-
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tive transmitter, a backscatter device (BD) conveys infor-
mation by modulating its antenna impedance and reflecting
anincident RF signal. This transmission mechanism substan-
tially reduces RF circuit complexity and energy consumption,
making BackCom particularly attractive for battery-limited
and potentially battery-free IoT applications. Furthermore,
continuous advances in BackCom have broadened its ap-
plication scope across several critical domains, including
smart urban infrastructure [17], precision agriculture [18],
and healthcare monitoring [19]. Recent studies have fur-
ther enhanced BackCom networks through the integration
of reconfigurable intelligent surfaces, non-orthogonal mul-
tiple access (NOMA), interference-aware resource alloca-
tion, and learning-based tag-selection techniques [20-24].
Collectively, these developments demonstrate the potential
of BackCom to improve coverage, spectral and energy effi-
ciency, multi-user connectivity, and secure transmission.

Despite its ultra-low-power transmission mechanism,
a practical BD still requires sufficient energy to support sens-
ing, control, impedance switching, and other circuit opera-
tions. EH has therefore become an important enabling tech-
nique for sustaining long-term BackCom operation [4,25,26].
EH-enabled wireless systems can obtain energy from dedi-
cated wireless power transmitters or ambient sources such as
solar, wind, and electromagnetic radiation [27-29]. Among
RF-powered architectures, simultaneous wireless informa-
tion and power transfer (SWIPT) [30-32] and wireless-
powered communication networks (WPCNs) [33], [34] rep-
resent two widely investigated paradigms. In SWIPT sys-
tems, a common RF transmission supports both information
decoding and EH through receiver architectures such as time
switching, power splitting (PS), antenna switching, or spatial
switching. By contrast, WPCNSs typically separate down-
link wireless energy transfer from uplink information trans-
mission, using dedicated power stations, power beacons, or
hybrid access points to energize the network devices before
data transmission. RF-EH is particularly attractive for dense
IoT deployments because it is compatible with existing wire-
less infrastructures and can support autonomous low-power
operation [35]. In an EH-enabled BackCom system employ-
ing PS, one portion of the incident RF power is allocated
to EH, while the remaining portion is used for signal re-
flection, thereby creating an inherent trade-off between the
energy available for circuit activation and the strength of the
backscattered information signal.

In addition to energy limitations, the broadcast nature
of wireless propagation exposes IoT and BackCom transmis-
sions to potential eavesdropping. Such vulnerabilities may
arise across heterogeneous IoT deployments, including low-
power wide-area networks and UAV-assisted aerial commu-
nication networks [36-39]. Although conventional crypto-
graphic mechanisms can provide confidentiality, their com-
putational complexity and key-management requirements
may be burdensome for lightweight BDs. Physical-layer
security (PLS) has therefore emerged as a complementary
solution that exploits the inherent randomness of wireless

channels, including fading, noise, interference, and path loss,
to protect confidential transmission without relying solely on
computationally intensive encryption [40-42]. These con-
siderations motivate the investigation of secure BackCom
systems under practical EH and hardware constraints.

1.3 Research Gap and Motivation

Existing BackCom studies related to the considered
problem can be broadly divided into performance-oriented
and security-oriented research directions. The first di-
rection primarily focuses on reliability, detection perfor-
mance, throughput, and spectral efficiency [43-45]. A par-
tial NOMA-assisted BackCom system for device-to-device
networks was investigated in [43], where the outage prob-
ability (OP) was derived under Rayleigh fading and dif-
ferent resource-allocation settings. Symbol detection in
a multi-channel multi-tag ambient BackCom network un-
der in-phase/quadrature imbalance was studied in [44], in-
cluding the derivation of the bit error rate and a near-
optimal detection threshold. In [45], a backscatter-assisted
wireless-powered communication network comprising mul-
tiple energy-constrained nodes and a multi-antenna power
source was considered. Notably, a device-sensitivity thresh-
old was incorporated into the outage formulation such that
communication fails when the incident RF power is insuffi-
cient to activate the node. Nevertheless, these studies mainly
addressed reliability, detection, or throughput and did not
consider passive eavesdropping or secrecy outage perfor-
mance (SOP). The second research direction incorporates
physical-layer security (PLS) into ambient BackCom sys-
tems [46-48]. A cognitive ambient BackCom network in
the presence of an unlicensed eavesdropper was investigated
in [46], where analytical and asymptotic expressions for the
outage and intercept probabilities were derived. The outage
and intercept performance of a relay-free two-way ambient
BackCom system under independent Rayleigh fading was an-
alyzed in [47]. More recently, an EH-enabled ambient Back-
Com system was considered in [48], where a multi-antenna
power beacon supplies energy to the source while simultane-
ously generating friendly jamming against the eavesdropper.
Exact and asymptotic expressions for the outage and inter-
cept probabilities of the source and backscatter signals were
derived. Despite these contributions, the secure BackCom
systems in [46—48] considered a single BD and did not explic-
itly model a harvested-energy or circuit-activation threshold
governing BD operation. For clarity, the main differences be-
tween the proposed work and the most closely related studies
are summarized in Tab. 1.

As summarized in Tab. 1, the existing studies address
only subsets of the key characteristics considered in this work.
The works in [43] and [44] focus on outage or detection
performance without jointly considering EH, eavesdropping,
and circuit activation. Although [45] incorporates EH, multi-
ple energy-constrained nodes, and a device-sensitivity thresh-
old, secrecy performance is not investigated. Conversely, the
secure BackCom frameworks in [46] and [47] account for
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Ref. System Model EH | Multi-BD | PLS | Activation | Closed-form | Performance metric
[43] Partial NOMA BackCom X X X X v OoP
[44] Ambient BackCom X Vv X X v BER
[45] Wireless-powered BackCom v v X v v OP, throughput
[46] Cognitive Ambient BackCom X X v X v OP, IP
[47] Two-way Ambient BackCom X X Vv X v OP, IP
[48] EH-enabled Ambient BackCom Vv X Vv X v OP, IP
This work | EH-enabled multi-BD BackCom | v v v v SOpP

Abbreviations: BER: bit-error rate; IP: intercept probability.

Tab. 1. Comparison of the proposed work with representative BackCom studies.

eavesdropping but consider a single BD without explicitly
incorporating EH or circuit activation. Although [48] jointly
considers EH and eavesdropping, it likewise assumes a single
BD and does not impose an explicit harvested-energy thresh-
old for BD operation. Therefore, the secrecy performance of
an activation-constrained multi-BD BackCom network with
opportunistic selection and passive eavesdropping remains
insufficiently characterized.

In practice, an energy-harvesting BD can operate only
when the available harvested energy is sufficient to activate
its sensing, control, and impedance-switching circuits. The
common source-to-BD channel therefore determines not only
the energy available for circuit operation but also the strengths
of the legitimate and eavesdropping backscatter links. More-
over, the activation constraint truncates the feasible operating
region of the selected BD, requiring the SOP formulation
to jointly account for circuit-activation failure and secrecy-
rate outage. Consequently, analytical results developed for
always-active or single-BD secure BackCom systems cannot
be directly applied to the considered network. To provide
meaningful performance comparisons, two idealized bench-
mark schemes are also considered in the numerical ana-
lysis. The first removes only the circuit-activation constraint
while retaining the energy-harvesting architecture, whereas
the second assumes an externally powered and always-active
BD. These benchmarks allow the secrecy-performance loss
caused by circuit activation to be distinguished from that re-
sulting from allocating part of the incident RF power to EH.

Against this background, this paper investigates the SOP
of an energy-harvesting multi-BD BackCom network in the
presence of a passive eavesdropper under non-line-of-sight
(NLoS) Rayleigh fading. Unlike the existing studies, the pro-
posed framework jointly accounts for opportunistic multi-BD
selection, power splitting (PS), circuit activation, and pas-
sive eavesdropping. In particular, it combines the activation-
aware modeling considered in [45] with the security-oriented
BackCom setting studied in [46—48], while incorporating op-
portunistic selection among multiple BDs. The main contri-
butions of this work are summarized as follows:

* We first establish an activation-aware secrecy frame-
work for an energy-harvesting multi-BD BackCom
network with opportunistic BD selection and passive
eavesdropping. The BD with the strongest source-

to-BD channel is selected for confidential backscatter
transmission and is permitted to operate only when its
harvested energy satisfies a predefined circuit-activation
requirement. We explicitly account for the dual role
of the selected source-to-BD channel, which deter-
mines both the energy available for circuit operation
and the strengths of the legitimate and wiretap cascaded
backscatter links. This formulation enables the SOP to
capture both circuit-activation failure and secrecy-rate
outage within a unified analytical framework.

* We then derive the order-statistical distribution of the
selected source-to-BD channel and use it to formu-
late the activation-constrained SOP. We show that the
circuit-activation condition truncates the feasible oper-
ating region of the selected channel, resulting in an in-
tegral with a non-zero lower bound for which conven-
tional identities defined over [0, co) cannot be directly
applied. To overcome this analytical difficulty, we de-
velop a computationally efficient finite-sum approxima-
tion based on Gaussian—Chebyshev quadrature (GCQ).
We further derive a high-signal-to-noise-ratio (SNR)
characterization showing that the activation-failure
probability vanishes as the transmit power increases,
whereas the SOP approaches a non-zero floor because
the legitimate and eavesdropping backscatter links scale
proportionally under the considered architecture.

* We finally introduce two physically interpretable bench-
mark schemes to separately quantify the secrecy-
performance losses caused by circuit activation and the
allocation of incident RF power to EH. We validate the
analytical, approximate, and asymptotic results through
Monte Carlo simulations and use the resulting compar-
isons to reveal the fundamental PS trade-off between
circuit availability and backscattered-signal strength.
We also quantify the performance improvement and
diminishing returns obtained by increasing the number
of candidate BDs and characterize the effects of the
activation requirement and the relative qualities of the
legitimate and eavesdropping channels on the SOP.

The remainder of this paper is organized as follows.
Section 2 presents the considered secure energy-harvesting
multi-BD BackCom system and its signal model. Section 3
characterizes the relevant channel distributions and derives
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the GCQ-based SOP approximation and high-SNR results.
Section 4 validates the analysis through Monte Carlo simu-
lations and discusses the effects of key system parameters
and the considered benchmark cases. Finally, Section 5
concludes the paper and outlines potential directions for
future research.

2. System Model

We consider a secure energy-harvesting BackCom net-
work consisting of a dedicated RF source (S), a cluster of N
BDs, denoted by BDy for k = 1,..., N, a legitimate desti-
nation (D), and a passive eavesdropper (E), as illustrated in
Fig. 1. The RF source is equipped with a continuous-wave
generator and continuously broadcasts an unmodulated car-
rier signal with a constant transmit power Ps. To enhance the
harvested energy and increase the probability of successful
circuit activation, an opportunistic suboptimal backscatter
selection (SBS) scheme is adopted. Specifically, a central
controller selects the BD with the strongest source-to-BD
channel gain, i.e., the largest instantaneous |Asp x|?, for in-
formation transmission. It is worth noting that this selec-
tion criterion relies solely on the source-to-BD channel and
therefore is sub-optimal from the secrecy perspective, since
the instantaneous BD-to-destination and BD-to-eavesdropper
channel conditions are not involved in the selection process.
Owing to the broadcast nature of wireless propagation, the
backscattered signal intended for the legitimate destination
can also be overheard by the passive eavesdropper, giving
rise to potential secrecy outages.

All wireless links are assumed to experience indepen-
dent and identically distributed (i.i.d.) quasi-static Rayleigh
flat fading. Let hgp i denote the baseband equivalent channel
coefficient from S to the kth BD, where hsp x ~ CN (0, /lgé).
Accordingly, the corresponding channel power gain |Asp x|
is exponentially distributed with rate parameter Asp, and
mean E{|sp x|*} = 1/Asp. Under the proposed opportunis-
tic BD-selection policy, we define the effective source-to-
selected-BD channel power gain as:

lhsp|* = max |hsp,|*. 9]
ke{l,....N}

Similarly, hgp ~ CN (0, A51) and hgg ~ CN (0, A5}).
Hence, |hpp|? and |hpg|? are exponentially distributed with
rate parameters Agp and Ag, respectively.

\ Yo
Ve a
= x—""“’“
. k4
Destination
D)

IBNE
N —N hay Eavesdropper

(E)
~—>The information transmission link - -+ - »The EH link = = = -»The backscattering link

Fig. 1. System model of the secure BackCom system.

At the selected BD, a PS architecture is adopted to coor-
dinate the EH and information backscattering processes. Let
B € (0, 1) represent the PS factor. During a given transmis-
sion block of duration T, a fraction (1 — ) of the incident
RF signal power is directed to the EH circuitry, while the
remaining portion f is reflected toward the destination D
to carry the BD’s confidential information. Following the
linear EH model adopted in [49], we adopt the following
harvested-energy expression for the selected BD:

En = (1 - B)Ps|hsp|*T. )

Based on (2), the selected BD is activated only when
En> Ey & (1-pB)Ps|hss|’T > En, 3)

which can be equivalently expressed as
_ Ewn __ ®n
(1=-B)PsT  (1-p)¥

where ysp £ |hsp|? denotes the channel power gain of the
S-BD link. Here, ¢ represents the equivalent channel gain
threshold required for circuit activation, ¥ = Pg/Ny, and
@y, £ Ew/(NoT), with Ny denoting the noise power spectral
density.

YsB = & “4)

Based on the standard baseband BackCom signal model
in [50], we adapt the received-signal expressions to the con-
sidered PS-based architecture. The signal received at the
legitimate destination is

¥yp = VPsf hsghspxscp + np &)
where xg denotes the source signal, cg is the reflection coef-

ficient of the BD satisfying |cg|? = 1, and np ~ CN (0, Ny)
is the additive white Gaussian noise (AWGN) at D.

Similarly, the signal received at the eavesdropper is
YE = VPsp hsghpexscs + ng (6)
where ng ~ CN (0, Ny) denotes the AWGN at E.

From (5) and (6), we derive the instantaneous SNRs at
D and E as 5 5
¥p = ¥Blhss|*|hepl", @)

and ) )
ve = YB|hss|”|hBEl". ¥

3. Performance Analysis

3.1 Statistical Characterization of the
Channels

To maximize the EH and backscattering efficiency,
the selection combining (SC) scheme is employed at
the source-to-BD link.  Specifically, the BD with the
strongest channel from the source is selected, i.e., |hSB|2 =
maxg=1, N |hsp.|*. Let ygp = |hgpl?, and ygg = |hgg|?
denote the channel power gains of the BD-D, and BD-E links,
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respectively. The cumulative distribution function (CDF) of
the selected channel ygsp is given by:

Fyg(x) =Pr (ml?XﬂhSBk I’} <x

N
= [ [ Pr(iiss, |2 <) ©)
k=1

= (1 — exp(—1spx))™
where Agp is the rate parameter of the exponential dis-
tribution for the S-BD link. By applying the binomial

N
theorem (a + b)Y = ¥ (V)aV~"b", with @ = 1 and
0

b = —exp(—Aspx), the CDF in (9) can be expanded as [51]:

NV (N
Fr(@) =1+ (n)(—l)" exp(~nlspx). (10)
n=1

The probability density function (PDF) of ygp is ob-
tained by taking the derivative of (10) with respect to x:

dF. N
Sryss (X) = ys—;(X) Z (]Z)(—l)"HMSB exp(—ndspx).

n=1
(11

3.2 Secrecy Outage Probability Analysis

Following the standard definition of secrecy capacity
in [52], we have Cec = [Cp — Cg]*, where Cp = log,(1+vyp)
and Cg = log, (1+yg). By additionally accounting for circuit-
activation failure, the SOP of the proposed system can be
formulated as follows.

Due to the EH constraint, if the harvested energy is
insufficient (i.e., (1 — B8)PsysgT < E), the BD remains in-
active, and no information is transmitted. In this scenario,
the secrecy capacity is zero, which leads to a secrecy outage
event if the target secrecy rate Cy, > 0. Therefore, the SOP is
formulated as the probability that the secrecy capacity falls
below the threshold Cy, or the BD fails to activate:

SOP = Pr(Csec < Cin,ysB = &) +Pr(ysp < &)

12)

1+ D
=Pr (l D < oG ,YSB 2 5) +Pr(yss < &).
+7YE

Let ypn = 2" and $in = yw — 1. The SOP can be

rewritten as

1+
SOP = Pr ( 1 D Yth, YSB = E) +Pr(ysp <€)
+VE

=Pr(1+vyp < ym +¥YnYE ¥sB = &) +Pr(ysg < &)
=Pr(yp < P + ynYE, ¥sB = &) +Pr(ysg < €).

P1 P>
(13)

Substituting (7) and (8) into $; in (13), we obtain

00

P = / Pr ()’BD < g—; + YthYBE | fyss (¥)dx. (14)

Conditioning on ysg = x and ypg =~ z, the secrecy-
outage event in (14) occurs when ygp < ‘Pﬁx + yhz. Since
vep and ypg are independent exponentially distributed ran-
dom variables with F,, () = 1 —exp(—Appu) and fy,, (z) =
ABg exp(—Agz), respectively, averaging the conditional OP
over ypg yields

00

I(x)= / 731)(\3_; +7ch) Sree(2) dz

vB

(o)

ABDYh
e ) oot
0
L ABE ex (_ /lBD'}’th) ‘
ABDYth + ABE ¥Bx

= / [1 —exp ( ABD (— +7th2))] Agg exp(—Apgz) dz
0

=1- Aggexp ( — (ABE + 1BDYw) 2] dz

(15)
Substituting (15) back into (14) and combining with

&
P, = f Syss (x)dx, the total SOP is expressed as:
0

0

ABE Yth
'! ( ABD Y + /lBE p( BD ey )) Fyse (%)

YBx
+Pr(X <¢)
= / f)’sa (X)dx
Yth
/lBDYth +/1BE ! exp( /lBD ) Frss (x) dx
+'/f)’SB(x)dx
0

= /oonSB(x)dx+/§fYSB(X)dx

N
Z (=1)""nisp
/IBD%h + ABE 4 ( )

(o)

x/exp( ABD‘I’ﬁ )exp( ndsgx) dx

N
=]-— ™1 na
ﬁBD)’th +/lBE Z:‘ (n)( ) S8

x/exp( /lBD )exp( ndsgx) dx. (16)
3
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To facilitate the analysis, we first evaluate the second
term (J»). Specifically, we define:

f2=/exp( ABDW_H/ISBX dx. (17)

The integral 7 in (17) contains an integrand of the form
exp(—A/x — Bx) over the interval [£, co), where & > 0. Al-
though the corresponding complete integral over [0, co) can
be represented in terms of a modified Bessel function [53],
the non-zero lower bound introduced by the circuit-activation
constraint prevents the direct application of that identity.
Therefore, a tractable approximation is obtained using the
GCQ method.

To map the semi-infinite interval [£, o) onto the fi-
nite interval [—1, 1], we introduce the transformation x =

(t+) 7
f + tan (T) s
dx = Z sec? (—<T+41)") dr.

-1 < v < 1, whose Jacobian is

Consequently, 7, can be rewritten as

1
T
n-%
1

exp (— ;BB)DJ&) — n/lSBx(T))

2 [ (z+1)
Xsec (%)

— (z+1)
where x(7) = £ + tan (%) )

dr (18)

the above in-
1

tegral is expressed in the weighted form / f(r)ydr =
-1

To apply the first-kind GCQ rule,

V2@ g, Using f g(T) _dr ~ Z ¥M | ¢(1,,) where

1-72

T

L\_

T = COS (2271#) as [54], we obtain

Vs ABDVth
I~ — W, -
2 4MZ1 ’"eXp( W,

where
(tm+ Dm (T + D1t
=§+tan(T W, = \/1 —1-,%lsec2 — |

Here, M denotes the number of quadrature nodes and
controls the trade-off between computational complexity and
approximation accuracy. Substituting (19) into (16) yields
the tractable GCQ-based approximation of the SOP stated in
Proposition 1.

- MSme) (19)

Proposition 1. Based on the preceding derivation, the SOP
of the proposed backscatter system can be approximated by

ABE NN
SOP~1-——2> 1)
ABDYth + ABE ; (n)( ) sB 20)
(
e ~ABDYih _ 4o
AM L WBx, oo

where M is the number of quadrature nodes, and the defini-
tions of Wiy, X follow the standard GCQ rules as described
previously.

The proof follows directly from substituting the inte-
gral representation in the exact SOP expression with its GCQ
summation form.

3.3 Asymptotic Analysis

To gain further insight into the high-SNR behavior of
the considered system, we derive the asymptotic expression
of the SOP when ¥ — co.

From (13), the term %; can be rewritten as
P1 =Pr(¥BysBYBD < ¥t + Yt ¥BYsBYBE, YsB 2 &)

= / / F)’BD (%hy + ‘;_;;)c) f)’BE(y)f)’SB (x)dydx
E 0

where Fy, (z) =
ABE exp(—4BEY).

1)

1 — exp(-4Agpz) and fy.(y) =

Substituting these distributions into the above expres-
sion and solving the inner integral over y, we obtain

r ABE ABDVth
P = / [1 - ex ( )] x) dx.
: !/ ABE + YthABD P Fran ()

(22)
Therefore, the SOP can be expressed as

[oe]

ABE /' ( ﬂBDf’th)
— == | exp|- x) dx.
ABE + Yt 4BD J P ¥px Fren (@)

(23)

Using the standard first-order Taylor expansion in [55],
the exponential term can be approximated in the high-SNR
regime as

SOP=1-

ﬂBDf’th) ;1 _ 1BDYm 24)

¥Ex Pex
Substituting this standard approximation into the au-
thors” SOP expression in (23), we obtain

ABE /oo ( /lBDf’th)
_ 1- x) dx
ABE + Yth4BD J ¥px Fren )

S
ABE + YthABD

exp (—

SOP*” ~ 1 —

Fyg (£))

ABEABD¥1h

+ / f)’SB (x)
(ABE + Ymdrp) ¥ J x

(25)
Using the PDF of ysg, we further obtain

oo N
/ Syss (%) dx = Z (N)(—l)"”n/lsBEl (ndsgs)  (26)
Y] X n=1 "

where E| () denotes the standard exponential integral func-
tion [55], defined by
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e8]

exp(—t
Ei(z) = / # dr. @7
Ve
Hence, the asymptotic SOP is finally given by
ABE
SOP*~1 - ——F—— (1 -F
ABE *+ Yth4BD ( v (£)
N
ABEABDVith N +l
+ X -1)" nAsgE; (nd .
(lom + Yordsn) ¥ Z(n)( )" nAspE (nAspé)

n=1
(28)
Moreover, it is worth noting that the equivalent activa-
tion threshold ¢ = % is inversely proportional to the
transmit SNR. Therefore, as ¥ — co, we have ¢ — 0. Con-
sequently, the activation-OP

7)2 = Pr()’SB < é:) = F)/SB (é:) -0 (29)

which indicates that the selected BD is almost surely activated
in the high-SNR regime. Hence, the activation constraint
becomes asymptotically inactive, and the secrecy outage is
dominated solely by the successful-activation event repre-
sented by P.

Furthermore, since Fyg, () — 0 and the second term
in (28) is proportional to 1/¥, which also vanishes as
¥ — co, the asymptotic SOP converges to the following
non-zero secrecy outage floor:

SOPoo _ yth/lBD

- Y&7BD (30)
ABE *+ YthABD

This result indicates that increasing the transmit SNR
cannot completely eliminate secrecy outage, since both the
legitimate and eavesdropping links scale proportionally with
Pyss.

4. Numerical Results and Discussion

In this section, numerical results are presented to val-
idate the derived analytical expressions and investigate the
effects of the key system parameters on the secrecy per-
formance. All numerical evaluations were implemented in
MATLAB, and no physical hardware testbed was employed
because this study is based on mathematical analysis and
Monte Carlo simulations. All Monte Carlo results are aver-
aged over 10° independent channel realizations, and M = 100
quadrature nodes are consistently employed in the GCQ-
based evaluation. Unless otherwise specified, the common
simulation parameters are summarized in Tab. 2.

Parameter Symbol Value
Number of BDs N 1,2,4

PS coefficient B 0.5

Target secrecy rate Ci {0.25,0.5, 1} bps/Hz
Number of GCQ samples M 100

Channel parameter (S to BD) AsB {0.5,1,2}
Channel parameter (BD to D) ABD {0.5, 1}
Channel parameter (BD to E) ABE {1, 1.5}

EH activation threshold Dy, {-5,0,1,2}dB

Tab. 2. Simulation parameters.
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Fig. 2. SOP versus the transmit SNR W for different finite
energy-activation thresholds, the Ey, = 0, and the ideal
without-EH benchmark.

The baseline parameter values are selected to represent
favorable, moderate, and adverse operating conditions while
enabling the individual effect of each parameter to be clearly
isolated. Parameters varied in a particular experiment are ex-
plicitly stated in the corresponding figure discussion. Across
all considered cases, the analytical curves and Monte Carlo
simulation markers are generated independently and closely
agree with each other. Although they appear to overlap at the
plotting resolution, the remaining numerical discrepancies
are negligible, indicating that both the GCQ-based evalua-
tion and the Monte Carlo simulations have sufficiently con-
verged and thereby confirming the accuracy of the proposed
analytical framework.

Figure 2 illustrates the SOP versus the transmit SNR ¥
for different normalized circuit-activation thresholds, ®y, €
{-5,0,2} dB, together with two benchmark schemes, namely
the Ey, = 0 case and the ideal without-EH case. The consid-
ered SNR range from —10 to 20 dB spans the energy-limited,
transition, and high-SNR operating regions, while the se-
lected threshold values represent relatively low, moderate,
and stringent activation requirements for passive BDs. As
expected, the SOP decreases monotonically with increas-
ing ¥ because a higher transmit SNR not only enhances
the received backscatter signal quality but also increases
the probability that the harvested energy exceeds the circuit-
activation threshold. In contrast, increasing @y, degrades the
secrecy performance by making circuit activation more diffi-
cult, thereby increasing the probability that the selected BD
remains inactive. Consequently, the case @y, = 2 dB exhibits
the highest SOP, whereas @y, = —5 dB achieves the best se-
crecy performance among the practical finite-threshold sce-
narios. The two benchmark schemes further reveal the im-
pact of practical energy constraints. Specifically, the Ey, = 0
benchmark removes only the circuit-activation requirement
while preserving the EH process, corresponding to the com-
monly adopted assumption that the selected BD is always
active. Therefore, the performance gap between this bench-
mark and the proposed finite-threshold cases directly quanti-
fies the secrecy degradation caused by the activation-energy
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constraint. In contrast, the ideal without-EH benchmark
eliminates both the EH process and the associated power
allocation for EH, thereby providing an upper performance
bound and yielding the lowest SOP over almost the entire
SNR range. These comparisons clearly demonstrate that both
the activation-energy requirement and the EH process con-
tribute to secrecy-performance degradation, with the activa-
tion constraint having a particularly noticeable impact in the
low- and moderate-SNR regions. As the transmit SNR con-
tinues to increase, the SOP curves gradually converge toward
the same non-zero secrecy outage floor predicted by (30).
This behavior arises because both the legitimate and eaves-
dropping SNRs scale proportionally with the transmit power
in the high-SNR regime, causing the influence of noise and
activation constraints to become negligible. Consequently,
further increasing the transmit power beyond the onset of the
secrecy floor provides only marginal secrecy improvement,
whereas reducing the activation threshold or improving the
harvested energy efficiency is considerably more beneficial
in the practical low- and moderate-SNR operating regions.

Following the transmit-SNR and activation-threshold
analysis in Fig. 2, Figure 3 further investigates the impact
of the PS coefficient 8 on the SOP for ¥ € {5, 10, 15} dB.
The PS coefficient is varied from 0.05 to 0.95, while the
limiting values are excluded since 8 = 0 corresponds to no
backscatter transmission and 8 = 1 allocates all the inci-
dent RF power to information reflection, leaving no energy
available for circuit activation. The selected SNR values
represent low, moderate, and relatively high operating con-
ditions, thereby enabling the dependence of the optimal PS
coefficient on the available transmit power to be clearly ob-
served. It can be seen that all curves exhibit a pronounced
U-shaped behavior, revealing the inherent trade-off between
EH and backscatter information transmission. Specifically,
when S is small, a larger portion of the incident RF power is
allocated to EH, resulting in a high circuit-activation prob-
ability. However, the reflected information signal becomes
relatively weak, which degrades the received SNR at the le-
gitimate destination and leads to a relatively high SOP. As 8
increases, more power is allocated to backscatter transmis-
sion, strengthening the reflected signal and improving the
secrecy performance. Nevertheless, beyond a certain point,
further increasing (8 significantly reduces the harvested en-
ergy, making the activation requirement more difficult to
satisfy. Consequently, the probability of activation failure
increases, causing the SOP to rise again. This competition
between activation reliability and backscatter signal quality
gives rise to the observed U-shaped curves and demonstrates
the existence of an optimal PS coefficient. Moreover, increas-
ing the transmit SNR consistently reduces the SOP over the
entire range of 8 and shifts the optimal PS coefficient toward
a larger value. This behavior can be explained by the fact
that a stronger incident RF signal enables the BD to harvest
sufficient energy even when a larger fraction of the received
power is allocated to backscatter transmission. Therefore,
at higher SNRs, more power can be devoted to information
reflection without violating the circuit-activation constraint.
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Fig. 3. SOP versus the PS coefficient 8 for different transmit
SNRs V.
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Fig. 4. SOP versus the number of BDs N for different channel
parameters Agg.

These observations suggest that the PS coefficient should be
adaptively optimized according to the operating SNR in or-
der to effectively balance EH and confidential backscatter
transmission while minimizing the SOP.

Having established the EH-backscatter power-
allocation trade-off in Fig. 3, Figure 4 investigates the secrecy
gain provided by opportunistic multi-BD selection by vary-
ing the number of candidate BDs from N = 1 to N = 16 for
Asg € {0.5,1,2}. Since the average source-to-BD channel
power gain is inversely proportional to Asp, these values rep-
resent favorable, moderate, and adverse source-to-BD prop-
agation conditions, respectively. For every considered Asg,
the SOP decreases as N increases because a larger candidate
set improves the probability of selecting a BD with a strong
incident channel, which simultaneously enhances its activa-
tion probability and effective backscatter transmission. For
a fixed N, increasing Asp produces a higher SOP because
the average RF power available for both EH and reflection
becomes smaller. The reduction in SOP is particularly pro-
nounced when the number of candidate BDs increases from
a small value, whereas the curves gradually flatten as N
becomes larger. The range 1 < N < 16 is therefore se-
lected to reveal both the initial selection-diversity gain and
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its subsequent saturation. These results show that deploying
additional candidate BDs can effectively mitigate moderate
source-to-BD channel degradation. However, the marginal
secrecy improvement becomes limited beyond a certain net-
work size, indicating that, in practical implementations, the
additional selection gain should be weighed against the in-
creased coordination and channel-estimation requirements
associated with a larger candidate set.

After examining the effects of the source-to-BD link
and the number of candidate devices in Fig. 4, Figure 5
evaluates the influence of the legitimate BD-to-destination
channel by varying Agp from 0.5 to 3 for N € {1,2,4}.
The considered channel-parameter range represents propa-
gation conditions from a relatively strong legitimate link
to a substantially weakened one, while the selected values
of N correspond to single-BD transmission and moderate
multi-BD selection diversity. The SOP increases monotoni-
cally with Agp because a larger rate parameter corresponds to
a smaller average legitimate channel gain, thereby reducing
the received SNR at the destination and making the target
secrecy rate more difficult to satisfy. Increasing N shifts all
curves downward because a larger candidate set increases the
probability of selecting a BD with a stronger source-to-BD
channel, thereby improving activation reliability and provid-
ing a finite-SNR selection gain. Nevertheless, the separation
among the curves becomes insufficient to compensate for se-
vere degradation of the BD-to-destination link when Agp is
large. Therefore, opportunistic multi-BD selection improves
secrecy performance but cannot replace the need for a suffi-
ciently reliable legitimate channel, which remains a dominant
factor in achieving a low SOP.

Complementing the legitimate-link analysis in Fig. 5,
Figure 6 investigates the effect of the eavesdropping channel
by varying Agg from 0.5 to 3 for N € {1,2,4}. This inter-
val covers conditions ranging from a relatively strong eaves-
dropping link to a considerably attenuated one because the
average BD-to-eavesdropper channel gain is inversely propor-
tional to Agg. In contrast to the trend observed for Agp, the
SOP decreases monotonically as Agg increases. A larger Agg
weakens the average wiretap channel, thereby reducing the
received SNR and interception capability of the eavesdrop-
per. Increasing N further lowers the SOP over the considered
range because a larger candidate set improves the selected
source-to-BD channel and consequently increases the BD
activation probability. Meanwhile, the statistical distribution
of the BD-to-eavesdropper channel remains unchanged. The
performance improvement provided by multi-BD selection
remains visible even when the eavesdropping link is relatively
strong, although the absolute SOP is ultimately determined
by the quality difference between the legitimate and wire-
tap channels. These results demonstrate that opportunistic
BD selection and attenuation of the eavesdropping link pro-
vide complementary secrecy benefits, suggesting that prac-
tical deployments should jointly exploit selection diversity
and propagation conditions that reduce the eavesdropper’s
received signal strength.
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Fig. 5. SOP versus the legitimate channel parameter Agp for dif-
ferent numbers of BDs N.
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Fig. 6. SOP versus the eavesdropper’s channel parameter Agg
for varying numbers of BDs N.

5. Conclusion

In this paper, we investigated the SOP of an energy-
harvesting multi-BD BackCom system in the presence of
a passive eavesdropper under practical circuit-activation con-
straints. Unlike most existing studies that assume an always-
active BD, the proposed framework explicitly incorporates
the energy-harvesting activation condition together with the
instantaneous secrecy-rate requirement into the SOP ana-
lysis. By exploiting the statistical characteristics of the se-
lected backscatter channel and employing the GCQ tech-
nique, a tractable closed-form approximation for the SOP
was derived. Furthermore, a high-SNR asymptotic expres-
sion was obtained, revealing a non-zero secrecy outage floor
and providing valuable insights into the limiting secrecy per-
formance of the considered system. The derived analyti-
cal results were verified by extensive Monte Carlo simula-
tions over a wide range of system parameters. The numer-
ical results demonstrated the impacts of the transmit SNR,
circuit-activation threshold, PS coefficient, and opportunistic
multi-BD selection on the secrecy performance. In partic-
ular, a lower activation threshold significantly improves the
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SOP in the low- and moderate-SNR regions, while the PS
coefficient exhibits an inherent trade-off between EH and
confidential backscatter transmission, leading to an optimal
operating point. Moreover, although increasing the trans-
mit SNR enhances secrecy performance, the SOP eventually
converges to a non-zero floor because both the legitimate and
eavesdropping links scale proportionally with the transmit
power. These findings provide useful design guidelines for
practical energy-constrained secure BackCom-enabled IoT
networks. Although the proposed analytical framework pro-
vides valuable insights, it is developed under several simpli-
fying assumptions, including a single passive eavesdropper,
an idealized RF energy-harvesting model, and Rayleigh fad-
ing channels. Future work will extend the proposed frame-
work to more practical scenarios involving multiple eaves-
droppers (both colluding and non-colluding), nonlinear RF
energy-harvesting models that capture rectifier sensitivity
and saturation effects, imperfect channel state information for
BD selection, and more general fading environments such as
Nakagami-m and Rician channels.

Data Availability

The MATLAB source code used to generate the
numerical results presented in this paper is publicly
available at:  https://github.com/dohoangminhhan2005/
matlab-code-paper-2026.
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